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ABSTRACT

This research presents a novel adaptive threat detection framework
that leverages lightweight hybrid learning to enhance cybersecurity in
cloud-scale environments. Addressing the limitations of traditional
intrusion detection systems and standalone machine learning models,
the proposed approach integrates supervised and unsupervised
learning techniques within a resource-efficient, scalable architecture.
The model is designed to detect both known and unknown threats by
combining classification capabilities with anomaly detection, further
strengthened by a continuous feedback loop for real-time
adaptability. Experiments conducted using benchmark datasets such
as CICIDS2017 and UNSW-NBI15, along with simulated cloud
traffic, demonstrate that the proposed system outperforms existing
solutions in terms of accuracy, precision, recall, F1-score, and AUC,
while maintaining low latency and high scalability. Deployed within
a containerized environment to emulate real-world conditions, the
model showcases excellent performance in handling dynamic
workloads, evolving attack patterns, and compliance-sensitive
deployments. This study establishes a practical, efficient, and future-
ready framework for intelligent threat detection, contributing
significantly to the advancement of secure cloud computing.
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Adaptive threat detection in cloud-scale environments
has become a pressing concern as the modern digital
landscape continues to evolve with increased
complexity and scale. Traditional security
mechanisms, which rely heavily on predefined
signatures and static rule-based systems, often fail to
keep up with the dynamic and polymorphic nature of
cyber threats. With the proliferation of cloud
computing and the vast distribution of services and
infrastructure, there is a growing need for intelligent,
scalable, and responsive security solutions that can
effectively detect and respond to threats in real-time.
In response to these challenges, the research on
"Adaptive Threat Detection Using Lightweight
Hybrid Learning in Cloud-Scale Environments"
proposes a novel framework that integrates the
strengths of both traditional and modern learning-
based detection techniques, aiming to achieve a

balanced, efficient, and scalable threat detection
mechanism  suitable for large-scale cloud
environments [1].

Cloud environments present unique challenges and
opportunities in the realm of cybersecurity. The
distributed architecture, dynamic scaling, multi-
tenancy, and constant flow of massive data volumes
demand that threat detection mechanisms be not only
accurate and reliable but also lightweight and
adaptive. These requirements call for innovative
approaches that leverage machine learning and data-
driven intelligence without imposing a significant
computational burden on the infrastructure. The
proposed research introduces a hybrid learning model
that combines supervised and unsupervised learning
techniques to achieve a dynamic and context-aware
threat detection system. This hybrid model is
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designed to adapt to evolving threat patterns by
continuously learning from both labeled data
(supervised learning) and previously unseen data
(unsupervised learning), thus ensuring a higher
detection rate for both known and novel attacks.

One of the key motivations behind this research is the
inadequacy of existing detection systems in handling
zero-day attacks and advanced persistent threats
(APTs), which often go unnoticed due to their
sophisticated and stealthy nature. Signature-based
systems, while effective for known threats, offer
limited capabilities when it comes to detecting
previously unseen or slightly modified attacks.
Anomaly-based systems, on the other hand, often
suffer from high false-positive rates and require
significant computational resources. The hybrid
learning approach proposed in this study seeks to
mitigate these limitations by intelligently combining
the precision of supervised learning with the
adaptability of unsupervised learning. By doing so,
the system can detect subtle deviations in network
behavior that may indicate a threat, while also
continuously refining its understanding of what
constitutes normal and abnormal behavior in the
cloud environment [2].

The lightweight nature of the proposed detection
framework is another critical aspect that distinguishes
it from traditional heavy-weight detection
mechanisms. In large-scale cloud environments,
computational efficiency is paramount, as security
solutions must operate without compromising system
performance or consuming excessive resources. The
researchers address this challenge by employing
dimensionality reduction techniques and efficient
feature extraction methods, which help minimize the
overhead associated with data processing and model
training. By focusing on a carefully selected subset of
relevant features, the system ensures that it maintains
high detection accuracy while operating within
acceptable computational limits. This design choice
makes the framework particularly suitable for
deployment in real-world cloud environments where
performance, scalability, and responsiveness are non-
negotiable [3].

Another vital contribution of this research is the
incorporation of adaptive mechanisms that allow the
detection system to evolve alongside emerging
threats. In the dynamic and ever-changing cyber
threat landscape, static models quickly become
obsolete. To address this, the hybrid learning model
integrates feedback loops and online learning
capabilities, enabling the system to update its
knowledge base and detection criteria in near real-
time. This continuous learning process ensures that

the system remains effective in detecting both new
and evolving threats, thus providing a proactive
security posture rather than a reactive one. Moreover,
the adaptability of the system extends beyond threat
detection, as it can also optimize its performance over
time based on resource availability and changing
network conditions [4].

The scalability of the proposed framework is further
enhanced through its design for cloud-native
deployment. Leveraging the elastic and distributed
nature of cloud infrastructure, the detection system
can be scaled horizontally to accommodate increasing
volumes of data and traffic. This scalability ensures
that the system remains effective even as the cloud
environment grows in size and complexity. The use
of containerized microservices and orchestration tools
such as Kubernetes allows for seamless deployment,
management, and updating of the detection
components, thereby ensuring minimal downtime and
operational disruption. The modular architecture also
supports easy integration with existing cloud security
solutions and monitoring tools, making it a versatile
addition to the broader cybersecurity ecosystem [5].

The evaluation of the proposed framework is
conducted through extensive experiments using real-
world datasets and simulated cloud traffic scenarios.
The results demonstrate that the hybrid learning
model outperforms traditional detection techniques in
terms of accuracy, false-positive rate, and detection
latency. Particularly, the model shows a marked
improvement in identifying zero-day and
polymorphic attacks, which are typically missed by
signature-based approaches. The researchers also
perform a comprehensive analysis of the system's
resource consumption, validating its lightweight
nature and suitability for cloud-scale deployment.
These findings not only validate the efficacy of the
proposed approach but also highlight its practical
applicability in addressing real-world cybersecurity
challenges.

In conclusion, the research on adaptive threat
detection using lightweight hybrid learning offers a
significant advancement in the field of cloud security.
By intelligently combining supervised and
unsupervised learning, incorporating adaptive
feedback mechanisms, and emphasizing
computational efficiency, the proposed framework
addresses the critical limitations of existing detection
systems. Its ability to operate effectively in dynamic,
large-scale environments makes it a compelling
solution for modern cloud infrastructures. As cyber
threats continue to evolve in sophistication and
frequency, the need for such adaptive and intelligent
detection systems becomes increasingly evident. This
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research lays the foundation for future advancements
in cloud security, paving the way for more resilient,
responsive, and scalable defense mechanisms in the
digital age.

LITERATURE REVIEW

In recent years, the demand for intelligent threat
detection mechanisms in cloud-scale environments
has led to a significant shift in cybersecurity research,
particularly between 2020 and 2025. Numerous
studies during this period have addressed the
inadequacies of traditional signature-based and rule-
based systems, emphasizing their limited capacity to
detect novel threats and adapt to the dynamic nature
of cloud infrastructures. For instance, research by
Zhang et al. (2020) highlighted that conventional
intrusion detection systems (IDS) fail to identify
polymorphic malware and zero-day exploits due to
their reliance on pre-defined signatures. To address
this, a growing body of literature began focusing on
machine learning (ML) techniques, which offer
pattern recognition and predictive capabilities.
However, despite the promise of ML-based systems,
scalability and real-time applicability remained
concerns, especially in resource-constrained cloud
environments [6].

In response, studies like that of Gupta and Banerjee
(2021) proposed lightweight ML models for threat
detection, optimizing feature selection and
dimensionality reduction techniques to minimize
resource consumption. These efforts were crucial in
adapting ML-based threat detection systems to cloud-
native deployments, where performance and speed
are vital. Nevertheless, these models primarily relied
on supervised learning, which inherently requires vast
amounts of labeled data. The labeling process is often
labor-intensive and does not scale well with the ever-
expanding data volumes generated in cloud
ecosystems. Consequently, research began pivoting
towards semi-supervised and unsupervised learning
methods. An exemplary work by Alazab et al. (2021)
integrated clustering techniques such as DBSCAN
and K-Means with anomaly detection algorithms to
uncover hidden patterns indicative of malicious
behavior. While such approaches improved the
detection of previously unknown threats, they also
introduced new challenges, including elevated false-
positive rates and difficulties in interpreting the
results [7].

To mitigate these issues, hybrid learning approaches
combining supervised and unsupervised learning
began gaining traction. Papers by Li and Shen (2022)
and Kumar et al. (2023) demonstrated that hybrid
models could significantly enhance detection
accuracy while maintaining adaptability. These

models leveraged the strengths of both learning
paradigms—using supervised models to detect known
threats and unsupervised algorithms to identify
deviations from normal behavior that might indicate
emerging or unknown threats. Moreover, the
integration of feedback mechanisms into hybrid
models, as discussed by Raza et al. (2022), allowed
systems to learn from false positives and dynamically
adjust their detection strategies. Such adaptive
learning processes became increasingly important in
fast-evolving cloud environments, where static
models quickly become obsolete [8].

Another important thread of literature from 2020 to
2025 focused on the lightweight nature of detection
models, a necessity for large-scale deployment in the
cloud. Research by Nguyen et al. (2023) employed
federated learning and edge computing to offload
some detection tasks to client-side devices, thereby
reducing the central computational load. This
distributed learning model also addressed privacy
concerns, as sensitive data remained on local nodes
while model updates were aggregated centrally.
Similarly, studies by Chen and Wu (2024) explored
the use of lightweight convolutional neural networks
(CNNs) and recurrent neural networks (RNNs) that
maintained high detection performance with lower
computational  requirements.  Their = models
successfully reduced latency and memory usage,
making them practical for real-time deployment in
cloud environments with diverse hardware
capabilities [9].

The literature also revealed a growing interest in
incorporating context-awareness and domain-specific
intelligence into threat detection systems. Researchers
like Ahmed et al. (2021) proposed contextual
anomaly detection frameworks that adapt detection
thresholds based on user behavior, access patterns,
and network configurations. Such systems were
especially effective in  multi-tenant  cloud
environments where baseline behaviors vary
significantly across users. Further developments in
this area, particularly in 2024, emphasized adaptive
context profiling and continuous behavior learning, as
shown in the work by Sharma et al., who integrated
reinforcement learning with threat detection to make
dynamic decisions about alert thresholds and response
strategies [10].

In parallel, the increasing frequency and complexity
of Advanced Persistent Threats (APTs) and zero-day
attacks prompted researchers to explore more
proactive detection strategies. Work by Tan et al.
(2022) underscored the limitations of purely reactive
systems and proposed anticipatory models using
predictive analytics and threat intelligence feeds.
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These models utilized time-series forecasting and
historical attack patterns to predict future threat
behaviors. The integration of threat intelligence feeds
with hybrid learning systems further enhanced
detection capability, as shown by the 2023 study by
Bose and Nair, where real-time data enrichment from
global threat databases improved the system’s
responsiveness to emerging attack vectors [12].

Security researchers also addressed the challenge of
false positives, a long-standing issue in anomaly-
based detection systems. Between 2021 and 2024,
there was a notable emphasis on refining anomaly
detection algorithms using autoencoders, GANs
(Generative Adversarial Networks), and attention
mechanisms. For instance, the 2022 work of Zhou et
al. implemented variational autoencoders that better
modeled normal traffic and reduced false positives by
distinguishing subtle differences between benign and
malicious behaviors. Likewise, the application of
attention-based models, as explored by Singh and
Bhattacharya (2024), introduced fine-grained threat
identification, which significantly enhanced both the
precision and interpretability of alerts [13].

Scalability also emerged as a recurring theme across
literature from 2020 to 2025. As cloud platforms
continue to host increasingly diverse and expansive
workloads, the ability to scale security mechanisms
without performance degradation became essential.
Research by Yadav et al. (2025) proposed a
containerized, microservices-based threat detection
architecture that allowed horizontal scaling of
detection modules. This modular approach ensured
that increased traffic loads could be managed by
simply deploying additional lightweight containers
without re-engineering the entire system. Similarly,
researchers like Han and Park (2023) emphasized
using Kubernetes and service meshes to orchestrate
the deployment of detection engines, enabling elastic
scaling and fault-tolerance within multi-cloud
environments [14].

Real-world applicability and testing of proposed
models also gained prominence during this period.
Unlike earlier research that relied heavily on synthetic
datasets, newer studies focused on applying their
models to real cloud traffic and open datasets such as
CICIDS2017, UNSW-NBI15, and custom enterprise
datasets. This shift was critical in validating the
operational feasibility and robustness of hybrid
learning models in practical scenarios. Evaluations by
Silva et al. (2024) demonstrated that their hybrid
model, when tested on live AWS and Azure
workloads, consistently maintained over 95%
detection accuracy with under 2% false positives,

outperforming benchmark ML models and traditional
IDS [15].

Finally, there was a marked trend toward integrating
threat detection systems with cloud-native monitoring
and orchestration tools. Between 2023 and 2025,
literature by authors like Fernandez and Kim explored
the coupling of ML-based detection engines with
SIEM (Security Information and Event Management)
and SOAR (Security Orchestration, Automation, and
Response) platforms. This integration facilitated
faster incident response, automated remediation, and
enriched analytics. The studies showed that such
synergies not only enhanced threat visibility but also
reduced the mean time to detect (MTTD) and mean
time to respond (MTTR) to threats, thereby
improving the overall security posture of cloud
infrastructures.

In summary, the literature from 2020 to 2025
provides a comprehensive foundation for the research
on adaptive threat detection using lightweight hybrid
learning in cloud-scale environments. Through a
progression of advancements in supervised,
unsupervised, and hybrid models; emphasis on
scalability, adaptability, and lightweight design; and
increased integration with real-world cloud
operations, the research community has steadily
moved toward creating more intelligent, efficient, and
resilient threat detection frameworks. The present
study builds upon these contributions by unifying the
most effective elements of this body of work into a
coherent, adaptive, and scalable detection system,
well-suited to meet the demands of today’s cloud-
driven digital ecosystems.

RESEARCH METHODLOGY

The research methodology employed in this study on
adaptive threat detection using lightweight hybrid
learning in cloud-scale environments is structured to
design, implement, and evaluate a dynamic detection
framework that effectively addresses the limitations
of existing systems in large-scale and distributed
infrastructures. The methodology begins with the
collection and preprocessing of real-world network
traffic data sourced from publicly available datasets
such as CICIDS2017 and UNSW-NBI15, along with
synthetic cloud traffic simulations to ensure coverage
of both known and unknown threat patterns. The data
undergoes rigorous cleaning, normalization, and
feature selection using statistical and machine
learning-based techniques to extract the most relevant
features contributing to threat detection. Principal
Component Analysis (PCA) and Recursive Feature
Elimination (RFE) are utilized to reduce
dimensionality —and optimize computational
efficiency. The core of the methodology lies in the
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development of a hybrid learning model combining
supervised learning algorithms, such as Random
Forest and Gradient Boosting, with unsupervised
techniques like K-Means clustering and Isolation
Forests. These models are integrated in a layered
architecture where the supervised module handles
known attack patterns while the unsupervised module
identifies anomalies and novel threats. A feedback
mechanism is incorporated using an online learning
module that continuously updates model parameters
based on false positives, false negatives, and new data
inputs, ensuring adaptive capability. The
implementation is containerized using Docker and
deployed on a Kubernetes cluster to emulate real-
world cloud environments, enabling elastic scaling
and resource allocation. The performance of the
proposed model is evaluated using metrics such as
accuracy, precision, recall, F1-score, and Area Under
the Curve (AUC), while resource consumption,
detection latency, and scalability are tested across
varying cloud workloads. Comparative analysis is
performed against traditional IDS and standalone ML
models to validate improvements in detection
performance and computational efficiency. This
comprehensive and iterative methodology ensures
that the proposed system is both technically robust
and practically viable for deployment in real-time,
high-volume cloud settings.

RESULTS AND DISCUSSION

The results obtained from the experimental evaluation
of the proposed adaptive threat detection framework
using lightweight hybrid learning in cloud-scale
environments provide a compelling validation of its
efficacy, scalability, and practicality. This research
introduced a novel detection architecture that
integrates both supervised and unsupervised machine
learning techniques in a resource-optimized design
tailored for cloud-native infrastructures. The
experimental setup involved comparing the proposed
model against traditional intrusion detection systems
(IDS), purely supervised machine learning models,
and standalone unsupervised learning models using
well-established metrics including accuracy,
precision, recall, F1-score, and area under the ROC
curve (AUC). These metrics were computed using
extensive testing on real-world datasets, including
CICIDS2017 and UNSW-NB135, alongside simulated
multi-tenant cloud network traffic, ensuring a robust
and diverse validation environment. The results
clearly indicate that the proposed hybrid model
significantly outperforms existing solutions in terms
of detection performance while maintaining
computational efficiency, making it highly suitable
for deployment in dynamic and large-scale cloud
infrastructures.

The accuracy of the proposed hybrid model was
observed to be 96.5%, which is notably higher than
that of traditional IDS (85.2%), supervised ML
models (91.4%), and unsupervised ML models
(88.3%). Accuracy in this context represents the
overall ability of the system to correctly classify both
malicious and benign activities. The considerable
improvement in accuracy showcases the hybrid
model’s superior generalization capability and its
effective learning from both labeled and unlabeled
data. This accuracy boost is attributed to the dual-
layered design, where the supervised component
excels in identifying known threats, and the
unsupervised layer is instrumental in catching
anomalies that fall outside learned patterns. This
synergy between the two types of learning leads to
more reliable threat classification and reduces the
probability of overlooking new or polymorphic
threats, which are increasingly common in today’s
cloud environments.

In terms of precision, which measures the proportion
of true positive predictions among all positive
predictions, the proposed model scored 95.4%. This
performance is markedly higher than traditional IDS
(83.1%), supervised learning (89.7%), and
unsupervised learning (86.2%). A high precision
value indicates that the proposed system generates
fewer false alarms, a critical consideration in cloud
environments where alert fatigue among security
analysts can degrade the overall effectiveness of
incident response. False positives not only burden IT
staff but also increase the likelihood of genuine
threats being ignored due to desensitization. The
precision achieved by the hybrid model reflects its
refined filtering capabilities and its context-aware
threat analysis enabled by adaptive learning, which
continuously updates detection thresholds based on
evolving patterns.

Recall, or sensitivity, which reflects the system’s
ability to identify actual threats from all existing
threats, was recorded at 96.8% for the hybrid model.
This outpaces the recall rates of supervised ML
(90.2%), unsupervised ML (85.9%), and traditional
IDS (80.5%). The elevated recall demonstrates the
hybrid model’s capacity to capture even subtle and
evasive attack vectors that traditional systems
typically miss. This is particularly important in the
detection of zero-day threats and advanced persistent
threats (APTs), which often operate stealthily and do
not match any predefined signature. By integrating
anomaly detection methods within its architecture, the
proposed framework effectively adapts to variations
in network behavior, allowing it to detect previously
unseen attacks with high confidence. This level of
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sensitivity ensures that cloud systems can proactively
respond to security breaches before they escalate.

The Fl-score, a harmonic mean of precision and
recall, is a comprehensive measure of the model’s
detection performance. The proposed hybrid system
achieved an Fl-score of 96.1%, in comparison to
81.8% for traditional IDS, 89.9% for supervised
learning, and 86.0% for unsupervised learning. This
high F1-score confirms that the proposed model not
only identifies threats accurately but also maintains a
fine balance between false positives and false
negatives. The harmony between precision and recall
is critical in high-volume environments where both
over-detection and under-detection can have serious
repercussions. Over-detection leads to alert flooding
and operational inefficiency, whereas under-detection
exposes the system to undetected breaches. The
robust Fl-score of the hybrid model highlights its
suitability for continuous operation in real-time cloud
environments, providing consistent and balanced
threat monitoring.

AUC, or the area under the ROC curve, evaluates the
model’s ability to discriminate between classes across
various threshold settings. The hybrid model
registered an AUC of 97.2%, outperforming the
benchmark values of traditional IDS (82.7%),
supervised ML (91.1%), and unsupervised ML
(87.0%). The ROC curve plots the true positive rate
against the false positive rate at different thresholds,
and a higher AUC implies better discriminatory
power. The strong AUC performance confirms that
the hybrid model is resilient to threshold fluctuations
and maintains reliable classification performance
even when the decision boundary is adjusted. This
makes the model particularly advantageous for
dynamic cloud environments where contextual
conditions change frequently and thresholds may
need recalibration based on traffic intensity, user
behavior, and system load.

Beyond statistical metrics, the proposed system was
evaluated for computational efficiency and
scalability—two critical aspects in the context of
cloud deployment. The hybrid model was deployed
within a Kubernetes-based microservices architecture
to simulate elastic scaling in response to increasing
traffic volumes. Compared to traditional systems that
showed performance degradation under high traffic
loads, the hybrid model maintained detection latency
within sub-second ranges and demonstrated linear
scalability across multiple cloud instances. This was
achieved by containerizing detection components and
employing lightweight feature extraction techniques
such as PCA and information gain, which reduced
computational overhead without sacrificing detection

accuracy. The modularity of the framework also
facilitated seamless updates and allowed for the rapid
integration of new threat intelligence, providing
further evidence of its adaptability.

The discussion of results also brings to light the
strengths of the feedback mechanism embedded
within the hybrid architecture. Unlike static models
that degrade in performance over time, the proposed
model incorporates an online learning mechanism that
continuously updates itself based on recent data. This
adaptability is crucial in cloud environments where
attack patterns evolve quickly and often mimic
legitimate traffic to evade detection. During testing,
the feedback loop was particularly effective in
reducing false positives over time, as the model
refined its understanding of normal behavior through
contextual learning. This ongoing refinement process
ensures long-term stability and effectiveness, a major
limitation in traditional IDS and static ML systems
that lack self-updating capabilities.

From a practical standpoint, the hybrid model's
performance was validated not only through
simulated attacks but also using real-time enterprise
cloud traffic. In both scenarios, it consistently
demonstrated high responsiveness, minimal resource
usage, and reliable threat classification. In stress tests
involving burst traffic and multi-vector attacks, the
system was able to maintain performance without
service interruption or detection drop. The capacity to
handle real-world conditions is a strong indication of
its readiness for deployment in production-grade
cloud environments, supporting diverse applications
from Software as a Service (SaaS) to Infrastructure as
a Service (IaaS) platforms.

Furthermore, the model’s integration potential with
other cloud security tools enhances its operational
versatility. During testing, the hybrid detection engine
was successfully integrated with Security Information
and Event Management (SIEM) and Security
Orchestration, Automation and Response (SOAR)
systems, enabling automated incident response and
enriched threat analytics. This interoperability ensures
that the system does not function in isolation but
rather contributes to a broader security ecosystem.
Alerts generated by the hybrid model can trigger
immediate remediation actions or be correlated with
other data sources for a holistic understanding of the
threat landscape, thereby strengthening the overall
cloud security posture.

Importantly, the system was designed with data
privacy and compliance in mind. Lightweight
detection modules can be deployed at the edge or
within individual containers, minimizing the need to
centralize sensitive data. Additionally, the system
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supports federated learning configurations, allowing
detection models to be trained across decentralized
data sources without compromising data integrity or
violating regulatory requirements. This privacy-aware
design is particularly beneficial for industries such as
healthcare and finance, where data governance is
tightly regulated and cloud adoption is often impeded
by compliance challenges.

The comparative analysis between the proposed
hybrid model and existing detection approaches also
provided insights into the limitations of conventional
systems. Traditional IDS, while fast, was unable to
keep up with evolving threats and showed poor
adaptability. Supervised ML models, though better in
identifying known threats, struggled with zero-day
attacks and required large labeled datasets, which are
difficult to maintain. Unsupervised models detected
novel threats but often raised excessive false positives
due to their lack of contextual awareness. The hybrid
model effectively addressed these gaps by merging
the strengths of both learning paradigms, adding
contextual intelligence, and embedding continuous
learning. This strategic combination resulted in a
model that not only performed better across all tested
metrics but also adapted well to evolving security
demands.

In reflecting on the broader implications of the
findings, it is clear that this hybrid approach sets a
new benchmark for threat detection in cloud
environments. As cloud adoption continues to rise
and threat actors grow more sophisticated, security
solutions must be equally dynamic and intelligent.
The research contributes to this evolution by
presenting a model that is not only technically sound
but also practically viable and future-ready. Its
architectural design supports seamless updates,
collaborative learning, and real-time adaptation—all
essential features for next-generation cloud security
systems. By addressing both detection accuracy and
operational feasibility, the proposed model bridges
the gap between research and real-world
implementation, offering a holistic solution that
aligns with current and emerging cybersecurity
challenges.

In conclusion, the results and discussion affirm that
the proposed adaptive threat detection framework,
built on lightweight hybrid learning, is a highly
effective and scalable solution for securing cloud-
scale environments. It outperforms traditional and
contemporary models in all critical areas, including
detection performance, adaptability, efficiency, and
deployment readiness. By combining the power of
supervised and unsupervised learning, incorporating
real-time feedback, and enabling seamless integration

with cloud-native tools, the system provides a robust
and proactive defense mechanism capable of
addressing both present and future threats in an
increasingly complex and hostile cyber landscape.
These outcomes validate the research objectives and
underscore the potential of hybrid learning as a
cornerstone in the advancement of intelligent,
responsive, and scalable cybersecurity solutions.

Figure 1: Performance Analysis

COCLUSION

The proposed research on adaptive threat detection
using lightweight hybrid learning in cloud-scale
environments successfully demonstrates a highly
efficient and intelligent framework capable of
overcoming the limitations of traditional intrusion
detection systems and standalone machine learning
approaches. By combining supervised and
unsupervised learning within a modular, scalable, and
resource-efficient architecture, the system achieves
superior accuracy, precision, recall, Fl-score, and
AUC, while maintaining low computational overhead
and high adaptability. The integration of real-time
feedback mechanisms and online learning ensures
that the model remains responsive to evolving threat
landscapes, particularly zero-day attacks and
advanced persistent threats, which are often missed
by static systems. Its deployment within containerized
cloud infrastructures further proves its practicality
and readiness for real-world implementation,
addressing key challenges related to scalability,
latency, and compliance. This research not only
contributes a robust solution to cloud security but also
sets a precedent for future developments in intelligent
threat detection by showcasing the transformative
potential of hybrid learning methodologies.
Ultimately, the study reaffirms the importance of
adaptive, context-aware, and continuously evolving
security solutions in safeguarding dynamic and large-
scale digital ecosystems.
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