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ABSTRACT

Specifically, this research examines the role of smart contracts in
supply chain management using three aspects of improvement,
namely transparency, efficiency, and security. Smart contracts based
on the block-chain and IoT allow instant and secure contracts
execution between participants, tracking, efficient work, and small
administrative burden. The paper reviews the strengths and
weaknesses and assesses the effect of smart contracts assessing some
sample benefits and challenges which include quality assurance, real
time product tracing, payment, and compliance. Technologies
involved include IoT sensors where environmental conditions along
the product’s supply chain are continuously recorded, block-chain for
enhancing the credibility of recorded data to all stakeholders. A
comparison of smart contract compatibility across different
ecosystems and possibilities of integrating decentralized finance
(DeFi) defines the possibilities of their application in supply chains.
According to the contingency aspects, smart contracts will embrace
payments and dynamic pricing where information can be stipulated to
make prompt and clear payment. The future work is as follows:
increasing the compatibility between different block-chains,
integrating the compliance with the laws, incorporating early warning
systems forecasting the supply chain failures into the program. This
research advances the literature on block-chain solutions and
underscores the appropriateness of smart contracts to solve key
supply chain issues while suggesting possibilities for the diffusion of
the technology. The paper’s insights point to how smart contract
technology and the application of IoT and block-chain to supply
chain management provide great potential for organizations to
transform and enhance operational reliability and supply chain
stakeholders’ confidence within an increasingly globalizing area.

1. INTRODUCTION
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In today’s connected world, supply chains have
become more complicated, involving many people,
processes, and a large amount of data. It is now
harder to maintain transparency, track products
accurately, and build trust among all involved.
Traditional supply chain systems often face problems
like delays, poor communication, and a lack of real-
time updates, which can lead to higher costs and
make the system more prone to mistakes or fraud.

Block-chain technology, which is a secure and
transparent digital record system, is offering a new
way to improve supply chain management. Although
it was first used for crypto-currencies like Bitcoin, it
is now being used in many industries to keep data
accurate, speed up operations using smart contracts,

and make it easier for everyone in the supply chain to
work together.

By storing each transaction in a way that cannot be
changed and is easy to verify, block-chain allows
companies to track products in real time, hold each
part of the chain responsible, and reduce the need for
middlemen. This not only makes the supply chain
more efficient and secure but also helps consumers
trust the products by confirming where they came
from and how they were handled.

As companies search for smarter ways to manage
supply chains, block-chain stands out as a promising
solution to make global supply systems stronger,
clearer, and more effective.
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2. PROBLEM STATEMENT

SCM is about a web of relationships between buyers,
vendors, dealers, consumers, and others where vital
data is shared, stock is efficiently controlled,
shipments are tracked and product originality is
ensured. Many times conventional Supply chain
management process come across certain drawbacks
such as less transparency, data redundancy issues and
fraud risks, high cost and much time consumption and
dependency on intermediaries. They culminate to
sub-optimization, low customer confidence and
finally loss of business and credit. Block-chain
technology which is a distributed, shared and tamper-
proof digital ledger could solve supply chain issues
hence providing a secure end to end tracking solution,
cutting frauds and increasing overall supply chain
confidence and productivity. Nevertheless, the
processes involved when integrating block-chain in
supply chain present technical, financial and legal
problems such as; data privacy, scalability,
interoperability and high initial capital costs. In this
project, the author seeks to understand measures of
applying change in block-chain technology in supply
chain management as well as recognizing various
issues related to industries implementing block-chain
technology

3. METHODOLOGY

Regarding changing the operation of a supply chain
by using blockchain, Enhanced Transparency through
Decentralized Ledger Systems emerges as the most
suitable methodology. Enabling transparency is
crucial for all supply chains, including suppliers and
consumers as it ensures that every product that was
distributed comes from an authorized source, has
undergone the right quality control and was well
handled while in transit. There is an efficient
safeguarding of critical data using the permissioned
blockchain model where only authorized persons
have access and all other features that are necessary
for the control of critical data are availed. This helps
in achieving maximum transparency without
compromising the privacy and reliability of all data
around the supply chain

Methodology in Detail:

Enhanced Transparency through Decentralized
Ledger Systems Permissioned Block-chain

Setup System Architecture

Create a permissioned block-chain such as
Hyperledger Fabric or R3 Corda which allows
important participants including suppliers or
manufacturers and regulators the level of access
permission to be able to read or write to the ledger.
This makes it possible to accomplish both
transparency and data protection as only those

permitted to access the resources view the ledger or
add to it.

Node Management

Under second layer protocols design, all the members
have nodes and all the nodes are controlled by the
member. This is efficiency because all many peoples
handle their information and still they contribute to
the formation of the system. All nodes are given
read/write access rights privilege according to their
management responsibilities.

Automated Smart Contract Execution
Automated Processes

Smart contract, a digital form of contract built to
automate processes by making agreement to do
something unilaterally is the new thing that is
disintermediating supply chain automation. Such
intelligent contracts run their course on the basis of
blockchain and compel the performance of specific
rules already set when prespecified condition obtains.
For instance, in logistics, a smart contract can be used
to update the ledge and trigger payment milestones as
a product gets checked in places such as customs or
warehouses. This ensures real time tracking and
makes it easy to take a timely action compared to
human interventions which can lead to a lot of delay.
Self-executing, the improvement in the ability to
value-transact comes coupled with an increase in
transparency as everyone can see the real-time status
of the operations on the shared and permanent ledger.
They are especially useful in supply chains, which
include a number of participants so that all work
would be coordinated and controlled.

Consistency and Reliability

Smart contracts transform supply chain management
by improving the efficiency and predictability of all
operations. This way they reduce the probabilities of
frivolous errors and guarantee that a process is run as
per the designed computer program. For instance,
conditions such as product quality check, assurance of
the delivery or adherence to regulations can all be
well checked and reacted upon without having to
make cross references. With this reliability,
stakeholders are assured hence promoting
partnerships that are long term with the organization.
Further, automated workflow cuts down time lag; it
does not have time gaps as experienced when using
manual approval or even when dealing with different
datasets. Thus, making the processes better and, as a
consequence, making costs lower and customer
satisfaction higher. When applied to supply chain
management, smart contracts guarantee
commensurately reliable outcomes and adequately
fast process through recipe standardization and
optimal error-free decision-making.
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Data Entry and Validation

IoT Integration

The use of RFID tags and GPS sensors as a part of
Internet of Things (IoT) in supply chain management
efficiency increases dramatically the process of data
entry and validation. These devices are loT-enabled
and are constantly feeding updated basic information
on the status, location, and environment of the goods
such as temperature or humidity. When it comes to
perishable items, therefore, such real-time monitoring
is essential to valued added and reduced spoilage.
When IoT devices interact with a blockchain directly,
validation is done automatically, eliminating the need
for human input and improving data reliability at the
same time. Such an integration of IoT devices and
blockchain makes the process of data entry reliable
and trustworthy thus enhancing the input, output, and
operational transparency.

Immutable Records

It should be also noted that blockchain technology has
some significant advantage in terms of its ability to
exhibit records that cannot be altered. The data is
changed only when the update represents a genuine
improvement over the previous version; a record of
the updated information is kept in the blockchain,
along with a timestamp stamping the reliability of the
data. It guarantees information certainty and produces
genuine documents that interest stakeholders wish to
understand the full history of every product in the
supply chain. The fact that such records remain
permanently enhances confidence in the accuracy of
data and provides a rich tool for tracking and
managing disputes in favor of improving decision-
making at every stage of the supply chain.

Auditable Trail and Real-Time Visibility
Blockchain’s excellent, transparent and unalterable
ledger enables only those approved to trace a
chronological record of the movement of each
product. These stakeholders include manufacturers,
retailers, service providers and the final consumers
and all of them get non — distorted information. To
firms, it assists in tracking the activities in the supply
chain and can help impose accountability to the
players. In consumers’ context, traceability works to
guarantee the legitimacy of the product and its
accreditation and conformity to some standard it has
been accredited including organic or fairly traded
product. This capability not only wins trust but it also
meets the current consumer demand of ethical
sourcing.

Product Tracking

Also, integration of Blockchain with IoT allows for
constant surveillance and provides a platform for
enhanced analytics for supply chain applications. The

realtime tracking of goods also caters alongside the
analysis produced by the use of Business Intelligence,
where it helps to predict an area that may take long
and hence avoid getting into it. For instance, using
blockchain-based analytics in demand forecasting,
inventory management can be optimised and many
operations can be streamlined. In the same way,
blockchain accelerates regulation since it offers a
clear record of all affairs in the supply chain process.
Efficient automated system verification and
integrated record systems decrease audit loads, yet
guarantee the compliance with the set common
acceptable practices and laws. This multiple
functionality of monitoring and conformance also
adds to the robustness and scalability of various
supply chain systems.

Consumer Assurance

In addition, blockchain technology offers end
customers the transparency and authenticity, allowing
them to track the products they are going to buy back
to the original source. This capability is critical in
industries whose products require a strong brand and
quality such as the food, luxury goods and
pharmaceutical industries. For instance, using the
chain, customers can check some declarations, such
as organic certification, or ethical purchase and
sourcing. For instance, a consumer buying a packaged
coffee, which is branded “’fair-trade’’ the consumer is
able to trace the physical flow of the product from the
farm to shelves. To that extent, it increases not only
consumer confidence but also ensures that brands
behave sustainably and ethically since they expect to
be called out on their activities. The line between
different chain members is to be open and
continuously monitored that produces an adaptable
system in which data would be real-time.

Continuous Monitoring and Reporting
Blockchain enables continuous monitoring and real-
time reporting across the supply chain, creating
dynamic system where data is always up-to-date and
accessible. To tie it into the Internet of Things,
blockchain logs these events or conditions as
temperature fluctuations, shipping setbacks, or
product handling. Thus, the ongoing availability of
this information allows stakeholders to address
disruptions effectively and fast, thus reducing losses
as well as optimising business continuity. For
instance, in perishable products, blockchain can fire
alarm for temperature changes within the supply
chain and actions can be taken to rectify the situation
before deterioration begins.

Analytics
Selligent of data from diverse ends of the supply
chain is safely encrypted and managed through

@ IJTSRD | Unique Paper ID —IJTSRD81088 | Volume-9 | Issue—3 | May-Jun 2025

Page 642



International Journal of Trend in Scientific Research and Development @ www.ijtsrd.com eISSN: 2456-6470

blockchain that ensuing in analytical sophistication.
Real time tracking through the blockchain can
improve the timeliness of demand forecasting by
offering correct and timely numbers concerning stock
status, transit time, and consumers’ purchase
behavior. On the same note, predictive analytics can
also detect areas prone to sluggish performances, then
plan necessary changes. For instance, a retailer
provides appropriate analytics relating to stocks to
avoid overstocking of products or defining the
minimum levels of stock that would be adequate to
address the demand, saving costs to customers.

Compliance and Audits

Conducting compliance and regulatory audits can be
time-consuming and resource intensive owing to
recurring acts of manual data and information
processing, as well 33 as disparate data systems.
Blockchain enables streamlining of these challenges
through having a clear, immune, and accessible
record of every transaction and events occurring. This
makes all the important papers for compliance, which
may include, certificates, licenses and safety checks
easily accessible and provable. Regulators can easily
audit the blockchain to enforce Penetration standards
hence the low chances of penalties for
noncompliance. To businesses, it means a more
efficient audit process that is cheaper and virtually
free from disparities and/or fraud.

Summary

Block-chain technology is barriers disrupting and
redesigning SCM because it provides chances for
organisations to create transparency, traceable supply
chain, increased efficiency and scalability. Accuracy
is promoted through distributed ledgers that make it
possible for all players to document and monitor
events in supply chains safely. Business blockchains
such as Hyperledger Fabric grant access only to those
that are allowed into the network, which maintains
trust and reduces the need for third-party
organisations. Smart contracts will relieve pressure
from paperwork, possible mistakes, and expenses by
addressing functions like payments and product
tracking automatically. Connecting with the devices
of the IoT like RFID, GPS helps to track the status,
position, environmental factors of the product, thus
controlling quality and counterfeits.

Some of the challenges include; Due to the limitations
in size, scalability is accomplished by for example the
Layer-2 scaling solutions, and sharding to enable the
block chain to deal with high volumes of transactions.
Currently, there is a privacy-related risk, such as zero-
knowledge proofs (ZKPs), and differential privacy to
ensure the security of personal data while being open.
Other infrastructure systems such as Polkadot or

Cosmos allow for compatibility of different block-
chains and improve the data quality exchange
between multiple participants. Challenges such as
high costs of implementation are removed through
use of consortium block-chains and the relatively
affordable block-chain as a service thus making the
technology feasible. Through these solutions, block-
chain increases the efficiency, security and
transparency of supply lines for the betterment of
sellers and buyers.

4. IMPLEMENTATION

WORKING OF SMART CONTRACT

This smart contract in Solidity in Figure 1, is called
“SupplyChain® to handle participants and
merchandise in a supply chain, while paying attention
to product details and using IoT to monitor conditions
of merchandise. The contract employs the “MIT
license while implementing specific provisions for
operation on Ethereum’s blockchain with protection
against integer overflows; the code is written with
Solidity “0.8.0".

The *SupplyChain® contract is initiated from the code
fragment provided in figurel: _Address admin is
declared initially as a restricted address that is
generally provided with admin access, which possibly
suggests the authority equivalent of participant
addition or system management. The contract defines
an ‘enum  called “Role’, which categorizes
participants  into  three  types: “Supplier’,
“Manufacturer” and "Distributor’. This gives some
order to what is probably a large number of roles in
the supply chain management and allows for access to
some functions only by specific participants in the
roles.

The “Participant” structure captures the relations
presented in the supply chain by each entity, an “id"
(computed as an address of each participant) and
coupled with the “role” label whether s/he is a
Supplier, Manufacturer or Distributor. This affords
the contract the opportunity to differentiate between
the different players in the chain, thereby predicting
and managing their behaviour with products
accordingly.

The “Product™ struct captures the basic details of a
product that other classes or objects should deal with,
that are “product Id", “name’, the address of the
product’s “supplier’, “"manufacturer, and "distributor .
Other fields such as “quality Checked" (a boolean that
represents whether the product has been okayed to be
sold or not), timestamps “createdAt” and “updated At
track the time at which a product was created and the
last time it was updated, respectively. This specific
format helps the contract document the progress of
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each product through the chain of supply with extra
space for additions when the products change stages.

Finally, the mappings are used to store participants
and products under the contract. The participants

mapping relates an address for a Participant, thus
enhancing participant detail’s searchability based
upon address. In the same way, the products mapping
ties a specific product Id with product: Product
structure to allow anyone to call up the
history/timeline and other particulars of any product
rapidly. Collectively, these mappings facilitate
effective and orderly storage of data as envisioned by
the contract to be clear, traceable and accurate for all
the supply chain partners.

In order to integrate IoT monitoring we can have an
additional struct called IoT Data in the contract; that
struct is for capturing data about how the product is
being handled. This struct, has a field for the time
collected, for location (perhaps GPS or site-specific
data), temp, important for perishables or delicate
items and valid, indicating quality. The aptly stored
fields can enable the contract to record data on the
nature of the environment surrounding the products to
ensure that the supply chain confirms that proper
handling occurred in safe conditions throughout the
entire supply chain.

1189.sal X

Figure 1: Smart Contract 1

Smart contract in Figure 4, is used to oversee a supply chain, by applying blockchain to record, track, and
authenticate products in various stages. Through mapping it 46 creates an instance of the array [oT data entries
called “product IoT Data™ using which it keeps the record of all the IoT data related to a product identified with
its Product ID. This setup allows monitoring of various variables (for instance, location, temperature, etc) that
may be recorded and referred to for each product I the supply chain to improve traceability. The contract
includes two access control modifiers: “onlyAdmin™ and “onlyRole". The “onlyAdmin™ modifier limits the access
to the functions that are planned for the admin; it has been created to protect impendent operations — for
example, the participant registration from unauthorized users, as only the contract creator and the admin can
carry out these operations. The “onlyRole™ modifier, in contrast, imposes role constraints to functions the
function can only be performed by participants with certain roles including Supplier, Manufacturer, Distributor
and the like. While role-based control enhances the reliability of the supply chain; it also makes it easy to
enforce a restriction on which particular entities can perform some action.

To track and log critical events in the supply chain, the contract defines four events: Product Registered, Product
Transferred, Quality Checked and Payment Released are the four major activities in this model. These events
enable transparency since they broadcast data stored in the blockchain to other participants each time a product
is registered or transferred from one entity to another, passing through quality check or when payment is to be
made. This way they can track and audit each product’s lifetime through the supply chain and possibly see
improvements.
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This has the main implication of assigning the admin variable to the address of the contract creator for the first
time. The register Participant function enables the admin to enter a participant for registration using an address
and his role whereby this information is stored under the participants mapping. Every individual is connected
with a particular role, for example, Supplier, Manufacturer and the access rights of such roles in supply chain
activities are defined.

The register Product is a function that allows suppliers to make new products registered to the blockchain. It
ensures that the senders has the Supplier role and create a Product struct with basic information such as product
ID, name and time stamp. This address is then stored while addresses of all other fields such as manufacturer’s
address or distributor’s address is set to a blank value. Also, should quality Checked 47 be set to true False at the
beginning to signal the product has not been through a quality check. This function is very useful not only when
it comes to integrating the aspect of product ownership but also when it comes to tracking the origins of the

product and all the subseque changes that occur periodically in the supply chain.

5. CONCLUSION AND FUTURE SCOPE
Conclusion

On balance, the ‘Supply-Chain’ smart contract refine
in Solidity provides the means for the effective
organization and tracking of participants and products
through a chain of supply the integration of the block
chain technique. To achieve this, the contract defines
different domains that will specify positions like
Supplier, Manufacturer, and Distributor among others
With IoT integration, movement from one stage to
another entails that product conditions and ownership
can be tracked diligently. The use of structures also
proves to be efficient in capturing important data as
there are two structures namely the Participant
Structure and Product Structure. Furthermore, the IoT
Data struct is made such that the environments can be
accurately monitored, especially when transporting

Figure 2: Smart Contract 2

sensitive goods that require close monitoring of
conditions in supply chain. The contract’s application
of access modifiers among only Admin and only Role
together with event preconditions of Product
Registered, Product Transferred, Quality Checked,
and Payment Released ensures a secure and
streamlined form of interaction. These components
allow specific participants to see only such function
without the ability to tinker with the others and
promote accountability by recording vital actions onto
the blockchain. Such mappings also help in easy
retrieval of participants and product related data
making the supply of each product and its complete
life cycle clear, accurate and auditable The
transaction output shown in the figure depicts that the
contract has got successfully deployed where number
of transactions it cost and address of the contract is
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given. People can also perform operations under the
deployed contract by using the contract address and a
contract Application Binary Interface (ABI).
Furthermore, PBFT with proper consensus
mechanism is practical for this permissioned
blockchain system. PBFT has a highly specific set of
properties, including fault tolerance, high throughput,
and deterministic finality, granting it great utility for
the secure, efficient, and swift formation of consensus
for supply chains, where the integrity of each block is
paramount for determining the provenance of a
product.

In conclusion, this smart contracting offers a best
match solution to implement the current SCM
solution using the real benefits in the blockchain
technology and internet of things. The contract
facilitating integration and the transparency of the
participants is also increases trust while significantly
reducing the risks of mishandling the product and
unauthorized access. This system also openly
illustrates how the blockchain can be used to improve
security, high accountability, and increase operational
efficiency in managing supply chain, thus, providing
a good foundation for progressively more complex
and comprehensive applications of this technology

Future Scope

The potential deployment of smart contracts in supply
chain management and with reference to the use of
IoT and the blockchain, is vast and full of promise.
The first major direction is increasing the
effectiveness of real-time condition tracking by
improving sensors to collect more specific IoT data
about products. Such improvements can also
comprise monitoring some external environmental
parameters such as humidity, air quality, and shock
levels so as to get a balanced understanding of the
entire process of the product. Subsequent versions of
the smart contract can integrate data from IoT sensors
and use machine learning algorithms to automatically
produce alerts which stakeholders can act upon if
there are deviations in handling or environmental
factors. Such second level intervention could
significantly enhance quality assurance, more so
where items are perishable or sensitive in nature.

Another area of improvement is the integrated
interoperability of the smart contract system in
blockchain networks and supply chain platforms.
Today the majority of smart contracts are associated
strictly with certain blockchains which can cause
problems when implementing business processes in a
global environment where various participants use
different platforms. Scaling is another advantage if
one inserts a cross-chain protocol or utilizes layer-two
alternatives to improve the process and provide

extensive compatibility across different systems. It
can help minimize operational constraints that lead to
enhancement of capacity to handle more transaction,
and make supply chain tracking possible for a variety
of organizations regardless of huge changes in
infrastructure. Finally, the present legal structures
governing the use of blockchain and IoT in supply
chain are likely to change to provide methods for
compliance with smart contracts. This evolution
could comprise architecture implementations as part
of the contracts themselves so that legally, the
contracts are compliant with regional coverage,
processing, quality, and data protection standards.
Since governments and institutions are gradually
turning to blockchain technology for compliance in
trades, a supply chain smart contract that would be
responsive to regulations would be useful.
Subsequent versions should include the rich
regulation compliance module within the smart
contract whereby the regulation compliance module
adjusts with the legal changes without outside
intervention. Such adaptability will not only build
more confidence from the stakeholder, but also
minimize blockchain risks of noncompliance with the
changing international laws making it a necessity for
integrating blockchain in future globally legal supply
chains.
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