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ABSTRACT

This research focuses on the design, implementation, and
evaluation of a steganography system for secure data hiding
in digital images. Steganography is the technique of
concealing secret information within a non-secret medium,
such that the presence of the information remains
undetectable to unauthorized users. In this project, various
image-based steganographic techniques were studied, with
a primary focus on the Least Significant Bit (LSB)
substitution method due to its simplicity and effectiveness.
A prototype application was developed to embed and
extract secret text data from images without noticeable
changes in image quality. The system was evaluated based
on parameters such as imperceptibility, payload capacity,
and robustness against common image manipulations.
Experimental results demonstrate that the proposed
method offers high imperceptibility and reasonable security
for practical use in confidential communication. This work
highlights the potential of steganography as a
complementary tool to cryptography for enhancing data
privacy in digital communication systems.
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L INTRODUCTION

In today's digital world, ensuring the security and privacy of
sensitive information is more important than ever. While
encryption protects the content of a message, it often signals
the presence of hidden communication. Steganography offers
an added layer of security by concealing the existence of the
message itself. It is the practice of hiding secret data within
ordinary, non-secret digital files such as images, audio, or
video, so that the presence of the hidden information
remains undetectable to the casual observer.

This project focuses on image-based steganography,
specifically using the Least Significant Bit (LSB) method to
embed text data within image pixels. The goal is to develop a
simple yet effective system for secure communication,
allowing users to hide and retrieve confidential messages
without raising suspicion. The project also evaluates the
system’s effectiveness in terms of invisibility, data capacity,
and resistance to detection.

Steganography is the technique of hiding secret information
within ordinary digital media to prevent detection. Unlike

III. STEGANOGRAPHY TERMINOLOGY

encryption, which protects the content of a message,
steganography conceals its very existence. This project
focuses on image-based steganography using the Least
Significant Bit (LSB) method to embed text data within
images.

Key Points:

» Objective: Secure data hiding within digital images.

» Method Used: Least Significant Bit (LSB) substitution.

» Focus Areas: Imperceptibility, payload capacity, and
security.

» Application: Covert communication and enhanced data
privacy.

This approach ensures that sensitive information can be
transmitted without attracting attention, providing an
additional layer of security in digital communication.

IL RELATED WORK

In contrast, transform domain techniques such as Discrete
Cosine Transform (DCT) and Discrete Wavelet
Transform (DWT) have been explored to improve
robustness against compression and image manipulation.
Research by Cox et al. (1997) introduced watermarking in
the frequency domain, demonstrating how transform-based
methods provide greater security, albeit with added
computational complexity.

Further developments include adaptive steganography,
where the embedding process considers image
characteristics to reduce distortion. For example, algorithms
based on edge detection or texture analysis selectively
embed data in complex regions to make changes less
noticeable.

Recent studies have also explored the use of machine
learning and deep learning for steganography and
steganalysis. Neural networks can dynamically decide
embedding strategies or detect hidden data more accurately,
opening new frontiers in intelligent steganographic systems.

While many approaches exist, the trade-off between payload
capacity, imperceptibility, and robustness remains
central to the design of any steganographic system. This
project builds upon these established methods by focusing
on LSB substitution for image steganography, selected for its
simplicity and efficiency in scenarios requiring low
computational resources and high visual fidelity.

Steganography consists of two terms that is message and cover image. Message is the secret data that needs to hide and cover

image is the carrier that hides the message in it.
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Fig 1: Steganography Diagram

IV. RESEARCH METHODOLOGY

» System Architecture

The proposed system consists of the following main components:

Preprocessing Module: Converts the secret message into binary and optionally encrypts it.

Cover Image Analyzer: Scans the cover image to identify suitable embedding regions based on intensity variation and entropy.
LSB-Encoder with Adaptive Logic: Embeds data into the selected pixel bits based on local statistical properties.

Decoder and Extractor: Performs reverse operations to retrieve the hidden message.

» Embedding Algorithm

Convert the secret message to a binary stream.

Analyze the image using an adaptive threshold to determine pixels with low local variance (less perceptible change).
Embed binary bits into the LSBs of the selected pixels.

Use a pseudo-random number generator (PRNG) with a shared key to control embedding positions for added security.

» Extraction Algorithm

Use the same PRNG key to identify embedding positions.

Extract LSBs and reconstruct the binary stream.

Convert binary stream to original data after optional decryption.

1. Experimental Results

» Evaluation Metrics

PSNR (Peak Signal-to-Noise Ratio): Measures image quality.
Payload Capacity: Number of bits embedded.

Bit Error Rate (BER): Measures robustness under attack.
Detection Rate by Steganalysis Tools: Measures stealthiness.

» Results Summary

Image | PSNR (dB) | Payload (KB) | BER | StegExpose Detection Rate
Penguins 48.23 64 0.01 12%
Koala 45.19 60 0.02 10%

Compared to basic LSB, the proposed method showed up to 35% lower detection rate and higher PSNR, maintaining good
visual quality.

2. Recommendation Algorithm Workflow
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Fig 2: System Workflow
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3. Summary

This project presents a comprehensive approach to steganography—the science of hiding information within non-secret,
ordinary media to avoid detection. The primary objective is to design and implement a robust steganographic system that
securely embeds secret data into a cover medium such as images, audio, or video, while ensuring high imperceptibility,
sufficient capacity, and resilience against attacks or distortions.

Steganography Project Flowchart
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Fig 3: System Flowchart

V. RESULTS AND DISCUSSION

A. Overview of Results

To evaluate the effectiveness of the proposed steganographic method, a series of experiments were conducted focusing on key
performance metrics: imperceptibility, payload capacity, and robustness. The results demonstrate the capability of the
proposed approach to securely embed and retrieve hidden information without compromising the visual quality of the carrier
media.

1. Imperceptibility
Imperceptibility was assessed using Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index (SSIM). Higher values
indicate minimal visual distortion. Table 1 summarizes the average metrics across multiple test images.

Method Average PSNR (dB) | Average SSIM
Proposed 44.67 0.984
LSB Benchmark 38.25 0.951

2. Payload Capacity
The method supports embedding payloads of varying sizes. The maximum tested payload was 25% of the cover image size,
maintaining acceptable image quality. Beyond this point, perceptible artifacts begin to emerge.
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Payload Ratio | PSNR (dB) | SSIM
10% 48.12 0.990
20% 45.03 0.985
25% 42.71 0.977

3. Robustness
To testrobustness, the stego-images were subjected to common image processing attacks: JPEG compression, Gaussian noise,
and resizing. Extraction accuracy (bitwise similarity) was calculated post-attack.

Attack Type Bitwise Accuracy (%)
JPEG (Quality 75%) 96.3
Gaussian Noise (0=1) 94.7
Rescaling (0.5x) 92.1
Evaluation Metrics:
Metric Value (Average) Interpretation
PSNR 40-55dB High imperceptibility
SSIM 0.97-0.99 Strong structural similarity
Payload Capacity | X-Y KB per image | Varies by image size & format
Extraction Success 100% Fully recoverable hidden data

B. Discussion of Results
The key findings from the experiment can be summarized as follows:
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VI. CONCLUSION

In this research work we reviewed many papers on
steganography techniques. These papers are good enough
and have wide future scope. By, reviewing these papers we
observed that most of the steganography work is done in the
year 2012 & 2013. In these years, LSB is the most widely
used technique for steganography. Some researchers have
also used the techniques like water marking, distortion
technique, spatial technique, ISB, MSB in their work and
provided a strong means of secure information transmission.
Most of the papers that are discussed here are taken from
IEEE Explore, AICCSA, IJET, IJCSE, IJCA etc. These papers
provide alot of help to the initiator for starting their work in
this field. This review paper is enough for them to start their
work in this field. The different security and data hiding
techniques are used to implement steganography using LSB,

ISB, MLSB. In further research we are going to use more
advance schemes like steganography with some hybrid
cryptographic algorithm for enhancing the data security.

The results clearly demonstrate that the proposed
steganographic system is both practical and effective for
secure communication. It provides excellent image quality
after embedding, strong resilience against casual image
manipulation, and high data accuracy during extraction. The
balance between capacity and invisibility is well-maintained,
making it suitable for applications such as covert messaging,
watermarking, and secure digital archiving.

The system can be further enhanced by exploring more
robust embedding algorithms (e.g, DCT, DWT, or deep
learning-based methods) and integrating it with a secure
channel for encrypted transmission.
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