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ABSTRACT
The intention behind writing this paper on this subject is to anticipate IT
students or novice in the field of data communication and network security
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L. INTRODUCTION

IP spoofing is generally a packet filtering of data in the form
of address which primarily uses a source and destination,
which the attacker will spoof the source address in other
words changing the header in the packets that isand request
for the information via internet to the server, from their the
victim gets compromised.

And the trusted host is the targetof DoS attack. Once
the unauthorized access is gained by the attacker, he has
access to all the sensitive and confidential data and might
also send malicious messages pretending to be as a trusted
host.

The true identity is masked for retrieving the information
from the attacked machine. Actually, the target machine is
flooded with ICMP attacks that sends large number of
requests to crash their system. There is also a direct attack
which is known as SYN attack.

II. Applications

Most of theattacks are dependenton the I[P
spoofing mechanism which triggers an attack. SMURF
attack,in which number of requests aresend by the
attacker to the target address.

This is also known as ICMP attack. The use of Botnet is done
for the attack on the systems. Nothing major resources is
needed in botnet attack just a script or a command to flood
the network.

Armies of infected script attack is done on a particular
system, to avoid this attack anti-spoofing prevention is done.
IDS (Intrusion Detection System)is also used for the
prevention as detecting the intruder into the system.

1L Prevention
“Prevention is always better than the cure”, as the
statement suggests anti-spoofing techniques are better
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than rectifying the mistakes done. The Intrusion
Detection System is utilized for the prevention of attackdone
on the system.

To avoid such attacks majorly the implementation of packet
filtering is done. Few methods is listed below.

> Ingress filtering
Ingress filtering is a method that assures the incoming
packets are from the intended network, from which the
communication is done and not from any other network
which pretend to be.

It is used to prevent the companies or a corporate network
from unwanted spoofing traffic.

> Egress filtering
Egress filtering is a method of monitoring and revoking the
information from a network to other network.

All the packets that are sent from the inbound networks are
firstly monitored via router or a firewall, if there is no match
then the particular network is denied.

192.0.2.0 10.10.10.0

192.168.33.0
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IV. Advantages

“A coin has two sides”, hence there is also advantage in using
of ip address spoofing. The use of it is majorly done on large
accounts in a corporate sector basically to test their system
or network

Many organizations approaches company to grant their
employees (virtual users) to test their network with
different ip address by spoofing the source network. This
method indicates that, if volume of end users visits their
network, how would it perform.

So, the network can be improved on the basis of the result.
Sometimes, the most number of visitors at the same time can
crash the network.

V. Disadvantages

Hackers (by writing scripts) and Crackers(by using tools)
mostly use bogus ip address to gain unauthorized network
and retrieve sensitive data or information.

They just deploy the spoofed ip address in the source header
packet of the IP/TCP layer, in return to use DDoS
(Distributed Denial of Service) attack. This would just cause
millions or crores financially to the organization.

Man-In-The-Middle (MIMD) attack is also used to deploy
malicious scripts or alter data in between conversation. This
attack takes exchange of data between two networks, and
then emerging as a eavesdropper in-between.

IPv4 Network Packet Headers

Version IHL Type of Service

Identification

Time To Live Protocol

Flags

Total Length
Fragment Offset

Header Checksum

Destination IP Address

Options

VL Conclusion

Nowadays, this attack is not much applicable in the
corporate sectors because the design of new network
protocols and services is not dependent on old source
header spoofing.
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