International Journal of Trend in Scientific Research and Development (IJTSRD)
Volume 3 Issue 5, August 2019 Available Online: www.ijtsrd.com e-ISSN: 2456 - 6470

L 4

L 4

A Study of RSA Algorithm in Cryptography

Soe Moe Myint!, Moe Moe Myint?, Aye Aye Cho3

L2Lecturer, 3Associate Professor

1Faculty of Computer Systems and Technologies, University of Computer Studies, Pathein, Myanmar

2[nformation Technology Support and Maintenance, University of Computer Studies, Pathein, Myanmar

3Faculty of Computer Science, University of Computer Studies, Hinthada, Myanmar

How to cite this paper: Soe Moe Myint |
Moe Moe Myint | Aye Aye Cho "A Study of
RSA  Algorithm in
Published in
International

Journal of Trend in
Scientific Research
and Development

(ijtsrd), ISSN: 2456- wlog SRSt
6470, Volume-3 | IJTSRD26749
Issue-5, August

2019, pp.1670-1674,

https://doi.org/10.31142 /ijtsrd26749

Copyright © 2019 by author(s) and
International Journal of Trend in Scientific
Research and Development Journal. This
is an Open Access article distributed
under the terms of [ om0

the Creative |(Ec) \r)
Commons Attribution
License (cc BY 4.0)

(http://creativecommons.org/licenses/by
/4.0)

1. Getting Plain Text and Public Key

Step by step procedure by using public key

1.1 Using Openssl Command

ABSTRACT

RSA (Rivest-Shamir-Adleman) is an algorithm used by modern computers to
encrypt and decrypt messages. The purpose of the paper is how to produce
two different keys. This is also called public key cryptography, because one of
the keys can be given to anyone. In this paper also represent how to separate
unwanted character by using Linux command.
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INTRODUCTION

Cryptography technique is one of the principal means to protect information
security. Not only has it to ensure the information confidential, but also
provides digital signature, authentication, secret sub-storage, system security
and other functions. RSA is one of the first public-key cryptosystems and is
widely used for secure data transmission.

BACKGROUND THEORY

RSA is an asymmetric cryptographic algorithm. Asymmetric means that there
are two different keys. This is also called public key cryptography, because
one of the keys can be given to anyone. The other key must be kept private. The
algorithm is based on the fact that finding the factors of a large composite
number is difficult: when the integers are prime numbers, the problem is
called prime factorization. It is also a key pair (public and private key)

generator. [1]

Plaintext Ciphertext Plaintext
- - >

Encrypt

Decrypt

I

Recipient

Different keys are used (o

encrypt and decrypt message

=0

Recipient's
Public
Key

O

Recipient's
Private
Key
Fig 1 RSA algorithm

Open Linux terminal under public.key folder and enter openssl command.

Command: openssl rsa -noout -text -inform PEM -in public.key
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1.2 Removing unwanted characters
We get hexadecimal characters by using openssl command. But these characters are not real hexadecimal value. We remove
unwanted characters and get the real hexadecimal value.

Z25bl1l8bff5Ff389097dl7237866bb51lc T
F8deo2244537499ecebcd002b 0995 cO97c e
8ocddadocclelcadffFfF A coo9860daed79 L
CcZ21AAc FEB8AA8 MFaaaa9 f26e920av 7778349
D602 8aeffbS5c3082  dffctf3fcOe 7695
A FOe7cd FfFe@87203230aa=2ab62621 166
TE8b2el fTb22debhb9d3253239e922als3b36rs
5629bab3=29422ee7d3E25e30FfF FeetfSabflc
50d 79 7d00cc88elbdecctfdlalZ2eabtTie
FrF5c2727dbdTf2e77S80TT234428ac8FF7ad-r
b atsofla8da=2e503232bl 53 1Ff8425e8495 7
50eb22b7Yabci2l2dc 1 5ce20 750 7aa9seo
S63bb384480as38028ddoe29 7999 9d6c 63
SBfaftfaloolBeddbZ28ce8 7 F5S5atbcteddaZzf
265627 FFS565c A7y 8 lab6el1l9l1aa56do9 7 1lc
T FFfFaz=2os5272237cec Ol 55eae5FO901189db
T AZedAcZ28b O 3adfallc ffThO31L 77 3d2asd
ccetbaeh3

1.3 Converting Hexadecimal to Decimal by using Python Program
def dacZhex(n):
"""return the hexadecimal string representation of integer n"""
return "&X" % n

def hex2dec(s):
"""return the integer value of a hexadecimal string s"""
return int(s, 16)

print 'decZhex(255) =", decZhex(255)  #FF
print 'hex2dec('FF') =", hex2dec
('25b18bf57389097d17237866bb51¢c f f8dad22453749bc 403b0995¢97c0e386d46c 161 cadf f77c69860daad 79121 4c f8487 aaaal 262920a9778343060382¢ Thhc30827d e f3fc 99769

print "hex(255) =", hex{Z55) # Oxff
print "hex2dec('®xff'] =", hex2dec( '0xff') # 255
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After running this python program, get decimal value

1.3 Factorization by using Factor DB Website
After Factorize decimal value on Factor DB website , get p and g value.

Saarch Seluenses Baport rogults Eagkor tablag Shakua Cewnloacds Lagn
FOA3ZLA1TSIFIALES52TEAG 1076140501 SE46 147444322791 15320 30AR00A0162 TRAD2ATALOAOIG L 2RI 49977 L FSA050EH Factorue (k]
Hesult:

scatua [P digite number

523 |show| 215175 s> = JLIEE3T - 247000 i < 17>

More informaltion

ECM

According to the result:
7983218175...43 =3133337 x 2547832606...39
Here value p is 3133337 and q is 2547832606...39.

1.4 Using RSA tool Python Program

Use RSA tool from python program and enter p and g value, then we get priv.pem file.
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Get private key file.

2.

|----- BEGIN RSA PRIVATE KEY-----
MITELQIBAAKCAQMLsYv184kJIfRcjeGa7lUc/43pIkU3SevEATCZXI fA44bUBBY e rf93xphg2uRSHC
FM+EhGqgnybpIK13g0kGA4 rvtcMIJ9/PPENpdpVE+U4HZzTATIcgDalmI IEWZ4smH7 LWudM L OelkgFT
s2dWKbgz 1 C59NeMP fu9avxxQl5fQzIjhvcz9Ghlgb373XDcn298ueABBKKEP ek +3qJBY S ZQMrFT
+EJehFdQ6ytEvAlLcFc4CB1BEqVCGO7hICNgC] dYpeZRNbGM/ r6EDSNsozofloMbtS18mZEI V1 3
gathkUVtlxx/+]1Sc]dM7AFV5 fkRidtOLkwosDoPoRz/sDFzBgTM5g5TAgMBAAECggECMS 1y Zh8M
G3FGNKTITEiLlsh3F0I+PYlkWgrkszz ruEbGDNZ0sS2BMIE2DFADFTXhzeFbQgrltyDDT ruQnfHEI
OpGnigm90Pj uNwoGi++NLBgOL TXg3VEwHSyo FVZAxBoYFLw3/ZCg98nzxKbPLB,/17VDigd4QoCi4
KbQlchZ+ZFtSgMd/ XexU41iRIKAZOMOj zATa/yIkpdIzCj 4 rd/iKxDDDRYOCEF/MTOmd4ZyvB8I6gs
1wGvIG312G0Gt 7/ Hwl /SQEY fhNkgniM3t1txP9tVudKel9bwIR()BFOGuUauxYI0CNaadi7vBEyZQJ
4cCHZ20Tul /dUv3rkloyZhFXelDxjpgBhAgMyvzSk CggEBAMNT xKV4Sue YW1 Bwj EAtF/bSbyysD5E
dfkUBAbLKNh/x1/t1a6GTwIBKRe9n0abYFCNczC2W2JEj z/EraPALPX /Cb3XaGlRm7 f50sbGho+F
jwgtsn3EKWL fCP34pDACK jNuSebs8A5 M/ AuL /uDcc IFxvoEpFz47MdsAZ2] 9211 AGIURHrUaSA4
uFvBPUJbdZql XwFpmyFBe /ymqoKG7G3KgrlianGaUfQetHbOV /2Wyssgdjolpg7MThzONASEPR3Y
wBVKI+v(Qtj++/0584F4ux1d3y3]/iwIPE7Y8IXmwBOFUES/Acy+8RH1FbUUel ZNf{axqgjNouXTRd
ZYIPkMsCAwxEsQKCAQBSXE2y8 roFQJ9im5gZvOK3I TWFs1B00RCIsVAZXZ2IVhP /0 WvpSpSBEtBfx
NQRXALZZUbSEZBS TR gb rbh77yGj imhhL1Y rShas2cbulhlj2vvy f/oEhiAg rHTLwud3txQSuWy 1
H3alU/QG00ze/FZs1drMuQ/tRrJG0O] U2 rbRwRzGxP1n7 THUh3PKQ fKS3q0PTOwWgEDOSGIv7NvB4LcR
MPCaVFupZbSC+ox9L rl1dz6RzkOMAYoHO4x /L 3s19zeRfofol 6k5IA49TpNIYZ /QKAPSREC fBX{ 4
MTENXGYwT1pJgghx Tu32uNKKsbgSWTIL 17 /HxhuhOON] roc+UxAv3dhAgMuk/k=

————— END RSA PRIVATE KEY-----

Reading Flag (Encrypted File)

2.1 Open flag.enc file, see base64 format characters that are not real base64 format characters.

[£QGd9sC/hI1nLpuab/671knSsPANBWdmRs j oNIdfcl rBhMj p7NoM5xy2STNLLC2
yh7wbRwi8nwj oBUF4tmGKK fc j Pcb414bFaSuvyMY1nlBymaQylDbiCns0DjhpB1B
J fdpUlLUKtwsCxbc 7 TPL/zzUdWgO+o T /RIWmM+QO0BPagTANb JoBmpDYxvNKR] vac
9BwACQTThB7mogsNRSE/ Tk5tV2pkFRZ fQxAZWuVePsHpBRXVLt HwvKzwmNSvMgGm
57Wb25t 064db4gl JDh9GROON+EQh3yLoSSBNNtBrZCDddz fKHaBwvEzN/5znvBst
sDBkGy188Nz(Qxwok0G]j CWtwpRw==

2.2 Remove unwanted characters
Remove unwanted characters from flag.enc file by using sed command.
Commands: sed -e ":a;N;$!ba;s/ //g;s/\n//g' flag.enc

2.3

7 3Hl "T |‘j|.\ r".‘.
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I'E”]'I" T DAL

Sl

Decryption with python program

Use python program to decrypt base64 characters

with private key file.
[ sriwnln i
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After running Python program, we get the plain text.
EKO {classic_rsa_challange_is_boring_but_necessary}.

# ython decrypt

L Lenge 15 dorng but necessary|

Conclusion Security, McGraw-Hill International edition, 2008.
Today, public key encryption and is widely used to secure
sensitive data, particularly when it is being sent over in
secure network such as the internet. Therefore, this paper
describes how to work key generation in cryptography. RSA
key is a private key based on RSA algorithm. Encryption is [4] http://mathworld.wolfram.com/RSAEncryption.html
used for a secure symmetric key exchange that is used for
actual transmitted data encryption .

[3] Cryptography & Network Security (project_paper),
University of Computer Studies, Pathein,
Myanmar,2018

[5] https://www.tutorialspoint.com/cryptography/public
_key_encryption.
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