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Each VLAN is a broadcast domain, usually with its own IP
network. This technology is used to segment a complex

ABSTRACT

Today’s wireless network has come to stay as an essential tool of
communication in education sector. These sectors have started deploying
computers to perform their daily work such as studying and learning and
access resources from their network. This technology has enabled to learn
much faster and more conveniently. There are some problems still faced by the
users such as poor network design by having large broadcast within the
network and various security attacks. These problems can be solved by
implementing VLAN (Virtual Local Area Network), PS (Port Security in
switches) and ACL (Access Control List). They have been simulated in packet
tracer 6.3 software.
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L INTRODUCTION

Network security is the process that information assets are protected [1].
Education sector network is set of virtual local area networks (VLAN), which
are virtual divided for increasing the performance of network and increases
campus network management with security. ACL is a set of commands grouped
together to filter the traffic that enters and leaves the interface.

A. Virtual Local Area Network
VLAN is a logical partition of a layer 2 network. Multiple partitions can be
created allowing for multiple VLANS to co-exist.

» Asecure port and static MAC address configuration are
mutually exclusive.

network into smaller networks for better manageability,

improved performance and security.

Implementing VLAN for any network will achieve the

following benefits:

Easily modify configuration

Improve network security
Reduce the cost
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B. Port Security

Easily relocate PCs on LAN (Local Area Network)

Easily add or remove hosts to or from the LAN
Easily control network traffic between the LAN

Easily manage the network administrations [6].

C. Access Control List

ACLs are basically a set of commands, grouped together by a
number or name that is used to filter traffic entering or
leaving an interface. It is a table that tells a computer
operating system which gives access rights for each userto a
particular system object. ACL can be used to prevent some
packets flow through the network.

Implementing ACL will achieve the following:

» Prevent unwanted traffic in the network

» Protect critical devices existing in the network
» Prevent users from using systems [6].

Port security limits the number of valid Media Access IL

Control (MAC) addresses allowed on a port. The MAC
addresses of legitimate devices are allowed access, while
other MAC addresses are denied. Any additional attempts to
connect by unknown MAC addresses generate a security
violation.

Follow these guidelines when port security configures:

» A secure port cannot be a trunk port.

» A secure port cannot be a destination port for Switch
Port Analyzer.

» A secure port cannot belong to an Ether Channel port-
channel interface.

VLAN IMPLEMENTATION

The requirements for new design are Cisco layer 2 switches
and layer three devices to carry out the new setup. The
organization need to purchase the managed switch which
supports the VLAN interface. VLAN should be membership
by using port number. All ports or interfaces in the switch
are considered in one VLAN and one broadcast domain. The
solution for this problem is by configuring VLAN in the
switches and to put some ports into one broadcast domain
and some into another broadcast within the same switch. So,
this will segment hosts into smaller LAN to reduce overhead
caused to each device. Administrator has created VLAN for
each department then enabled the communication between
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them by using layer three devices. Each switch can carry
more than one VLAN as shown in Fig. 1. This network design
has a total number of eight VLANs. The hosts in the same
VLAN are able to communicate with each other but hosts
from different VLANs are not. To achieve full connectivity,
the router is connected. The router had one of its interface
connected to the main switch and the other to the switch
connected server firm representing DNS and Web. Each of
them has its default gateway. Each VLAN can assign to each
department according to the organization requirements
shown in Table 1.

Figurel. Implementation of VLAN

Tablel. Assigning Switch Port to VLANs

IIL. VLAN CONFIGURATION

First of all, four VLANs are created on main switch and
named. Fig. 2 shows commands for VLAN. In this section will
be configured in access mode to all the interfaces of the
switches that are connected to end devices such as
computers and will be allowed the access of a single VLAN
per interface. Fig. 3 shows the switch port command.

# taain Switch - o %
| Pevpmiczal Config =

10% Command Line Interface

lins Ind with ONTLSZ

g=rlanbesic

Figure2. Creating VLAN in Main Switch

mainswitch (config) finterface fal/i

mainswiteh |config-if) tawitchport access vlan 2
mzinswitch(config-if) fexit
nainswitch(configi$interface fal/3
mainswiteh(config-if) fawitchport access vlan 3
mainswitch(config-if) exit

mainswitch (config) finterface fal/d

mainswiteh |config-if) tawitchport access vlan 4
mzinswitch(config-if) fexit

mainswitch |config)$interface fal/s
|fewitchport aceess vlan §
£ fexit

i) v

mainswitch {cont:

Figure3. Assigning Ports in Main Switch

VLAN, Device, After all configuration of the network design is complete, it is
Interface IP Address Subnet Mask time to test all network connections are already successfully
connected by typing ping the destination IP address in the
VLAN 2(Civil Dep) 192.168.2.0 255.255.255.0 Command Prompt window
VLAN 3(EC Dep) 192.168.3.0 255.255.255.0 e _——
Biymiesl  Config  Dedkién  Custsm Inberdface
VLAN 4(EP Dep) 192.168.4.0 255.255.255.0 e - =T -
e S - |
VLAN 5(MP Dep) 192.168.5.0 255.255.255.0
VLAN 6(Civil Lab) 192.168.6.0 255.255.255.0
VLAN 7(EC Lab) 192.168.7.0 255.255.255.0
VLAN 8(EP Lab) 192.168.8.0 255.255.255.0
VLAN 9(MP Lab) 192.168.9.0 255.255.255.0
Fa0/0.2 192.168.2.1 255.255.255.0
Fa0/0.3 192.168.3.1 255.255.255.0
Fa0/0.4 192.168.4.1 255.255.255.0 : -
Figure4. Testing for Same VLAN
Fa0/0.5 192.168.5.1 255.255.255.0
DNS Server 192.168.10.2 255.255.255.0 If after pinging, it says Reply from destination IP addrt'ess
then the network has been successfully connected. To verify,
Web Server 192.168.10.3 255.255.255.0 the computers that are in the same VLAN have
communication. A ping test will be done. Fig. 4 is the result
Ethernet1/0 192.168.10.1 255.255.255.0 for same VLAN from PC1 to PC2 in the VLAN 6.
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Figure5. Testing for Different VLANs

¥ = 3
Bhysical Confip  Desitop  Custom Inderface
B i e ) e o | P

Command Prompt ___________Hi

Figure6. Testing for Inter VLANs

Fig. 5 is the result that test in different VLANs which is from
VLAN 6 to VLAN 7. Fig. 6 is the result of the inter VLAN from
Civil Department to EC Department. It is the testing from
VLAN 2 to VLAN 3.

Iv. PS IMPLEMENTATION AND TESTING

All switches can be secured by not allowing other devices to
connect to the ports already in use. If unauthorized PC or
laptops try to connect with the switch, data will be gotten the
unauthorized PC or laptops. To prevent this condition, all
interfaces of all switches can be configured the port security
commands. After configuration, the switch associates that
port with the device’s MAC address and any other device will

be denied. When unauthorized PC or laptop connects, the
port will be turn off. Fig. 7 illustrates commands for port
security. The fourth command actually indicates that only
one device is allowed to be connected to that specific port
and the third command indicates the allowed device. The
switch associates that port with the device’s MAC-address.
After configuration of the port security, Fig. 8 is the result
that the unauthorized PC or laptop cannot connect to the
switch.

& switch3 - 0 x
Physical ~Config  CU

10S Command Line Interface

up A
SLINK-5-CHANGED: Interface FastEthernet(/4, changed state to up

SLINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet(/4, changed state to
up

Switchirenzble

Switch3fconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch3 (config) finterface £fal/2

Switch3 (config-if) #switchpors mode access

Switch3 (config-if) #switchport port-securisy

Switch3 (conf. J#awitchport port-security mac-address (0D0.BABS.1DET
Switch3 (con: ) §svitchport port-security maximum 1

Switch3 (con: J#awitchport port-security viclation shutdown
Switch3 (config-if) fexit

Switchd (configl$

Switch3g

%3Y5-5-CONFIG I: Configured from console by console

Figure7. Configuration Port Security

Figure8. Testing for Port Security

V. ACL IMPLEMENTATION AND TESTING

To control and secure the network, the access control list
was configure. Access lists have to configure the router that
connected the web server. In access list configuration, two
basic steps require to be accomplished. The first step is to
create an access list definition and the second step is to
apply the access list to an interface. In the router, access lists
was created, then configure the router’s interface connected
to the Web server. Fig. 9 is the creating the access list and the
applying the access list to an interface Ethernet 1/0.
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# Router3 - 0 X

Physical  Config ~ CLI

105 Command Line Interface

Routerrenable

Routerfconfigure terminal

Enter configuration commends, one per line. End with CNIL/Z.

Router (config)faccess-1ist 120 deny tcp host 152.168.2.7 host 182.168.10.3 eq wiw
Router (config)faccess-list 120 deny top host 192.168.4.2 host 192.168.10.3 eq wiw
Router (config)faccess-1ist 120 deny tcp host 152.168.5.2 host 182.168.10.3 eq wiw
Router (config)faccess-list 120 permit ip any any

Router (config) §interface ethernetl/0

Router (config-if)§ip access-group 120 out

Router (config-if) fexit

Router (config) fend

Router

%5Y5-5-CONFIG_I: Configured from console by conscle

Copy Paste

Figure9. Creating and Applying Access List

Each server must be responsible for only one job. DNS server
is responsible for resolving a name to an IP address. Web
server is only responsible for http services. Fig. 10 is the
configuration of the DNS Server. Fig. 11 is the configuration
of the web server.

& DNS Server - o X

Physical  Config ~ Services Desktop  Custom Interface

SERVICES
DNS
HTTP
EILI=E DNS Service @® on O off
DHCPVE
TFTP Resource Records
SYSLOG
AAR Address |
NTP
Add Save Remove
EMAIL
FTP Na. Name Type Detail

DNS Cache

Figure10. DNS Server Configuration

& WEB Server — [m] X
Physical ~ Config =~ Services  Desktop  Custom Interface
SERVICES HTTP
HTTP
DHCP HTTP HTTPS
DHCPvE
= ® on O off ® on O off
DNS
SYSLOG File Manager
AAA File Name Edit Delete
NTE 1 copyrights.htm (edit) (delete)
EMAIL
FTP 2 cscoptiogo177x1... (delete)
3 helloworld.html (edit) (delete)
4 image.html (edit) (delete)
5 index.himl (edit) (delete)
New File Import

Figure11. Web Server Configuration
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Fig. 12 and Fig. 13 are results that PCO (VLANZ2) ping the web
server before and after configuration of the access control
list.
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Figure12. Testing Result for Before Configuration of

ACL
& - o e |
Pyeksl  Canfig  Dosbtcp  Cumoes |msdses
) ——rT = = Sy =
BT T S T ————1 TEH

Web Browser

Beqiesill Tomiewis

- x>

Figure13. Testing Result for After Configuration of ACL

VL CONCLUSION

Network architecture and its security are important any
organization. VLANSs are also used as a means of providing
WAN (Wide Area Network) and MAN (Metropolitan Area
Network) services. Access Control List has been used to
enforce better security and to filter unwanted packets.
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