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ABSTRACT

The idea of making selfcommunicating device
conceived back in 1999 however it caught atter
only after the British Entrepreneur Kevin Asht
christened the term Internet of Things. Since ti
many  distinguished researchers and o
academicians of this domain have beedding
significant knowledge on the fundamental concepr
IoT in the form of extensive researches, revieweps
and visual presentations. Here, in this paper, wee
shedding light on the core concepts of Interne
Things. We further examine the polial impact of
other existing or establishing technologies on /e
are presenting an extensive mudcet report on th
implementation of loT while addressing me
probable challenges that may occur in ful
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Things, Technologies,

l. INTRODUCTION

The technological world has seerdiastic changdn

recent times. Among thoseprobabl' the most
prominent is the advent of loT. A scenario wh
network connectivity and computing capabi
reaches to the objectsensors and everyday itel
which are otherwise not normally conside
computers, enabling these devices to produce, g8
and consume data with minimal or no hur
intervention can be called ‘Internet of Things’.€Fé
is, however, no single, univergabhccepted definitior
In 1999, the concept of Internet dhings wa given
by a British pioneer, Kevin Ashton. In his wordoT

means a global network of things connected to k
(radiofrequency identification). From its introducti
to the present time 10T is constanédyolving

The worldwide network of technical devices aroi
the world is dubbed as the Internet. The intermetg
an open-ended outlook fgoroducing connectivit

among many devices while the Internet of thi
delivers another opesnded outlook forproducing
connectivityas well as rooted computing capabilit
among them.

Nowadays, each particular company, college, Pri
and Publicorganization even eve single household
is linked to one anothehroughthe internet. To be
precise,every single person is connected to ano
through the internet. Théull prospective of this
interlinking is currently utilized by linking notnby

the people buthe computing devices also. This mo

has been in vogue for a few years and isrded as
the internet otthings. According to the definition «
Internet of things, at any time a huge numbe
objects and things are connected to the internet
the people.

ITU-GSI [1] projected thatloT is a predominant
intrinsic out offour promineit and notable research
areas, they are, WSN (wirel-sensor networks),
Mobile Computing Extensive computing, Inter-of-
Things. 10T generally defines the method to inkde
the peopleas well as devices to interconnect w
each other and n@in back, with a very little
involvement of human. Many reviewers gave tl
own definitions to loT. Leet al. [2] have observe
that the IETF (Internet Engineeri Task Force),
world-renowned body associated to the world
internet, has termed loT as “a w- spanning network
of interlinked things distinctively addressable dx
on certain communication rule

According to Yan et al. [3], Interr-of- Things (loT)
is “a model where the devic which are capable to
connect to internegxtent their limits by corecting to
the things of real world such as Automobiles, -
Refrigerator, AC, and likes. He further elaboratest
the thingsof real world are smart enough to feel
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other smart things nearby and they are abile
communicate with each other with thelp of
Internet.

Vermesanet al. [4], sheds light on the possibiafy
bringing in the 6A connectivity that in simple word
is linking individuals and things, Anytime, wi
Anything or Anyone from Anyplace evoking An
network or Any service. From the (nese
perspective, SChen et al. [5], defines IoT as “
intellectual network which links all things to t
Internet with the intentioof swapping knowledge ar
establishing connection with the knowle- based
devices by the means of reciprocal protc’. They
also take IoT as an extension already preser
communication among programmes and individ
by a very subtle viewpoint of “Things” for contau.
These "Things" can be seen as a grouping of [
Services and both Software akérdware

Keeping in view the above definitioof 10T, we car
draw our concluding definition of Internet of Tha
as “a model making nonliving entities livable by
enabling them to communicate with other dev
with the help of certain network both wired ot
wireless, swapping information (Re-only Data)
among them without the need of human interver
or very subtle, if any.”.

One of the moshoteworthy aspect of IoT global
acceptability its permeating nature and capabiit
change itself as per the need dapt the environmen
With the advent of 10T, the future setto transform
into a web of interlinked entities without the
discrimination of computing andNon-computing
devices. The exertion of present workforce is

exploit computing power as well ase capability tc
connect to everything. The application of 10T is-

facet. At one hand it drives power from the field
innovation and technology at the same time takee
account the simple things of daily life. T
characteristics of these things magry to a grea
degree. For instance, they may &eel or unseen,
Technical devices or Notechnical. Theitorigin can
be of a public sector or a private enterprisTheir
technical specificatiomay go from simple things lik
chair, Pizza, and Jackets tmmplex devices lik
Printer, WalkieTalkie and all other technically drive
objects. [6] All these mentioned things can fa
establish connection among them, bringing

Sensors into play, eventually coming to the mu
aim and fulfiling the sharedtask. The primary

significance of IoT lies ithe factof its influence on the
life of its users [7].

Our goal here through this paper is to pre a better
and welldefined understanding of the concept of
by deliberating an@xpandin the major domains and
topics associated with the application of I0T. di
well-known saying that “Mono aspect cannot exp
a thing of Multi-aspect.” In the same way, Multi-
facet ‘Internet of Things’ can be defined by appty
the study of various aspects. To re them, What loT
is composed ofComparing IoT with similar domain
Technologies IoT can blend with, Platforms wh
loT work, Applying 10T, Challenges '1oT.

In segment 1, we acquaint you with the introduc
of 10T, then we discuss various constitts of 10T in
segment 2. Technologies which are similar to lod
elaboratedn segment 3. Technologies aiding 10T
noted in segment 4. Platforms where 10T can wo!
considered in segment 5. Segment 6 sees
application of IoT while segment 7 renc a
considerable study of IoT’s challenges while giv
future discourse along with. We wind up this pe
with conclusion in segment 8 and giving referenoe
segment 9.

. WHAT IOT ISCOMPOSED OF

The literal meaning of the name, Internet of thjr
shaws the plurality it has, and indicates that it usne
of many objects, precisely Smart objects. But tkE
of composition does not complete herethe major
constituents that form the base of 10T are: Obj¢
Sensors, Moving Mechanisme.g. Actuators,
Transceivers, and Digit&tepository

A. Objects:

Objects coming under the realm of Internet of Thi
are endowed with technicalites and compu
capabilities making them Smart objects. They ten
have communication interfaces enabling tt
contacting, ensing and exchanging information o
the web. Such objects can establish contacts réyn
Thereis a wide variety of commc objects which
satisfies the criterion of smart objects. It camy
be an LED which turns on as you step in the roor
saplirg which beeps when the water level goes be
or a chair that weighs you gsu sit.

B. Sensors:
To simply put, a sensor is a device which deteits
change in the given environment. It comes firsthie
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list in the application of loT. What makes sens
must in the implementation of loT is its ability
gauge any variation in the given atmosphere i
convert it into electric signals which then usedthg
other aiding devices to execute any of the
commanded. There is a wide range of sensors v
can be used to implemeldT programmes. A fey
commonly found sensotbat are widely adopted ai
exploited in the domain of 10T include thermomet
pressure sensors, light sensors, accelerom
gyroscopes, motion sensors. Interaction Ser
convert aphysical signal into an electrical signal t
may be manipulated symbolically on a compute
device. The use of sensor varies according to
needs and place. While some works in a def
manner, others ardesigned to work with any give
domain. Asthe world of technology is being flood
with 10T based devices, the stakeholders
recognizing the need of evolution in sensc
particularly Multisensory integratior-also ~ known
as multimodal integration devices [8:

The classification of sensors vaagccording to th
volume of data, processing speed, si or multi
domain. With their vital role in the implementatioh
IoT, sensors form the backbone of tteehnology

C. Moving Mechanism:

The miniaturize technology of making microsco
machinery also known as Micrelectrc mechanical
systems, patrticularly related to those with mo\
parts has a significant contribution in the realh
IoT. Both sensors and actuators are the prc of this
technology. As we already explained that sel
transforms the physical energy ingtectrical signal:
while, the prime functiomf the actuator is to conve
the electrical signals into mechanical action.
synonym to the word “actuatoris a “mover”.
Actuating means inducing movement The first vital
componeh of 10T i.e. sensors gather the data, th:
followed by the need of processing that « with
analytical approach and produce desired actiont
is where the application of actuator comes intoy/.f
The issue of processing the gathered data is teare
by the actuators. That makes the duo of sensor:
actuatorstake the first and second slot in the list
IoT implementation respectively. An actuator
simply a motor, or it can be anything that prodt
‘motion’ or responsible for controlling sor
mechanism. Any machine neestsme kind of energ
to work, these actuators work either with electri
hydraulic, thermal,magnetic energies. The arisi

need of producing morand evolved actuators is
crucial role in transforming the senses into red
action. Second reason being the deficiency in
number of existing actuators in comparison to sex
The categorization odctuator are done on the basis
of the source which theyuse to produce the
movement. The input signals of Actuators use the
loT is likely to be in different forms, it may
mechanicalelectrical, pneumatic, hydraulic.

D. Transceivers:

Transceiver is a combination of both Transmitted

Receiver. A device which is used in wirel

technology such as cellular telepho cordless
telephone sets. As the 10T tends to connect eviegy

on the network, the Transceivers have a greaterto

play. In a environment of networks, a transce

plays both a transmitter and a rece of signals, such
as analog or digital. Sincethe technology of
Transceivers have been there for a long time,

advent of loT has necessitated the manufacture
design and develop modified Transceivers to ex

the evergrowing presence of loT. As to functi
seamlessly ithe network, every ngle IoT connected
device needs at least one wireless transceiver Ehj
the major idea is being the introduction of ‘Bay-

Less Wireless Transceivers

E. Digital Repository:

In the IoT environment, a number of devices
simultaneously communicatinwith each other and
generating enormous database. Which unden
entails the need of some kind of Digital Reposil
for upkeeping the generated data for processing
analyzing purpose while eventually perform
desired action. loT applications arenerating data
deluge dueo the fact of their implementation in k
areas such as Health, Finance and -time
monitoring. There is constant innovation in
domain of data researchers and many ¢ changing
technologies are set to take the w to storm such as
3D NAND, Helium drives and the futuristic DN
data storage. They seem promising as the solufi
Data Saving forloT. However, cloud storage is
good solution for the timbeing

COMPARING
DOMAINS

It is a general tendency sfudying a domain to asse
its inception, prominenteature, striking functions,

[1. IOT WITH SIMILAR
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comparison withother similar domainsis another
aspect one can look at. loT ishe concept
interconnecting any device with the Internet. 1
includes  everything from  Phones, Ove
Refrigerator, Earphones, Night Lamps, wear:
devices and almost anything else you can thinl
The colossal network of IoT iduilt upon som
existing technologies.

In the following para, we are projecting our sub
topic i.e. Internet of Things in thkght of already
existing technologies.

A. Internet of Thingsin thelight of Internet:

As the name suggests, Interrmime: first in the

very definition of loT. Same ighe case with its
implementation. We have reviewed all th
definitions and descriptions ofmany researchers
about 10T and can conclude tHaternetis the main
driving agent behind the technoloof IoT and its
seamless functions in all ttepheres. Howeve the

simple Internet, itself is not able €onnect Non-
smart devices with its ambit as g¢annot sens or

actuate motions in noresponding or non-

computing devices. But the loT iendower with

additional powers of breathing livein nor- smart
entities with its sensing and actuating capabditigut

it is a fact that the existence of IoT is with -
existence of Internet. So we can say that the et
makes the platform upon which Internet Things

run.
B. Internet of Things in the light of Cloud
computing:

To define Cloud computing simply, it is the fetah
of data and programs from a centralized stor¢
computing resource that can be sought and

whenever desired. Cloud computiand the 10T botl
serve to augment the effain common tasks ar
both have a reciprocal bonding. The IoT prodt
enormous data by sensing and actuating, while ¢
computing delivers a route for this accumulatech
to travel. The IoT produces a casesim of Huge Dat
and this in turn stressesn Internet Infrastructur
Cloud computing has entered the mainstrean
information technology, providing scalability ir
delivery of enterprise applications and Softwarea.
Service (SaaS).

According to the arising needs, there are a nurab
cloud service providers have jumpéal provide the
hosting services of IoT. To name some, AWS, Az

IBM, Google Cloud, Oracle cloud. Some provid
not just store the data for ready use but alsoige
the facility to compute the sensed data to put tf
into adion, making Cloud Computing act as a Dig
Repository for the upkeep of voluminc data and
also as a computational device to aid
implementation of l0T.

C. Internet of Thingsin thelight of Big-data:

The unprecedented evolution of Internet of Tt
(IoT) and the faspaced advancement of simi
technologies make an extensive connectivity
“things”. The deep penetration of Internet hasvafid
the enrollment of billions of devices into the reabf
IoT. Every connected device is constantly ser and
actuating nearby devices and in turn gener a big
chunk of data. The genera data is voluminous,
varied and generated at different speed. Thatlsi
the need ofstoring processing and on dem:
accessing ofuch data. This need can be satiatith
the help of acquiring the Big Data Analytic sendc
Some such services like SciDB, Hadoop, and TS
are there that provides Big Data analytics and dre
also fit for datahandling requiremen of Internet of
Things [9]. Sensors generate the and acts as an
input for actuator that finally acts accordingly e
Big Data has a twin role of eoutcome as well as a
stimulus forthe effective application of Internet
Things.

TECHNOLOGIES 10T CAN BLEND
WITH

To attain the maximum of any emerging dom.
blending of other technologies i must, and so is the
case with IoT. Hence, below we are deliberating yr
present  technologies which can aid
implementation of loT.

V.

Radiofrequency identification (RFID) and Near -
Field Communication (NFC):

Radio Frequency Identification and Near F
Communication are two quite similar wirele
communication technologies widely used in
application of loT. You may use RFID or NF
technolgy for cashless payments, loyalty
transportation access control, Business Proc
Management, workforce management ar- Gov.
RFID has been there for nee two decades while
NFC is comparatively a newer technology. Both
technologies are Tagbased ad works on Radio
waves. RFID is mainly used to transfer data.
main purposas to identify and track automatically
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tag attached to an object.NFC is a is a ‘srange’
high frequency wireless technology that ena
devices to establish a communioatiwith each othe
by bringing them into proximity.

The composition of RFID involves a tag, a readed
an antenna. The reader transmits the signals ttag
through the antenna. As an output to the inputadgy
the tag produces and provides desirddrmation. A
classification of the RFIDs can heto Active and
Passive. The Active RFIDs are sptiwerecand have a
range of up to 100 meters while thassiveRFIDs draw
their power by the readers and havargeof up to 25
meters. Their variable rangasd powetoptions make
them an ideal technology fahe proper applicatioof
loT. The introduction oNFC was to facilitate secu
data transfer. The NFC device is equipped withiil
Reader and Tag. This compact compositio NFC
makes it capabl to establish secure data conneci
While RFIDs are widely used in the domain
wireless communication all over the world, the fat
of NFCs is bright in the time to come

A. Barcodesand Quick Response  Codes

(QRC):

Barcodes are desigd to contain spific product
related information. It basically encode
alphanumeric characters and symbols using blac}
white lines, also called bars. Banding i one of the
AIDC (Automatic Identification and Data
Collection) technologies which reduce hun
involvement in data entry and collection and ther
also reducing error and time. These codes co
valid and required information about the object
which they are fixed. Theuse of Barcoding i
generally found in supermarkets for the invent
management. Auccessor of this technology is Qu
Response Codes or QR Code. Which is more effir
and can store considerably high amount of data
to its predecessor.

Quick Response codes are Tdioensional code
where black randomsized squares are placed a
white colored square background. The interprete
of these codes is done using scanning devices
applying some error correction methodology. -
encoding modesised in these codes are generall
four types —namely; numeric, alphanumeric, biné
and kanji. Another lucrative facet of these code
their instantaneous decoding. These functions &
make use of in theimplementatio of loT in
identifying the things present in the wel loT

B. ZigBee:

ZigBee or XBee is another communicati
technobgy that provides short ran low power, low
data rate, Dbattergowered applications ar

inexpensive substitute féoT. It is based on the bas
security framework defined in IEEE 802.15.4.Zig|
facilitates carrying out of sect communications,
securirg establishment and exchange of cryptogra
data. ZigBee is designed a way that its nodes c:
stay in sleep moddor any longer, as a resl
considerably increasing the battery life. The ranf
Zigbee is from 20 meters to 100 meters, makir
ideal for Personal Area Network. In t loT
environment, where security data is important and
low transmission is not eoncern, ZigBee can be bt
suited option for communicatic

C. 6LOWPAN:

6LoWPAN is the combined acronym of the Inter

version ‘IPv6’ and ‘Low powel Wireless Personal
Area Network’. The devices with limited process

ability which cannot transmit big data, can do

wirelessly using an internet protocol with the hefy

6LOWPAN. IPv6 is the most recent release of Inte

Protocol and it edone away the need of additio

security checks with its integrated security mod

which was an onerous &on of IPv4. The
introduction of 6LOWPAN was aimed to handle mi

other drawbacks ogxisting protocol by providin

IPsec authentication, Flowabel field to identify
packet flow for QoS handlin all-nodes multicast
address, Multicast Listener Discovery (ML

One more important issue that it addressed is
impending shortage of network addresses.
lengthened the IP addresses from 32 bi 128 bits.
This extension corresponds to undeniable future
growth of the Internet. As the Internet of thinhas in
its ambit a plethora aleviceswhich are all IP-enabled
and connected to the InternSo thebasic need here is
to have a technology whigbrovides greater optiorto
have a different identification of all the connected
devices as the futureof IoT is set to enroll
unprecedented number @évicesin its realm. With the
introduction of 128 bitspace for IFaddresses, IPv6 has
shown a reolutionary step in the communicati
technology. Withits spacious and integrated secu
modules, 6LOWPAN becomes a foremost
essential technology to bblend with Internet of
Things.
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D. LTE-Advanced (LTE-A):

LTE-Advanced is the updatedersior of LTE, a
mobile network aimed toincrease capacity ar
transmission speed. Also known as 4G Technolog
offers a peak data rate of at least 100 MBPS igh
speed moving conditions, and 1 GBPS in statio
conditions. The major new functionalities introed
in LTE-Advanced are Carrier Aggregation (C,
efficient use of MultiAntenna techniques ai
compatibility for Relay Nodes (RN). Other techni
improvements include Higher spectral efficien
from a maximum of 16bps/Hz in R® 30 bps/Hz ir
R10, Improed performance at cell edges, e.g. for
2x2 MIMO at least 2.40 bps/Hz/cell and act
management of increased number of u
simultaneously. As we knowoT is loaded with s
many devices at a time and every device conneot
the network is generatingome data every mome
For this data to be useful, movement of this dat
incredibly high speed is quintessential. |-
Advanced with its improved bandwidth and rok
speed, makes it ideal network technology to be
with loT for efficiency and timgl accomplishment

E. Z-Wave:

Z-Wave is a wireless communication protocol wt
is mainly used in automation of smart homes

security products. One major benefit -Wave is its
ability to work with any system by retrofittir
standard devices. It uses |lgower radio signals i
the 900 MHz and automatic discovery of above

DPC (Device per Controller). As it is largely usec
home automation, it has been optimized for redt
latency with data rate up to 100 KBPS. It autom
everything from Doors tdNindows to Lights an
Television. Its communicationsystem can b
managed with the aid of the internet and-Wave
user interface. Since loT, by definition, autom:
things and make them communicate-Wave is
deserving candidate to fall in the categof enabling
technology for Internet of Things.

V. PLATFORMSWHERE IOT WORK

A. AllJoyn:

AllJoyn is an open source network protocol f
makes thalifferent devices interoperable. It promo
proximal network and also support clc
connectivity. The flexibiliy of AllJoyn can be gauge
by the fact that it lets the devices sense
communicate each other even if tHmlong to sever:
different domains, multiple technologies, varic
manufacturers. Alloyn is based on the cli-server

model, the signal produwy devices are known .
producer (server) and the signal sensing device
known as consumer (client). Each signal produ
device is endowed with a manual which is ca
‘Introspection’ which lets the user know of t
capability of the device. AllJo' has the flexibility to
enhance its capability by bridging other protoc
There are numerous services that can be integ
with AllJoyn’s core some of them a— On boarding
service, Configuration service, Common De\
Model service and Control Pa service.

Its major application is found in the smart ho
where various home devic are controlled and
communicated with the common gateway of AllJc
With all these automated functions, we can conc
that AllJoyn is driving force cloT.

B. loTvity:

loTivity is also an ‘opensource platform that lets
various devices connect and operate seamless
was put forth by a alliance of technological conipa
in the communication domain, which goes by
name Open Connectivity Foundation(OCF)."
underlyingidea of the introduction of loTivity is t
aid and support trillions of already existing |
devices, and paving way for the future devices W
would be just double in numbers. vity uses
Constrained Application Protocol (CoAP) at
application laye and it has & inbuilt support for
legacy protocols. Thedistinctive functions of
loTivityis the discovery of devices laying nearhyd:
transmitting data fromthose devices.Resource
scalability and addedsecurity is another factor for
considering loTvity as gualifying platformfor Internet
of Things.

C. Xively

Xively is an loT platform owne by Google. It has
been known fronvarious names during its period
evolution such as ‘Pachube’ and then ‘Cosm’
eventually ‘Xively’.From the services it provic, the
major is being its ability to let companies conr
their products, then it manages those conne
devices and also manages the of those devices
while integrating them into other systems. Apaoi
this, it providesdata services, directory rvices,
security service in form of trust engine, and L
Interface to handle the web services. Xively of
Cloud Storage Services as an-on so it can upkeep
the data processed in an IoT system. Xively |
MQTT, a technology also known as ‘Pub-
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Subscribe’ and is compatible with REST and \
Sockets. There are many big companies partr
with Xively such as ARM, Tl,and Atmel. Som
distinct factors of Xively is its capability to mage &
huge number of textual transaction per day. Xi
has a fa®r readability of product information anc
swift collaboration with other systems tF
automating the whole system. Xively also has
capability of real time monitoring, editing a
handling the user profiles.

D. 2lemetry

2lemetry is an IoT platform angchnology compan
owned by Amazon Web Services (AWS) that pov
the connected enterprise, people, processes, ddi
also loT friendly devices. What makes it stand &
from the similar technologies is  ability of
transforming raw data into ready-tonsume

ThingFabricTM [10] IoT cloud platform of 2lemet
allows crosssommunication, data storing a
brokering while applying Rules and CEP Engine
preparing consumable data in real time. By prowy
ADI (Actionable Data Intelligence) with the i of
Predictive Computation (PC) Models and a (
Engine, this framework also sounds reasonabled
captured data. With the services of data managel
it also provides the security afata by employin
many cryptographic protocols such as ‘Transg
Layer Security’ (TLS). 2lemetryemploys differe
protocols for collecting data, such as Rabbith
WOOPSA, AMQP, HiveMQ and Solace. TI
platform can be integrated with Cocaine, Men
AWS. Themajor applicable domain of its function
to augment the machento machine deploymen
Commercial deployment can also exploit the usac
2lemetry.

E. HomeKit:

HomekKit is a framework owned bApple that allows
user to configure, conneand control the applianc
in user's home. There is a weléfined action fo
evay task which can be executed with simple C
HomeKit can be configured in many apps to contr
single device, allowing every member of a hao
controlling the appliances at will. It can also
configured to work with external apps for augmegr
the functionality. The noticeable functions tt
HomeKit executes with the integration of exter
apps are: Finding and incorporating the applial
into the home database, allowing communication
configured devices and displaying the inp

HomeKit has mny dedicate services to provide,
some of them are HMAccessory, HMZoi
HMService. The major focus of HomekKit is make
use of IoT a common househ thing.

F. EVRYTHNG:

EVRYTHNG is probably the most common name
the platform for loT. It generally is Cloud Platform
as it provides all the features of cloud systemciviis

a prerequisite to interconnect the devices and

Internet. It manages the rdime data and hence c
go through various re-time  applications
simultaneously. REST API can be iremented with
this technology, extending its domain of applicipil
EVRYTHNG employs several Data Collectio
Algorithms, while the majoones being Web Socke

Constrained Application Protocol e MQTT.

EVRYTHNG offers a robust security provision,
usng twin security method— Authentication and
Encryption (A&E) employed together, allowing t
connected devices and services communicate sec
by PKl based on TLS certificates. In addition to tt
tokenbased security system is also applied to prt
unauthorized access to the devices. avoid data
breach EVRYTHNG processes the data through |
to End Encryption (EEE)Vith the inclusion of all the
necessary equipment in a single packet, EVRYTF
becomes the worthiest platform for Internet
Things.

VI. APPLYINGIOT

In present time, 10T is found everywhere.[11] T
major goal of 10T is to enable the entities living or
non-living act smartSmartness is the key criterion 1
any object to work with 10T. Things which can ser
actuate some motion dnsend data further whi
doing some basic computation at their own | can
be termed as smart things. Currently, there
massive upgradation of common objects into sm
objects, as a result of which loT has taken over
technological world as wells the real world. As no
loT can be found in eve domain of life, its
applicability has increased drastically to everyln
and corner of the physical world. A number
scientists, academicians, and other stakeholders
suggested many possible dons suitable for loT
applications. We have curated the list and subst
the major domains of loBpplicability into twelve
categories.[12] (1) Sme-cities, (inSmart-
environment, (iii) Smartimetering, (iv) Security &
Emergencies, (v) Retail, (vi) Logistics,  (vii)
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Industrial control, (vii) SmarAgriculture, (ix)
Smart-Animal- farming,(x) Home Automation, (X
Smart- Education and (xii) Smart Health Ce¢ To
quote Perera et al. [13], Smart Industry, Sr

Environment, Smart City, Smart Wearable and rt

Home are the five majorcategorization of lo”

solutions. The application of loPproducts in its

domain forms the basis of this categorization.

IoT, its products andapplied method may vary

every singledomain mentioned abovSensing is not

the aly thing 10T is tasked with, but its operatic
are manifold. As per intended accomplishments
purposes, in this paper, we are listing IoT systems
into different categories. These functions can

roughly organised into the followincapacities: (i)

Domestic (i) Societal

(i) Environmental (iv) Technological

Emergency and Critical Situations.

A. Domestic: HomeAutomation rightly fallsin this
category. Itinvolves the function of sensing a
automating the daily activities of home. Exam
may be he sensor of one’s room which lets
LED know that the user is not in the room, s
may power itself off.

. Societal: A smart loT orientesociety where
everything is smart fromsmart traffic contro
system, smart transportation services, Si
parking management, to smdrealthcare, sma
marketing and similar social services falls in
category.

Environmental: Smarenvironment where bas

constituents of Environment such as the Wild|

Marine life, Flora and Faunare driven by o1

technologies,befits this category. An instan

could be the sensavhich can keep a check on 1

health of aquatics and prompts the authoritie

real time if any mis-happeniragccurs

. Technological: Smart Industrialization, autome

malls such as the Amazon stor8sart shoppin

facilities and also smart security to keep all &
running efficiently are the ideal components
this category.

Emergency and Criticaébituations: Issues that ¢

of global importance and hawan impact on th

very existence of mankindalis in this category

This is the domain where proper I

implementation can bring revolutionary chang

Possible instances may include managing

natural calamities irsmart way, keeping the re

time eyes on water level, prompt indicators
any ingeased radiation, sensing toxic
generation reafast, discovering depleting age!

(v) ar

of ozonelayer and indexing into database ¢
augmenting border securities with the integra
of 10T into the defense.

VII. CHALLENGESOFIOT

Historically speaking, any eerging technology has
both its solutions and challenges and, in our clage
is no different. It undoubtedly provides unprecddd
easiness in human life and into the society as@aey
but there are some challenges we find noticeable
and worth metioning side by side. The occurril
challenges and thesolutions may vary due to the
vastness it has but here we are laying emphas
most significant challenges that needs equal abte
to derive proper productivity and aids uninterrak
application of I0T. After deeply studying the availat
literary, we concentrated tichallenges in the syste
of 10T as followingthree categorie— Technological
Challenges, Societal Challenges, and Environmi
Challenges.

Technological challenges begin witre scratch. IoT,
primarily dealing withobjects, deals with the comm
challenge of OOP (Obje&iented Programming) i.
‘Object abstraction” ‘Object Encapsulation’ a
‘Object Inheritance’ while the default Language
‘Object interaction’ is another d@llenge. An
architecture for a colossal network trillion devices,
constantly processing teral of data is a challenge
itself. Security is most vital aspect of any systana
here it is again a big challer for 10T. As increased
number of devices ineases the opportunity f
exploiting any loopholes. Any poorly designed de\
may expose user data which is prone to thef
leaving data transfer inadequately protected. Aer
technological challenge the abundance of identic
or near identical deges. This homogeneity magnifi
the potential impact of any loophole in any devas
all the devices have same configurations. To déal
these challenges, a global approach oi the
prominent actors coming from the loT domain
needed.

The integréed devices may produce many privi
issues. For instance, there are many de\
constantly using voice recognition and vision feed,
recording this personal data and processing
transferring them  further, sometimes th
transferences even crosphysical and cultural
boundaries. Any eavesdropping may cause misu
the data and thus it is a big societal challengg
needs certain standard and well docume
regulatory guidance for strengthening
standardizing these aspects.
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Environmental ch#nges will hold big share in
coming future. For satiating the power needs o
evergrowing network, numerous resources will
needed to put at work,stressing the powe
consumption scenarias well as the environmen
equilibrium. The cost of impimenting the IoT i
another big challenge as it is projected that b®52
almost 35% budget resources of developi
economies will go into the lo@pplication

It is well-known fact that innovation and |
challenges go hand in hand. But to overcomee
challenges or to neutralize them to the possibters
is what sustains a technology. Future of IoT
promising and the huge number of people worl
behind its proper implementation is a sign of
possibility to sustain in long run.

VIIl. CONCLUSION

After touching all the aspect, whicis required to
examine a technology, wean say Internet of Thing
as a domain willbe dominating the technologic
world for decades. The aim of IoT to interconr
everything on a network is a revolutionary and iit '
ease the very life of people togrea extent. The
scope ofloT is bottomless and it can always adag
the situations and modify itself in accordance.
Technology of IoT is still nascent and will <
considerable improvements inoming¢ years with
continuing research work in its field. The way peo|
organizations, and other stakeholders a
incorporating 10T in their businessetis evident tha
the stage is set for 10T to envelop everything can
in its way.

In this paper, we have explained theaning and
various definitions of eminent scholars, t a
detailed analysis has been done on the compongé
the IoT system. We further elaborated already -
technologies which can be proved a great head
for implementing IoT. The platforms loT are given
separate attention as they are a must for setaifi¢
up. Lastly, we have listed adlvailable and possib
application areas for loT with the arising challes
and some practical solutions given by promir
scholars. So, this paper can de&omprehensive ar
extensive reference material for all those peopie
researchers roped in the domain of Internet of 3§
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