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ABSTRACT

Increase in the number of attack recorded during
electronic exchange of information between the
source and intended destination has indeed called for
a more robust method for securing data transfer.
Cryptography and steganography are well known and
widely used techniques that manipulate information in
order to cipher or hide their existence. Many different
carrier file format scan be used but digital images are
the most popular because of their frequency on the
internet. The digital images are the most popular
because of their frequency on the Web among all
different carrier file formats. Image steganography,
achieves the secrecy by embedding data into cover
image and generating a stego-image. There are many
types of steganography techniques each have their
advantages and disadvantages. This paper discussed a
technique used on the advanced LSB (least significant
bit) and RSA algorithm. By matching data to an
image, there is less chance of an attacker being able to
use steganalysis to recover data. Before hiding the
data in an image the application first encrypts it.
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I. INTRODUCTION

The growing use of Internet among public masses and
availability of public and private digital data and its
sharing has driven industry professionals and
researchers to pay a particular attention to information
security. Internet users frequently need to store, send,
or receive private information and this private
information needs to be protected against
unauthorized access and attacks. Presently, three main
methods of information security being used:

watermarking, cryptography and steganography. In
watermarking, data are hidden to convey some
information about the cover medium such as
ownership and copyright. Cryptography techniques
are based on rendering the content of a message
garbled to unauthorized people. Steganography
techniques are based on hiding the existence of
information by embedding the secret message in
another cover medium. While all three are
information security techniques cryptography and
steganography are having wide application as
watermarking is limited to having information
particularly about the cover medium. With the growth
of computer network, security of data has become a
major concern and thus data hiding technique has
attracted people around the globe. Steganography
techniques are used to address digital copyrights
management, protect information, and conceal secrets.
Cryptography involves converting a message text into
an unreadable cipher. A large number of cryptography
algorithms have been created till date with the
primary objective of converting information into
unreadable ciphers Cryptography systems can be
broadly classified into symmetric-key systems and
public key systems. The symmetric key system uses a
common key for encryption and decryption of the
message. This key is shared privately by the sender
and the receiver. The sender encrypts the data using
the joint key and then sends it to the receiver who
decrypts the data using the same key to retrieve the
original message. The public- key systems that use a
different key for encryption as one used for
decryption. Public key systems require each user to
have two keys — a public key and a private key (secret
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key). The sender of the data encrypts the message
using the receivers public key. The receiver then
decrypts this message using his private key. In this
paper describes all the techniques and proposed works
based on cryptography and steganography.

II. LITERATURE REVIEW:

The word steganography is originally derived from
Greek words which mean “Covered Writing”. It is
defined as "hiding information within a noise; a way
to supplement encryption, to prevent the existence of
encrypted data from being detected" [1]. It has been
used in various forms for thousands of years. In the
S5th century BC Histaiacus shaved a slave’s head,
tattooed a message on his skull and the slave was
dispatched with the message after his hair grew back [
2, 4,5,7]. Basically, the purpose of cryptography and
steganography is to provide secret communication.
Steganography can be used to cloak hidden messages
in image, audio, video and even text files. According
to [7], the two most common methods used for hiding
information inside a picture, audio and video files are
LSB (Least Significant Bit) and Injection. The survey
of Johnson [6] appeared in the “Information hiding”
book, which limits its distribution compared to a
Journal paper which can be more affordable. The
classification, herein, of the techniques and that of
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Johnson are different. Johnson classify steganography
techniques into: Substitution systems, transform
domain techniques, spread spectrum techniques,
statistical methods, distortion techniques, and cover
generation methods. Johnson survey neither talks
about the history of steganography nor its
applications.

Several techniques have been proposed by researchers
for securing electronic communication. In the
research work of [9], the researchers proposed
cryptography and steganography for securing data
transfer using 1images as cover objects for
steganography and key for the cryptography. The
performance of the proposed ISC (Image-Based
Steganography and Cryptography) system was
presented and the system was compared with F5
algorithm. Also, [10] proposed method that described
two steps for hiding secret information by using the
public steganography based on matching method. The
first step, finds the shared stego-key between the two
communication parties (Alice and Bob) over the
networks by applying Diffie Hellman Key exchange
protocol. The second step in the proposed method is
that, the sender uses the secret stego-key to select
pixels that it will be used to hide.
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III. CRYPTOGRAPHY

Cryptography is the art and science of achieving
security by encoding messages to make them non
readable. In this, the structure of message is
scrambled to make it meaningless and unintelligible
unless the decryption key is available. Basically,
cryptography offers the ability of transmitting
information between persons in a way that prevents a
third party from reading it. Cryptography can also
provide authentication for verifying the identity of
something or someone. Cryptanalysis is the reverse
engineering of cryptography. There are several ways
of classifying cryptographic algorithms. The three
types of algorithms are:

1. Secret key Cryptography: Use a single key for
both encryption and decryption

2. Public Key Cryptography: Use one key for
encryption and another for decryption.

3. Hash Functions: Use a  mathematical
transformation  to  irreversibly  "encrypt"
information

IV. STEGANOGRAPHY TECHNIQUES

In this method the secret data is embedded directly in
the intensity of pixels. It means some pixel values of
the image are changed directly during hiding data.
classified into

Spatial domain techniques are

following categories:

1. Spatial domain techniques
I.  Least significant bit (LSB)
II.  Pixel value differencing (PVD)
III.  Edges based data embedding method (EBE)
IV. Random pixel embedding method (RPE)
V.  Mapping pixel to hidden data method
VI.  Labeling or connectivity method
VII.  Bit Plane Complexity Segmentation (BPCS)

I. LSB: this method is most commonly used for hiding
data. In this method the embedding is done by replacing
the least significant bits of image pixels with the bits of
secret data. The image obtained after embedding is almost
similar to original image because the change in the LSB of
image pixel does not bring too much differences in the
image.

I1. BPCS: In this segmentation of image are used by
measuring its complexity. Complexity is used to
determine the noisy block. In this method noisy
blocks of bit plan are replaced by the binary patterns
mapped from a secret data

II1. PVD: In this method, two consecutive pixels are
selected for embedding the data. Payload is
determined by checking the difference between two
consecutive pixels and it serves as basis for
identifying whether the two pixels belongs to an edge
area or smooth area.

2. Spread Spectrum Technique:

The concept of spread spectrum is used in this
technique. In this method the secret data is spread
over a wide frequency bandwidth. The ratio of signal
to noise in every frequency band must be so small that
it become difficult to detect the presence of data. Even
if parts of data are removed from several bands, there
would be still enough information is present in other
bands to recover the data. Thus it is difficult to
remove the data completely without entirely
destroying the cover .It is a very robust technique
mostly used in military communication.

3. Statistical Technique:

In the technique message is embedded by changing
several properties of the cover. It involves the
splitting of cover into blocks and then embedding one
message bit in each block. The cover block is
modified only when the size of message bit is one
otherwise no modification is required.

4. Transform Domain Technique:

In this technique; the secret message is embedded in
the transform or frequency domain of the cover. This
is a more complex way of hiding message in an
image. Different algorithms and transformations are
used on the image to hide message in it. Transform
domain techniques are broadly classified such as 1)
Discrete Fourier transformation technique (DFT) ii)
Discrete cosine transformation technique (DCT) iii)
Discrete Wavelet transformation technique (DWT) iv)
Lossless or reversible method (DCT) v)Embedding in
coefficient bits.

V. COMBINED CRYPTO STEGANOGRAPHY
Steganography is not the same as cryptography Data
hiding techniques have been widely used to
transmission of hiding secret N message for long
time. Ensuring data security is a big challenge for
computer users. Business men, professionals, and
home users all have some important data that they
want to secure from others. Even though both
methods provide security, to add multiple layers of
security it is always a good practice to use
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Cryptography and Steganography together. By
combining, the data encryption can be done by a
software and then embed the cipher text in an image
or any other media with the help of stego key. The
combination of these two methods will enhance the
security of the data embedded. This combined
chemistry will satisfy the requirements such as
capacity, security and robustness for secure data
transmission over an open channel.

A pictorial representation of the combined concept of
cryptography and steganography is depicted in figure
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Figure 2: Systematic graphical representation of
combined Cryptography and Steganography

In figure 2, both the methods are combined by
encrypting message using cryptography and then
hiding the encrypted message using steganography.
The resulting stego-image can be transmitted without
revealing that secret information is being exchanged.
Furthermore, even if an attacker were to defeat the
steganography technique to detect the message from
the stego-object, he would still require the
cryptographic decoding key to decipher the encrypted
message

The steganography approaches can be divided into
three types [8]:

1. Pure Steganography: This technique simply uses
the steganography approach only without combining
other methods. It is working on hiding information
within cover carrier.

2. Secret Key Steganography: The secret key
steganography use the combination of the secret key
cryptography technique and the steganography
approach. The idea of this type is to encrypt the secret
message or data by secret key approach and to hide
the encrypted data within cover carrier.

3. Public Key Steganography: The last type of
steganography is to combine the public key
cryptography approach and the steganography
approach. The idea of this type is to encrypt the secret
data using the public key approach and then hide the
encrypted data within cover carrier.

VI. CONCLUSION

A secured advanced based LSB technique for image
steganography has been proposed. An efficient
steganography method for embedding secret messages
into cover images without producing any major
changes has been accomplished through advanced-
LSB method. In this work, a new way of hiding
information in an image with less variation in image
bits have been proposed, which makes our technique
secure and more efficient than LSB. This technique
also applies a cryptographic method ie. RSA
algorithm to secure the secret message so that it is not
easy to break the encryption without the key. RSA
algorithm itself is very secure that’s why we used in
this technique to increase the security of the secret
message.
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