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ABSTRACT 
 
Data security is the most important requirement of 
today’s world, to transmit digital data from one place 
to another. We need to secure the transmitted data at 
the transmitting end so that no unauthorized user can 
access it. To encrypt the data at the tran
and decrypt the data at the receiving point we need the 
communication security[8] .  Only the authorized user 
can get back the original text, provided they have the 
secret key. Cryptography is a technique to transmit 
protected data between two points. The word 
‘Cryptography’ was invented by combining two 
Greek words, ‘Krypto’ meaning hidden and 
‘graphene’ meaning writing. Cryptography is the 
study of mathematical techniques related to aspects of 
various information data security. It deals wit
protection of data on unsecured channel by altering 
the data in encrypt (coded)form. Basically, we have 
two cryptography techniques for digital data transfer, 
depending on how the encryption-
carried out in the system, Symmetric Cryptography
and Asymmetric Cryptography. DES, TRIPLE
IDEA, AND BLOWFISH algorithms use symmetric 
cryptography technique. Due to the importance of the 
DES/TDES algorithm and the numerous applications 
that it has, our main concern DES/TDES Encryption/ 
Decryption using three keys and synthesize TDES, 
which  give higher operating frequency. In this paper 
we present, TDES synthesis in VHDL, in Electronic 
Code Block(ECB) mode, of this commonly used 
cryptography scheme with aim to improve 
performance. The design is simulated and synthesized 
in Xilinx ISE 14.7 with family Virtex-7 
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Data security is the most important requirement of 
today’s world, to transmit digital data from one place 
to another. We need to secure the transmitted data at 
the transmitting end so that no unauthorized user can 
access it. To encrypt the data at the transmitting point 
and decrypt the data at the receiving point we need the 
communication security[8] .  Only the authorized user 
can get back the original text, provided they have the 
secret key. Cryptography is a technique to transmit 

wo points. The word 
‘Cryptography’ was invented by combining two 
Greek words, ‘Krypto’ meaning hidden and 
‘graphene’ meaning writing. Cryptography is the 
study of mathematical techniques related to aspects of 
various information data security. It deals with 
protection of data on unsecured channel by altering 
the data in encrypt (coded)form. Basically, we have 
two cryptography techniques for digital data transfer, 

-decryption is 
carried out in the system, Symmetric Cryptography 
and Asymmetric Cryptography. DES, TRIPLE-DES, 
IDEA, AND BLOWFISH algorithms use symmetric 
cryptography technique. Due to the importance of the 
DES/TDES algorithm and the numerous applications 
that it has, our main concern DES/TDES Encryption/ 

sing three keys and synthesize TDES, 
which  give higher operating frequency. In this paper 
we present, TDES synthesis in VHDL, in Electronic 
Code Block(ECB) mode, of this commonly used 
cryptography scheme with aim to improve 

lated and synthesized 
7  

 

(XC7VX330t– 3ffg1157). Our design achieves a 
operating frequency of 114.33 MHZ.

Keywords:  Cryptography, DES, TDES, Encryption, 
Decryption, Implementation Results
 
I.   INTRODUCTION 

In this modern era as the demand and the importance 
of exchanging valuable data over the internet is 
booming over electronics communication. The main 
need for today is to protect valuable data from 
unauthorized access. As the applications that is 
increasing day-by-day the requirement of network 
security to providing quality of service. The security 
is most challenging aspects in the internet. 
Cryptography is the one of main categories for 
computer security that converts the original and 
readable data to unreadable form. Encryption is best 
solution to ensure security. Many encryption 
algorithms are used in information security system. In 
this thesis tries to fair comparison between most 
common and basic symmetric key cryptography 
algorithms: Data Encryption S
Triple Data Encryption Standard (TDES). The main 
concern is to get a higher operating frequency. 

In [10], efficient and compact reconfigurable 
synthesis of the Data Encryption Standard (DES) 
algorithm [10] and synthesis using device 
VirtexEXCV400e.  

In [11], a pipelined implementation in VHDL, in ECB 
mode, of this commonly used Cryptography scheme 
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with aim to improve performance, is given. using 
Altera Cyclone II FPGA as platform, design, 
verification and synthesis with a EDA tools provid
by ALTERA. This design achieves a throughput of 
3.2 Gbps with a 50MHz clock, is given. 

This paper is organized as follows: the second section 
presents the DES and TDES algorithms under study. 
The third section gives the encryption/decryption 
simulation results of DES and TDES algorithms. The 
comparison results and relevant conclusions are 
drawn briefly in section 4. 

II. DES AND TDES ALGORITHM 

A. DES (Data Encryption Standard) - 

DES performs an initial permutation (IP) on the entire 
64 bit block of data. It is then split into Two, 32 bit 
sub-blocks,( Li and Ri) which are then passed into 
what is known as a Round  which  has 16 (the 
subscript i in Li and Ri indicates the current 
round)iterations[7]. There are 16 iterations  of 
identical operations, called Function f, in which the 
input data are combined with the key. The basic 
operation of DES can be understood with the help of 
fig 1[2]. The same 56-bit cipher key is used for 
encryption and decryption. There are three operations 
performed in DES algorithm: - 
Decryption and Key Generation [1]. 

Fig.1- General structure of DES[2]

Algorithm Encryption Steps  

Step 1: Initially get 64-bit key and plaintext to be 
encrypted.  

Step 2: Perform initial permutation on plaintext. 
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General structure of DES[2] 

bit key and plaintext to be 

Step 2: Perform initial permutation on plaintext.  

Step 3: Then divide the plaintext into two 32

Step 4: The key generator generates round key which 
perform 16 times round function. 

Step 5: Finally, use the output of 4 steps to perform 
final permutation (fp) in the form of original 
ciphertext.  

Algorithm Key Generator Steps 

Step 1: Initially get the 64-bit key. 

Step 2: Then perform parity bit drop to reduce it to 
56-bits.  

Step 3: Divide it into two equal 28

Step 4: According to round function it perform shift 
left operation of the 28-bit data. 

Step 5: Perform the compressed permutation use the 
output of step 4.  

Step 6: Repeat the step 4 and step 5 to produce 16 
round keys 

Algorithm Decryption Steps 

Decryption process performs all the sane steps of 
Encryption process but in reverse order 

B. TDES (Triple Data Encryption Standard)

Triple Data Encryption Standard (Triple DES) uses a 
Symmetric key block cipher algorithm to convert 
original text into cipher text[3].  DES algorithm is 
used three times in Triple DES. Hence, there are 3 
different keys(e.g. K1,K2,K3) to perform each 
application of DES. Therefore, it raises the key length 
to 168 bits(56 bit key each)/(excluding 24 parity bits, 
8 from each key) and the keys are collectively known 
as the ‘key bundle’. Triple DES uses DES three times 
that’s why it have 48 rounds in it for more 
and less prone to attacks. Triple DES uses a key 
length of 168 bits whereas a key length of 112 bits is 
preferred in TDES. 3 DES uses 64 bits of data block 
for encrypting the plaintext.  

The main function of Triple DES is, to encrypt the 
plaintext with the first key(K1), decrypt the result of 
step 1 with second key(K2) and finally, encrypting the 
obtained result from step 2,with the third key(K3). 
Triple DES is defined by the function in figure (2)  
[14]. 
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Fig 2:- TDES Algorithm working [14]

If we assume that k1, k2 and k3 are the 3 different 
keys and C to be the ciphertext and 
plaintext and F to denote encryption and 
decryption, then the encryption process of the Triple 
DES can be represented as 

C = Fk3 [fk2 {Fk1 (P)}]……..equation. 1

In the same way, the decryption process of Triple 
DES can be represented as 

P = fk1 [Fk2 {fk3 (C)}]……….equation. 2

Fig 3 : TDES Encryption Simulation Waveform

IV. EXPERIMENTAL RESULTS  
 
The design is simulated and synthesize in Xilinx ISE 
14.7. The verified model is synthesized to get an high 
operating frequency. TDES implementation results 
are as given in table 1 : 
As shown our work provides high operating 
frequency: 
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III. SIMULATION RESULT

Encryption Simulation Waveform verifies TDES 
Encryption for following Key and Plain text values: 
The input key ,data input & decrypted output are as 
given. This Encryption Simulation Waveform verifies 
TDES Encryption for following Key and Plain text 
values: 

TDES ENCRYPTION 

• data in : FF00FF00FF00FF00
• data_out : 328DBFFA68CF0D06
• Key_1: 0000FFFF0000FFFF
• Key_2 : 00000000FFFFFFFF
• Key_3 : FFFF0000FFFF0000
 
TDES DECRYPTION 
• data_in : 328DBFFA68CF0D06
• data_out : FF00FF00FF00FF00
• Key_1: 0000FFFF0000FFFF
• Key_2 : 00000000FFFFFFFF
• Key_3 : FFFF0000FFFF0000
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TDES implementation results 

As shown our work provides high operating 

Table 1. TDES implem

Author Device 

[10] XCV 400 

Our 
work 

XC6VLX75T 
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SIMULATION RESULT 

Encryption Simulation Waveform verifies TDES 
Encryption for following Key and Plain text values: 

key ,data input & decrypted output are as 
given. This Encryption Simulation Waveform verifies 
TDES Encryption for following Key and Plain text 

data in : FF00FF00FF00FF00 
data_out : 328DBFFA68CF0D06 
Key_1: 0000FFFF0000FFFF 

000000FFFFFFFF 
Key_3 : FFFF0000FFFF0000 

data_in : 328DBFFA68CF0D06 
data_out : FF00FF00FF00FF00 
Key_1: 0000FFFF0000FFFF 
Key_2 : 00000000FFFFFFFF 
Key_3 : FFFF0000FFFF0000 

 

Table 1. TDES implementation Results 
Frequency 
(MHZ) 

47.7 

114.33 
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In this work, TDES is analyzed on XC6VLX75T 
device. The table depicts that the our work results in 
higher operating frequency. 
 

Fig 4. Comparision graph of TDES
(Max. Operating Frequency)

 
V. CONCLUSION 
 
This research presents the implementation of  Triple 
Data Encryption Standards (TDES) algorithm using 
VHDL. The implemented design consumes fewer 
devices available on board which results better 
performance of algorithm. 
As shown in Table 1, the frequency of TDES is higher 
than previous work, as compared to previous work.
 
VI. FUTURE SCOPE 
 
For the future work, it is recommended that the input 
and plaintext can be taken using image or audio/video 
data. It is also recommended that the use of better 
FPGA board, which has better specification than 
Virtex-4  XC4VSX25-FF668 and has more number of 
input/output pins. The modification of Triple Data 
Encryption Standards(TDES) algorithm can also be 
done to get better security and reduction in total 
Encryption time, area and frequency etc.
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