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ABSTRACT 

Generally medical data is commonly known as health 
information of patients, organize and track medical 
records for healthcare facilities. It can be analyzed for 
service quality and insurance reimbursement purpose.  
Cloud assisted healthcare big data computing 
becomes critical to meet user’s ever growing demands 
on health consultation. The body data collected by 
device is transmits to the mobile. The mobile collects 
the information in an array. The information contains 
user’s sensitive information, so it converts to cipher 
text format. The patients suffer from similar kind
symptoms; they can able to exchange their 
information and suggest hospital in personal chat 
application.  A similar disease patient connected to 
common group, they exchange their information. 
Patient information’s are divided into two types and 
stored in cloud. The two types are EID and MI. EID is 
the property which can identify the user apparently. 
MI contains medical information such as disease type 
and medicine. The two information stored in two 
independent tables. EID stored in cipher text format 
and MI stored in plaintext format. 
 
Keywords: Cloud computing, Data privacy, 
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I. INTRODUCTION 

We investigated the problem of privacy protection 
and sharing large medical data in cloudlets and the 
remote cloud. We developed a system which does not 
allow users to transmit data to the remote cloud in 
consideration of secure collection of data, as well
low communication cost. However, it does allow 
users to transmit data to a cloudlet, which triggers the 
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Cloud assisted healthcare big data computing 
becomes critical to meet user’s ever growing demands 

consultation. The body data collected by 
device is transmits to the mobile. The mobile collects 
the information in an array. The information contains 
user’s sensitive information, so it converts to cipher 
text format. The patients suffer from similar kinds of 
symptoms; they can able to exchange their 
information and suggest hospital in personal chat 
application.  A similar disease patient connected to 
common group, they exchange their information. 
Patient information’s are divided into two types and 
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We investigated the problem of privacy protection 
and sharing large medical data in cloudlets and the 
remote cloud. We developed a system which does not 
allow users to transmit data to the remote cloud in 
consideration of secure collection of data, as well as 
low communication cost. However, it does allow 
users to transmit data to a cloudlet, which triggers the  

 

data sharing problem in the cloudlet. Firstly, we can 
utilize wearable devices to collect users’ data, and in 
order to protect users privacy, we u
mechanism to make sure the transmission of users’ 
data to cloudlet in security. Secondly, for the purpose 
of sharing data in the cloudlet, we use trust model to 
measure users’ trust level to judge whether to share 
data or not. Thirdly, for privacy
cloud data, we partition the data stored in the remote 
cloud and encrypt the data in different ways, so as to 
not just ensure data protection but also accelerate the 
efficacy of transmission. Patients’ information 
collected by device transmits to the mobile. The 
mobile collects the data in an array and converts to the 
cipher text format. It reduces the bandwidth and 
energy consumption effectively then transmits to the 
nearby cloudlet.  Patients are exchange their message 
in cipher text format. If they want, they will share 
personal information. Patient information is stored 
two independent tables in cloud. Patient personal 
information is stored in cipher text for medical 
information are stored in plaintext format.

II. RELATED WORKS 

Cloud assisted healthcare data computing becomes 
critical to meet users ever growing demands on health 
consultation. However it is challenging issue to 
personalize specific healthcare data for various users 
in convenient fashion. The combination of social 
networks and healthcare service to facilitate the trace 
of the disease treatment process for the retrieval of 
real time disease information. The medical data 
sharing on the social network is beneficial to both 
patients and doctors, the sensitive information might 
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data sharing problem in the cloudlet. Firstly, we can 
utilize wearable devices to collect users’ data, and in 
order to protect users privacy, we use NTRU 
mechanism to make sure the transmission of users’ 
data to cloudlet in security. Secondly, for the purpose 
of sharing data in the cloudlet, we use trust model to 
measure users’ trust level to judge whether to share 
data or not. Thirdly, for privacy-preserving of remote 
cloud data, we partition the data stored in the remote 
cloud and encrypt the data in different ways, so as to 
not just ensure data protection but also accelerate the 
efficacy of transmission. Patients’ information 

ransmits to the mobile. The 
mobile collects the data in an array and converts to the 
cipher text format. It reduces the bandwidth and 
energy consumption effectively then transmits to the 
nearby cloudlet.  Patients are exchange their message 

format. If they want, they will share 
personal information. Patient information is stored 
two independent tables in cloud. Patient personal 
information is stored in cipher text for medical 
information are stored in plaintext format. 
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be leaked or stolen which cause the privacy and 
security problem. The main aim of our project is to 
provide a protection of medical data process and 
reduces the bandwidth and energy consumption. 
Medical data process mainly includes data collection, 
data storage and data sharing. 
 
III. PROPOSED SYSTEM 

Patient information collected by device transmits to 
the mobile. The mobile collects the data in an array 
and converts to the cipher text format. It reduces the 
bandwidth and energy consumption effectively then 
transmits to the nearby cloudlet.  Patients are 
exchange their message in cipher text format. If they 
want, they will share personal information. Patient 
information is stored two independent tables in cloud. 
Patient personal information is stored in cipher text 
format and medical information are stored in plaintext 
format. System is to protect user privacy to a certain 

extent, by dropping those tags that make a user profile 
show bias toward certain categories of interest. Tag 
suppression is a technique that has the purpose of 
preventing privacy attackers from profiling users’ 
interests on the basis of the tags they specify. Data 
perturbation technology allows a user to refrain from 
tagging certain resources in such a manner that the 
profile does not capture their interests so precisely. A 
more intelligent form of tag perturbation consists in 
replacing (specific) user tags with (general) tag 
categories. 
 
Proposed system addresses two scenarios: resource 
recommendation and Parental control. In Resource 
recommendation, provides relevant resources based 
on user interest. Parental control concerns whenever a 
group user requests resource, group owner give 
privilege to access resources. 
 

 
BLOCK DIAGRAM: 

Registration and Symptoms Matching: 
Patient registers personal details to common web 
application. The application intermediates between 
patient and hospital application. It contains multiple 
hospitals’ patents information. The patient enters his 
symptoms, it will analysis all patient records and find 
a same kind of symptoms patients. If the patient 
wants, the patient can chat with similar symptoms 
patients. The patient discusses about their symptoms 
and the treated patient suggests the hospital. The 
personal messages are encrypted using diffie Hellman 
algorithm.  
 
Disease Based Group Creation and Data Sharing: 
In this module, after the patient discusses about the 
symptoms to other patients. The application suggests 
doctor based on the patient location. The patient select 

doctor based on location or personal chat information 
and also fixes appointment. The doctor detects the 
disease and provides some medicine. During this 
treatment, patients add on disease based group. Same 
kind of disease patient connected the common group; 
they exchange their treatment information etc.  
 
Cloud Data Storage: 
In this module, the patients register their details to 
common web application. The medical information 
increased rapidly, so the application needs cloud to 
store the medical data. The medical data contains 
patient’s sensitive information so data protection is 
more important.  The application stores patient data in 
cloud in two different tables. Patient information 
splits into two types one is EID and another is MI. 
EID is contains patient personal information such as 
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name, email, phone no etc. MI is contains patient’s 
treatment information like medicine, disease. EID 
information is stored in cipher text format and MI 
information is stored in plaintext format. The cloud 
always matches each data hash code, if they didn’t 
matches, the will find malicious user modify the data 
in cloud. 
 
Client Data Encryption: 
In this module, during the treatment, the doctor 
monitor the patient body information such pulse etc. 
The kit will sense the data from the patient and 
transmits to the patient mobile. Mobile collects the 
patient information in an array. The information is 
transmitted over wireless network so security is more 
important. The information converts into cipher text 
format and transmits to the hospital.  It reduced the 
energy consumption and bandwidth. The doctor 
receives the encrypted data and decrypt to view 
patient information. 
 
CONCLUSION: 

There are many IDS system based on signature 
detection. Signature based will detect only known 
patterns of signatures and other will go undetected ,In 
future we implemented the IDS system based on 
detect intrusions in the cloud computing using 
behavior- based approach and knowledge- based 
approach. 
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