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ABSTRACT

This report describes a complete Face Recognition Attendance System based on Al. With this
system, attendance will be taken automatically with the use of a camera and the latest
technologies in Deep Learning. Currently, the traditional ways of taking attendance are limited by
requiring large amounts of manual effort. The comprehensive Al-based Face Recognition
Attendance System will offer a single integrated solution that includes: (i) Registration of a
student's face, (ii) Capture of live attendance through a camera, (iii) Automatic marking of
attendance, (iv) Generation of attendance reports, and (v) Providing verification logs. The Face
Recognition Attendance System has a comprehensive architecture which consists of using
Convolutional Neural Networks (CNN) as the method of facial feature extraction and facial
recognition, while preventing duplicate entries and handling unknown faces. The technology
stack used for developing the Face Recognition Attendance System consists of React for the user
interface, Node.js for the API server, Python for the Deep Learning components, and MySQL for
database management. The implementation of the Face Recognition Attendance System uses a
number of common Python libraries, including: TensorFlow for training Deep Learning models,
OpenCV for detecting faces and performing image processing, and NumPy for performing
numerical calculations. The system can be divided into three main phases: (i) Detecting a face
using Haar Cascade Classifiers, (ii) Recognising a face using trained CNN models, and (iii) Logging
the recognition to a secure database with a time stamp. The results from the experiments
conducted at the school demonstrate an overall recognition accuracy of 94.2% when students
were attendance in a classroom setting. The results also indicate that the FBAS can effectively
manage errors such as unknown faces and duplicates through time locks. The research supports
the findings.

Keywords: Face Recognition, Attendance Automation, Convolutional Neural Network, Deep
Learning, Computer Vision, React, Node.js, Python, TensorFlow, OpenCV, MySQL.
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1. Introduction

Attendance tracking serves as a fundamental administrative function in academic institutions
worldwide, playing a crucial role in monitoring student participation, academic performance
evaluation, and institutional compliance requirements [1]. Conventional attendance systems have been
in use for many years using manual methods of recording students such as roll calls, paper sign-in
sheets, or checking in with a key fob or RFID card system. These systems have significant downside
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possibilities: they take considerable time to complete and are notoriously open to abuse (both from
academic dishonesty through proxy attendance by students) and errors due to human input when
creating and maintaining student attendance records.With advancements in artificial intelligence, and
more specifically in computer vision systems, there are more and more solutions available to automate
the manual/administrative tasks associated with student attendance tracking within educational
organizations.Facial recognition has been shown to provide potential solutions to automatically taking
student attendance in an unobtrusive manner, with potentially high levels of accuracy, and may allow
for a completely contactless attendance experience.

The recent introduction of deep learning architectures, such as Convolutional Neural Networks
(CNNSs), has allowed for substantial improvements to the accuracy and reliability of current real-world
facial recognition systems due to the continued evolution of CNNs, thus allowing for the safe and
effective deployment of facial recognition systems to support student attendance in many diverse
environments.This research is focused on designing an end-to-end facial recognition-based student
attendance system that incorporates many state-of-the-art capabilities into a single solution: student
enrollment, facial data registration, real-time video capture and processing, automated facial detection
and recognition, intelligent prevention of duplicate recognition, handling of unrecognizable students,
secure database management, and robust reports. The overall solution will also allow for automated
reporting capabilities.

1.1 Motivation

Automated face recognition attendance systems are being developed to solve several pressing issues
present in modern classroom settings. The traditional manual attendance process takes time away from
instruction. Traditional systems can take anywhere from 5-10 minutes in each class period for
attendance alone [11]. For institutions with hundreds of classes each day, this equals lost educational
time for students. Proxy attendance continues to be an issue with manual systems, where one student
can sign in for an absent classmate, compromising the accuracy of attendance and undermining
academic accountability [12][13]. The COVID-19 pandemic has demonstrated the need for attendance
solutions that minimize touchpoints and still maintain accurate records of who is present for
educational experiences [14]. Signature-based traditional attendance systems require students to share
pens and touch the same surface, which raises serious hygiene concerns in schools post-COVID-19.
The administrative burden of collecting, processing, and analyzing attendance records manually from
multiple classes is inefficient for both faculty and administrative staff and diverts resources away from
instructional time [15]. An automated attendance system will eliminate these issues and provide
additional benefits such as instant report generating, real-time analytics, and integration with existing
student information systems.

1.2 Research Objectives

This research pursues several interconnected objectives designed to create a comprehensive and
practical attendance automation solution. The primary objective involves developing a robust face
recognition system capable of accurately identifying enrolled students under realistic classroom
conditions, including variations in lighting, facial expressions, minor pose changes, and partial
occlusions such as eyeglasses [16]. The system must achieve recognition accuracy exceeding 90% to
be considered viable for production deployment in educational institutions [17].

Secondary objectives include implementing an intuitive student registration module with a responsive
React-based interface that captures multiple facial images under various conditions to improve model
training diversity, designing an efficient real-time processing pipeline using Node.js and Python that
handles video streams from classroom cameras with minimal latency, developing sophisticated
duplicate prevention mechanisms that prevent the same student from being marked present multiple
times within a single session [18], and creating comprehensive logging and reporting features that
provide instructors and administrators with actionable attendance analytics. The system must also
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incorporate security measures to protect biometric data stored in MySQL database and ensure
compliance with privacy regulations [19], while maintaining scalability to accommodate institutions of
varying sizes from small departments to large universities with thousands of students.

2. Literature Review

Over the last ten years, research into biometric attendance systems has produced several types of
systems using several biometric modalities like fingerprints, iris scanned, RFID tagged and facial
recognition [20][21]. In the first automated attendance systems, fingerprint recognition technology was
the dominant form of technology used to automate attendance due to its well-established reliability and
cost-effective implementations. However, problems arose around hygiene from touching the device
and the need to manage queues in a large classroom. Consequently, researchers explored contactless
alternatives. Facial recognition (FR) was found to be the most viable alternative to established methods
due to its non-intrusive way of capturing and the technology was already in place at many schools
(with an existing camera) [23]. Early FR techniques used traditional techniques using computer vision
based methods using Haar Cascade Classifiers to detect faces and eigenface based methods to identify
and recognize those faces. The Haar Cascade algorithm was introduced by Viola and Jones [24] who
developed methods for fast face detection using integral image processing and boosted cascade
classifiers. Although these methods performed well for basic detection of faces, their accuracy was
severely limited due to varying environmental conditions, face expressions and movement based
variations [25]. The use of deep learning, especially using CNN techniques, revolutionized the ability
to perform face recognition using many different deep neural networks with little or no accuracy
improvement in the same tasks previously performed by regular Artificial Neural Networks [26][27].
AlexNet was one of the earliest architectures used to achieve similar results to previous
algorithms.Many researchers have explored automated attendance systems that utilize facial
recognition technology. For example, Chintalapati and Raghunadh [32] developed an attendance
system that utilized traditional methods of determining face recognition to provide 85% accuracy.
Arsenovic et al. [33] implemented a deep learning-based system called FaceTime to provide 96%
accuracy within controlled environments. Joseph and Mathew [34] developed a system that
incorporated facial recognition with mobile applications for improved access to the systems. Overall,
estimates for facial recognition accuracy under controlled laboratory conditions vary widely from 85%
to 99% [35][36][37], but testing systems, when put into real-world use, often show practical accuracy
that is lower than expected due to issues such as light levels and positioning of cameras [38]. A
limitation of the work completed in existing literature is the lack of any complete systems that
integrate all necessary components from registration through reporting [39]. In most cases where a
published system has been developed, the system is focused solely on the recognition algorithm while
not including any of the necessary operational components that are needed, such as how to deal with
duplicates, how to handle unknown faces, how to provide a web-based user interface and how to create
a scalable database architecture. In addition, most published studies utilize small sample sizes (20 - 50
students) which may not adequately represent the diversity of faces and size challenges that are likely
to be encountered in a normal institutional deployment [40][41]. Recent advances in web-based
technologies have made it possible to develop attendance systems that are accessible and run on
different operating systems. The use of modern JavaScript frameworks such as React allow for the
creation of user interfaces that are responsive to user input, while Node.js provides back-end services
that can scale, and Python is often used to implement the machine learning algorithms required to
perform facial recognition.

3. Proposed System Architecture

The proposed Face Recognition Attendance System follows a three-tier architecture comprising the
presentation layer, application layer, and data layer [43]. The presentation layer utilizes React
framework to deliver a responsive, component-based user interface accessible through web browsers
on various devices. The application layer consists of a Node.js server managing HTTP requests,

Smart Innovations in Computer Science and Applications PAGE: 443


http://www.ijtsrd.com/

International Journal of Trend in Scientific Research and Development @ www.ijtsrd.com elSSN:2456-6470

routing, session management, and coordination with the Python-based recognition engine. The data
layer employs MySQL relational database for persistent storage of student records, attendance logs,
and system configurations. This modular architecture design ensures scalability, maintainability, and
clear separation of concerns between user interface, business logic, and data management [44].
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Fig: 1 Block Diagram of Face Recognition System
3.1 Frontend Architecture with React

The surface-level coding of this application makes use of the React framework in order to create an
interactive single page web application (SPA) that allows users to experience everything at once
without having to refresh or change pages (45). Utilizing the component-driven model of React allows
developers to write reusable user interface elements such as registration forms for students, live feeds
from cameras, attendance logs, and analytic dashboards. The front end of this project is designed as
functional components with React Hooks state management, allowing the application to render
efficiently and transfer data effectively HTMLS5 has defined a semantic way to structure the elements
of forms, as well as elements to show video streams coming from a camera, and to display tabular data
using tables. CSS3 has styled the application so that it employs as much of the responsive design
principles as possible for the best loading speed and screen size on desktop computers, tablets, and
mobile devices.

The frontend of the application has been designed to make RESTful API calls to access data from the
backend using either the Fetch API or Axios for doing asynchronous HTTP communication. To stream
live camera feeds, WebRTC or MediaStream API will be used to acquire video from the client's device
and send each frame to the server to be processed (46). The front end provides immediate validation of
all user inputs on registration by providing immediate feedback on the quality of the image as well as
which fields are required. The application state including what user is currently logged into the
application, what class session a user has selected, and the attendance records will all be saved by
utilizing the useState and useContext Hooks. The front end also provides users with feedback in a
visual way.

3.2 Backend Architecture with Node.js

The graphically focused server on the Node.js has an ability to process requests faster and at a much
higher rate as well as able to provide services to multiple users all at once (i.e., concurrent) due to its
usage of an event-driven model (47). The use of the Express.js Framework allows developers to
increase the functionality of their application via middleware functions which handle the parsing of
incoming requests and CORS issues, as well as implementing various security mechanisms and
managing errors. The application also exposes RESTful API endpoints for various tasks (e.g., student
registration, authentication, attendance marking, generating reports, etc.) and uses the proper HTTP
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methods (GET, POST, PUT, DELETE), which comply with RESTful standards, to return results in
JSON format.

In the form of an inter-process communication method (IPC), the Python based facial recognition
engine will interact with the Node.js server. When the front-end application uploads facial images or
video frame uploads to the Node.js server, the server will first receive the uploaded files and conduct
preliminary validation of these files, then call out to the Python program by executing the Python
program as a child process via child process execution or via making a REST API call to a separate
Python Flask microservice. The Python program, in addition to doing facial recognition through the
use of OpenCV (48), will also perform computationally intensive tasks such as facial feature extraction
from CNN models and comparing the extracted features of a face to determine the likeness between
two different photos of the same person. After the completion of these tasks, the Python program will
send the results back to the Node.js server, which will then update the MySQL database accordingly.

3.3 Python-Based Face Recognition Engine

The face recognition engine implemented in Python serves as the core intelligence component of the
system. The implementation utilizes TensorFlow framework for building and training the
Convolutional Neural Network model [50]. TensorFlow provides high-level APIs through Keras for
model definition, training, and inference, along with low-level operations for custom layers and
optimizations. The CNN architecture consists of multiple convolutional layers with ReLU activation
functions for feature extraction [51], max pooling layers for spatial dimension reduction, dropout
layers for regularization [52], and dense layers for classification. OpenCV (cv2) library handles all
image processing and computer vision operations including video frame capture from cameras, face
detection using Haar Cascade classifiers [24], image preprocessing transformations such as resizing
and normalization, and image quality assessment. The Haar Cascade face detection algorithm scans
images at multiple scales to locate facial regions, returning bounding box coordinates for each detected
face. Detected faces are cropped and preprocessed before being fed to the CNN model for recognition.

NumPy library provides fundamental array operations for numerical computations underlying the
machine learning pipeline [53]. All images are represented as NumPy arrays with shape (height, width,
channels), enabling efficient mathematical operations for preprocessing transformations. The trained
CNN model generates facial embeddings as NumPy arrays, which are compared using Euclidean
distance or cosine similarity metrics implemented through NumPy functions. The Python engine
exposes its functionality through a Flask microservice with REST endpoints that the Node.js server
invokes for face detection and recognition tasks.

3.4 Database Architecture with MySQL

In addition to storing details of each student, including the id, name, donation amount, method of
payment, and how long they have been a student, the Students table also includes an id for each record.
The database uses a normalized data model and uses different tables to hold the information for the six
entities identified above. For example, attendance will be recorded in the Attendance table which
contains columns for attendance id, student id (foreign key), class session id (foreign key), timestamp,
confidence score, and whether or not the student was verified. Since there are likely to be many
attendance events recorded in the system, indices were created on the attendance table to allow for fast
access to the attendance records. There is a separate table that describes each instance of a class and
contains information such as the course code, instructor, date, start time, end time, and location . Data
integrity has been maintained through the use of foreign key constraints. All transactions have atomic
capabilities, meaning that if you requested something like enrolling a student and storing the
information related to the student, those two requests would occur simultaneously. The MySQL server
is accessed by the Node.js backend using the mysql2 node.js driver.
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3.5 Student Registration Module

The student registration module provides the enrollment interface where administrators capture facial
biometric data for new students. The React-based registration form includes input fields for student
metadata and a video preview component displaying the live camera feed. When capturing facial
images, the system uses the MediaStream API to access the device camera and displays the feed in an
HTMLS5 video element. The operator clicks a capture button to take snapshots, which are converted
from video frames to image data using HTMLS5 Canvas API. The captured images are sent to the
Node.js backend, which forwards them to the Python recognition engine for face detection validation.
OpenCV's Haar Cascade classifier verifies that a face is present and properly positioned in each image
[24]. Only images passing quality checks are accepted and stored. The system captures multiple
images per student under varying conditions including different angles and expressions to improve
training data diversity [55]. Once sufficient images are collected, they are preprocessed and used to
train or update the CNN model. Student information and facial embeddings are stored in MySQL,
completing the enrollment process.

3.6 Live Attendance Capture Module

The live attendance capture module operates during class sessions to automatically identify and mark
present students. The React interface displays the camera feed with overlaid information showing
detected faces and recognized students. Video frames are captured at regular intervals and transmitted
to the backend for processing [46]. The Node.js server receives frames, invokes the Python recognition
engine, and processes the results. The Python engine applies OpenCV face detection to locate all faces
in the frame, extracts each face region, preprocesses the images, and feeds them through the trained
TensorFlow CNN model [50]. The model generates facial embeddings which are compared against
stored embeddings in the MySQL database using NumPy distance calculations. Matches exceeding the
similarity threshold are identified as recognized students [31]. Recognition results including student
IDs and confidence scores return to the Node.js server, which checks for duplicates by querying the
MySQL Attendance table for existing records within the current session. New attendance entries are
inserted into the database, and the React frontend updates in real-time to display newly marked
students.

3.7 Duplicate Prevention and Error Handling

The duplicate prevention mechanism prevents redundant attendance entries for students who remain
visible to the camera throughout the class session [18]. Before inserting new attendance records, the
Node.js server queries MySQL to check if the student already has an attendance entry for the current
class session within a configurable time window (typically 30-60 seconds). SQL queries with WHERE
clauses filter by student ID, session ID, and timestamp range to identify existing records. If a recent
entry exists, the new detection is logged separately without creating a duplicate attendance record.

Unknown face handling manages cases where detected faces do not match any enrolled student [56].
When the Python recognition engine returns similarity scores below the threshold for all students, the
face is classified as unknown. These instances are recorded in a separate VerificationLog table in
MySQL with the captured image and timestamp. Administrators can review unknown faces through
the React admin interface and either enroll legitimate students who were missed or investigate
unauthorized individuals. Error handling throughout the system includes try-catch blocks in both
Node.js and Python code, database transaction rollbacks on errors, and user-friendly error messages
displayed in the React interface.

3.8 Reporting and Analytics Dashboard

The reporting module provides instructors and administrators with comprehensive attendance analytics
through an interactive React-based dashboard. The dashboard retrieves data from MySQL through API
calls to the Node.js backend, which executes SQL queries for attendance summaries, student histories,
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and statistical analyses. React components display data using tables, charts, and graphs, with libraries
such as Chart.js or Recharts for visualization. Users can filter reports by date range, course, or student,
with the React interface updating dynamically based on selected filters.

The system generates various report types including daily attendance lists showing present and absent
students for specific sessions, individual student attendance percentages calculated across multiple
sessions, and trend analyses identifying attendance patterns [57]. Export functionality allows
downloading reports as CSV or Excel files through the Node.js backend, which queries MySQL,
formats the data, and generates downloadable files. The dashboard implements role-based access
control, with MySQL user permissions and Node.js middleware ensuring instructors see only their
course data while administrators access institution-wide reports.

4. Implementation Details
4.1 Complete Technology Stack

The system implementation utilizes a modern full-stack technology architecture carefully selected to
leverage the strengths of each component. The frontend layer employs React 18.x as the JavaScript
library for building the user interface, chosen for its component-based architecture, virtual DOM for
efficient rendering, and extensive ecosystem of supporting libraries [45]. HTMLS provides the
semantic structure for web pages, while CSS3 delivers styling capabilities including flexbox and grid
layouts for responsive design. JavaScript ES6+ syntax enables modern programming features
including arrow functions, async/await for asynchronous operations, and destructuring for cleaner
code. The backend application server runs on Node.js runtime environment version 16.x or higher,
providing an event-driven, non-blocking I/O model ideal for handling concurrent requests [47].
Express.js framework version 4.x structures the application with middleware for routing, request
parsing, and error handling. Additional Node.js packages include mysql2 for MySQL database
connectivity with promise support, jsonwebtoken for JWT-based authentication [49], berypt for
password hashing, multer for multipart form data handling during image uploads, and cors for Cross-
Origin Resource Sharing configuration enabling frontend-backend communication.

The Python environment version 3.8 or higher powers the machine learning and computer vision
components. Essential Python libraries include TensorFlow 2.x for deep learning model development
and training [50], providing both high-level Keras API and low-level operations for custom
implementations. OpenCV (cv2) version 4.x handles all computer vision operations including video
capture, image processing, and face detection [48]. NumPy version 1.x provides array operations and
numerical computations underlying the machine learning pipeline [53]. Flask version 2.x creates the
microservice exposing recognition functionality through REST API endpoints that the Node.js server
invokes. The database layer utilizes MySQL Community Server version 8.x, selected for its proven
reliability, ACID compliance, robust transaction support, and mature ecosystem [54]. MySQL
Workbench provides database administration and schema design capabilities. The development
environment includes Visual Studio Code as the integrated development environment, Git for version
control, npm for Node.js package management, and pip for Python package management. The system
is designed for deployment on Linux servers, though it can also run on Windows or macOS
environments for development purposes.

4.2 CNN Model Training with TensorFlow

The CNN model uses Keras API via TensorFlow for the high-level training process and model
definition [50]. The architecture or structure of the model can be defined using either the Sequential or
Functional API by stacking various layers such as Conv2D layers to extract features with a variety of
filter counts and kernel sizes, ReLU activation functions for introducing non-linearity [51],
MaxPooling2D layers to reduce spatial dimensions and Dropout layers to add regularisation at rates
ranging between 0.3 and 0.5 [52], Flatten layers to transform dimensions and Dense layers for
classification with the use of softmax activation on the final output layer, respectively. The training
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dataset will consist of facial images taken at the time of student enrolment and stored in a mySQL
database and will be retrieved using a Node.js API to use as the source for training purposes. The
images will be pre-processed using OpenCV and will be resized, converted to NumPy array format and
normalised to an interval of [0, 1].

The data has also been augmented by applying Transformations using TensorFlow’s
ImageDataGenerator class, such as rotating, shifting width and height, flipping/inputting horizontally
and changing brightness to augment the training dataset [55]. The model will be compiled using the
Categorical Cross-Entropy loss function for multi-class classification, the Adam optimiser with
adaptive learning rates [58], and the accuracy metric as the measure of model performance. The
training process will be performed using the fit method on a batch size of 32, with data being split into
80% and 20% training and validation datasets respectively. Training will also utilise early stopping
callbacks to monitor the validation loss in order to stop training directly after the validation
performance has plateaued.

5. Experimental Results and Performance Analysis

The system underwent comprehensive testing to evaluate recognition accuracy, processing
performance, and operational reliability. Testing was conducted using a dataset of 150 enrolled
students with approximately 20 facial images per student captured under varying conditions. The
dataset was split into 70% training, 15% validation, and 15% testing sets to ensure unbiased
performance evaluation [59]. All tests were performed on hardware consisting of Intel Core 17
processor, 16GB RAM, and NVIDIA GTX 1660 GPU for accelerated TensorFlow training and
inference.
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5.1 Recognition Accuracy Metrics

The trained CNN model achieved overall recognition accuracy of 94.2% on the test dataset,
demonstrating reliable identification performance. Precision measured 93.8%, indicating that when the
system predicted a student's identity, it was correct 93.8% of the time. Recall reached 94.5%, showing
the system successfully identified 94.5% of actual student instances. The F1-score of 94.1% provides a
balanced single metric combining precision and recall [60]. These metrics indicate the model
effectively balances false positive and false negative errors.

Under optimal conditions with frontal faces, good lighting, and neutral expressions, accuracy reached
97.5%. Performance degraded moderately under challenging conditions including dim lighting (89.3%
accuracy), significant facial expressions (91.8% accuracy), and head rotations beyond 30 degrees
(90.5% accuracy) [61]. The system demonstrated resilience to common appearance variations
including eyeglasses (93.2% accuracy), different hairstyles (92.7% accuracy), and minor facial hair
changes (91.9% accuracy). The ROC-AUC score of 0.96 indicates excellent discrimination capability
between enrolled students and unknown faces [62].

5.2 System Performance and Response Times

180ms per face is the average recognition latency from the time a frame of video is received until a
recognition result is delivered, which allows processing to occur in real-time. The recognition latency
makes up:OpenCV face detection (30ms), image processing (20ms), TensorFlow CNN inference
(100ms), NumPy similarity calculations (20ms), and database query and response (10ms). The Node.js
server successfully managed 50 concurrent requests/second during load testing while the Python Flask
service processed 10 recognition requests/second on the test hardware.

MySQL indexing allowed optimization of database query performance with a normal attendance
record query latency of under Sms. The average total round trip time from frame capture to attendance
confirmation via the React frontend was less than 250ms when network latency is included, which
gave users a responsive experience. The system was able to recognize and process several
simultaneous faces present in the camera’s field-of-view, typically recognizing up 5 concurrent faces
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in the camera’s field-of-view without significantly affecting the overall latency of the recognition
request for these faces. The memory utilization of the system remained stable at approximately 2GB
(for the Python process including the loaded TensorFlow model), and 5S00MB (for the Node.js server)
under normal operating conditions.

5.3 Duplicate Prevention and Error Handling Validation

The evaluation of duplicate prevention mechanisms validated the erasure of duplicate attendance
records [18]. The system was able to detect and prevent all 847 duplicate attendance attempts made
across two simulated class sessions, while issuing one unique attendance record per student. Data entry
into MySQL via student ID and timestamp proved the successful detection of existing records within a
60-second cooldown period. The system was able to differentiate between false re-detection and true
re-entry of a student who had exited class after 60 seconds.

Of the fifteen instances of unknown face handling documented during testing, twelve unknown faces
were students looking to register for the course and three were people attempting to participate without
authority to do so. The storage of the unknown face images and data in the VerificationLog table
allowed them to be reviewed by the administrator using the React application interface [56].
Successfully identifying errors and managing edge cases such as momentary camera outages, loss of
network connectivity between Node.js and Python microservices, database connection timeout, and
unsupported image format occurred with appropriate error messaging on the end-user interface and
detailed logging by backend systems.

6. Security and Privacy Considerations

Security measures protect sensitive biometric data and prevent unauthorized system access [19]. The
MySQL database implements encryption at rest for facial embeddings and student records using AES-
256 encryption. Database connections from Node.js utilize SSL/TLS encryption to protect data in
transit. User authentication employs berypt password hashing with salt rounds of 10, ensuring secure
credential storage. JWT tokens with 24-hour expiration provide stateless authentication [49], with the
Node.js server validating signatures on each request.

Role-based access control implemented in both Node.js middleware and MySQL permissions ensures
instructors access only their course data while administrators obtain institution-wide visibility. The
React frontend implements HTTPS-only communication enforced through Content Security Policy
headers. Input validation on both frontend and backend prevents SQL injection attacks, with the
mysql2 library using prepared statements for all database queries. Rate limiting middleware in
Express.js prevents brute force authentication attempts and denial-of-service attacks [64].

Privacy protection measures include storing only facial embeddings rather than complete images in the
primary attendance database, with original enrollment photos maintained in restricted storage
accessible only to authorized administrators. The system implements data retention policies
automatically deleting outdated records according to institutional guidelines [65]. Students receive
clear notification during enrollment regarding data collection purposes, retention periods, and their
rights to access or request deletion of their biometric data. All system operations are logged in audit
tables within MySQL, enabling security event investigation and compliance verification.

7. Conclusion

A comprehensive student attendance monitoring system based on face recognition is introducing deep
learning and modern web technologies into an automated solution for monitoring student attendance.
This system is a complete solution to many limitations of traditional methods of tracking student
attendance. Through a single, integrated system, the solution includes student registration via a React
frontend; real-time attendance monitoring via the coordination of the Node.js back-end; face
recognition via TensorFlow-based convolutional neural network processing; OpenCV image
processing, and reliable storage and retrieval of attendance data via MySQL. The system has a three-
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tier architecture that allows the separation of the React frontend, Node.js back-end, and Python-based
face recognition engine, providing the potential for scalability, maintainability, and efficiency in the
use of resources.

The experimental results of testing the effectiveness of the system indicate that 94.2% of identified
faces within the classroom matched with the student's previously enrolled photo. There was effective
duplicate removal from the list of registered faces, effective handling of unidentified persons within
the classroom, and an average performance time of 180 milliseconds between the initiation of a request
from the student's face recognition to the time of displaying a result back to the student. The potential
benefits to the educational institution for using this system include time saving, elimination of proxy
attendance, improvements in the efficiency of administrative processes, and a system suitable for
contactless operation in today's educational institutions. Biometric data will be securely stored and
accessed through MySQL data encryption, use of JSON web tokens for authentication, and
implementation of role-based access to records.

This research provided evidence that by integrating web development frameworks like React and
Node.js with machine-learning algorithm libraries (such as TensorFlow and OpenCV), practical
working solutions exist for use in automating the administration of educational institutions. The
modular architecture of the system is designed to allow future enhancements to include liveness
detection, cloud computing, and/or mobile applications. This research will contribute to the continuing
evolution of automation technology in attendance tracking systems.
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