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Abstract

Social media platforms, which allow users to interact
globally, share information, and express ideas in real time,
have become essential to modern communication. However,
the rapid growth of these platforms has raised serious
concerns regarding data privacy and user information
security [1]. Social media applications collect large amounts
of personal data, such as location, browsing habits,
preferences, and social interactions. These data are often
used for targeted advertising, analytics, and third-party
sharing, which increases the risk of unauthorized access,
data breaches, identity theft, and misuse of personal
information [2]. This study focuses on the major data privacy
issues faced by social media platforms, including weak
privacy settings, improper handling of personal data,
frequent data breaches, and lack of transparency in privacy
policies. These issues can negatively affect users by
increasing the chances of online fraud, identity theft, and loss
of control over personal information [3]. This study also
examines existing data protection laws and highlights the
importance of stronger security measures and @ user
awareness to reduce privacy risks. The study concludes that
improved privacy policies, better data protection techniques,
and responsible user behavior are necessary to ensure the
safer and more secure use of social media platforms. [4]
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1. INTRODUCTION

These days, social media plays a big role in our everyday
lives. Facebook, Instagram, Twitter, WhatsApp, LinkedIn,
and other platforms are used by individuals today for
communication, information sharing, and expression. Within
seconds, individuals can connect with people around the
globe thanks to these sites. The way individuals interactand
communicate has been totally transformed by social media
asaresult.[5]. Social media's explosive expansion has altered
how people, companies, and governments engage with the
public. Social media presents significant privacy and data

security issues, even while it provides advantages, including
simple information sharing, entertainment, and networking
opportunities. The quantity of personal data created online
keeps growing dramatically as more individuals rely on
these services.[6]

Data privacy is the safeguarding of sensitive and private
information from exposure, misuse, and illegal access.
Considering that social media sites gather enormous
volumes of personally identifiable information every day,
data privacy has emerged as a crucial concern. Names and
pictures, contact information, location information, surfing
history, and preferences for users are examples of personal
information that falls under this category. To enhance
services, customize content, and provide specific marketing,
the majority of social media services gather user data. These
actions raise privacy issues even as they improve customer
service and help companies make money. Many people don't
fully understand how their data is gathered, saved, and
shared with other organizations.[7]

The opaqueness of internet confidentiality agreements is one
of the main privacy issues. These rules are frequently long,
intricate, and challenging for consumers to comprehend.
Users thus unwittingly consent to data-sharing activities that
could jeopardize personal information safety and privacy.
Third-party sharing of data is another major issue. Social
media sites frequently give advertising, app developers,and
outside businesses permission to use user data. There are
instances where this data sharing takes place without
explicit user authorization, which can result in the misuse of
personal data and the loss of the user's control over their
personal data. According to studies on internet privacy,
confidentiality guidelines are frequently written in technical
legal terminology, which makes it hard for average users to
understand. According to studies, because of their length as
well as technical language, most consumers do not read full
seclusion agreements. The ambiguous terms in this
paperwork may make it impossible for users to completely
understand exactly how their personal data is collected,
processed, kept, and shared, even if they are making an
effort to read them. A lack of balance in influence between
system providers and users results from this lack of
transparency [8].
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Figure 1: - Digital Identity Theft and Unauthorized Data Access Scenario

2. Literature Review

Modern people's use of social networks has increased considerably, and sites like Facebook, Instagram, and Twitter are now an
important component of everyday life. Despite being highly involved on these sites, teens frequently don't fully comprehend
the hazards to their data privacy, according to a number of studies. According to research, people carelessly share private data
on the internet since they value convenience and social engagement more than safeguarding their confidentiality. According to
user behaviors studies, alarge number of social media viewers are ignorant of the extent to which networks gather private data
about them. Location, browsing preferences, hobbies, and social connections are just a few of the data that are constantly
monitored and saved. Users seldom read or comprehend privacy regulations, according to investigators, which can result in
unintentional authorization for excessive data gathering and sharing practices [9].

There is an important knowledge mismatch about internet privacy, according to research on academics and teenagers. Without
considering the long-term effects of their acts, college students generally post private photographs, ideas and GPS coordinates.
According to these studies, future generations engage in unsafe online conduct due to receiving inadequate guidance on privacy
on the internet. Numerous scholars have investigated the connection between digital platforms for self-disclosure and issues
with privacy. Results show that individuals continue to freely give sensitive data irrespective of whether they voice privacy
concerns. This paradox demonstrates that awareness is insufficient on its own; consumers frequently undervalue risks or think
that privacy issues won't directly impact them [10].

Studies on cyber reveal that the lack of personal information knowledge makes one more susceptible to online attacks. Social
media users are prime targets for hackers due to weak passwords, phishing scams, and ignorance about security. Researchers
contend thatincidents of unauthorized access and privacy breaches are largely caused by users' poor cybersecurity habits. The
severe repercussions of inadequate security for information are illustrated by security breach events documented in the
literature. Research demonstrates how identity theft, internet fraud, and financial loss can result from compromised personal
data. These instances raise public concerns about the safety of information and erode user trust in online networking sites. A
number of research efforts further emphasise that one of the biggest causes of problems with cybersecurity is still human
mistake. Research shows that human carelessness, such as using the same passwords, not updating software, and clicking on
dubious links, leaves private data accessible to improper use even when powerful technical protections are put in place.
Because social engineering attacks make use of human weaknesses compared to physical weaknesses, researchers point out
that knowledge and behavioural modification are essential elements of cybersecurity tactics [11].

The importance of third-party data sharing is a topic of another significant field of study. According to researchers, social media
companies frequently give advertising along with outside organizations permission to access data about users. Users frequently
lose control over their private information as a result of unclear details about how their data is used. A prominent example of
data fraud that gets a lot of attention in the academic community is the Cambridge Analytica case. Research examining this case
explains how, without user knowledge, personal data was misused to influence politics. The risks of inappropriate data
processing by social media businesses were brought to the attention of the world by this incident [12].

3. Research Methodology

3.1. Research Design

Across aims to investigate data privacy concerns on social media platforms and understand how customers act about the
exchange of sensitive data; this study uses a mixed descriptive and analytical research design. When users interact on online
platforms, a descriptive approach aids in determining the type of concerns about privacy they have, their self-disclosure
patterns, and their logical decision-making processes. Analyzing how system policies, legal frameworks, and issues with privacy

ID: [JTSRD101458 | Recent Advances in Computer Applications and Information Technology Page 588



International Journal of Trend in Scientific Research and Development (IJTSRD) @ www.ijtsrd.com eISSN: 2456-6470

affect online behavior is the main goal of the analytical dimension. The purpose of this research is to investigate user mindset,
data processing transparency, and the efficacy of privacy laws like the GDPR [13].

It investigates what techniques are utilized by social media organization’s for collecting, handling, and using private data,
including tools for monitoring and personalized advertisements. Finally, the research design incorporates psychology in
technological contexts and its concept of rational privacy selection. To collect data from several groups of users at a specific
momentin time, a cross-sectional approach is used. When assessing security hazards, the framework takes into account both
computational and legal viewpoints. It also looks at how customer confidence is affected by well-known privacy scandals like
that of the Cambridge Analytica case. The study guarantees a thorough assessment of privacy issues by fusing theoretical
underpinnings with practical analysis. Without adjusting any of the included variables, the scheme provides independent
assessment. All things considered, this research methodology offers an organized and methodical way to examine data privacy
threats in digital environment [14].

3.2. Data Collection Methods

To protect the breadth and validity of all conclusions, the research incorporates primary as well as secondary data collection
techniques. Organized surveys are utilized to collect primary data from active social media users, like food college pupils as
well as employed individuals. The survey gauges user fear, safety protocols, private awareness, and self-control. The purpose of
the questions is to gauge users' perceptions of privacy policies and if they modify platform security settings. Selected
interviews are also done to learn about specific user experiences with privacy violations and surveillance issues. Peer-reviewed
journal papers, systematic literature reviews, legal studies, and cybersecurity research reports listed in the reference list are
the sources of secondary data. The analysis of studies on adversary protection strategies, GPS confidentiality concerns, robotic
PII capture, and methods for cybersecurity strengthens the theoretical framework [15].

The legal documents and analysis of GDPR deployment and privacy law changes are also discussed. Reports on the FTC
surveillance techniques and children's data probes provide practical instances of regulatory problems. The triangulation is
ensured by combining survey replies with scholarly literature. Data gathering follows ethical criteria to protect the
confidentiality of participants. This mixed-methods strategy enhances the legitimacy and scholarship of the study findings [16].

3.3. Data analysis Techniques

To ensure a full interpretation, what has been collected is examined utilizing a mix of qualitative and quantitative methods.
Statistical tools including frequencies, mean scores, and percentile analysis are used to process the quantitative responses.
Disparities in private behavior by age, gender, and educational attainment are examined using comparative analysis. To
comprehend the relative significance of privacy security elements in user decision-making, the AHP (Analytical Hierarchy
Model) is consulted. Thematic analysis is used to examine qualitative findings from interviews and flexible responses in order
to find recurrent issues, including inadequate use of multi-usage, insecure password habits, and a general absence of openness
[17].

Real-world privacy incidents and their regulatory effects are interpreted through case study analysis. The impact of legal
frameworks as GDPR on service liability and how customers view it is assessed. Platforms' privacy declarations and
transparent policies are examined through policy analysis. The results compare with earlier studies examining internet
communities' opinions about privacy and self-disclosure. The analysis prevents result tampering and guarantees objectivity.
The research generates fair and significant conclusions regarding privacy risks in social network ecosystems through merging
statistical results with behavioral and legal insights [18].

3.4. Limitation of the study

The study's limitations, despite its careful planning, are as follows: its sample size is small and may not be representative of the
world's social media users; it focuses only on a few platforms and may not cover emerging digital networks; responses are
based on self-reported data, which can sometimes reflect opinions rather than actual actions; rapid technological
advancements, Al integration, and changing privacy regulations may affect the findings' long-term relevance; a few participants
may be hesitant to disclose negative experiences related to surveillance or data breaches; itlacks advanced antivirus modelling
or technical access testing; cultural or regional differences in privacy perceptions are not thoroughly examined; secondary data
reliability primarily depends on the caliber of the studies cited [18].

States differ in their approach to executing legal frameworks like GDPR. Alongside survey-based research, real-world incidents
such as the controversy surrounding Cambridge Analytica show how complicated privacy abuses may be. Wider worldwide
analyses are limited by time and budget limits. Notwithstanding these drawbacks, the study offers insightful information about
the technological, legal, and behavioral aspects of social media privacy threats. By using artificial intelligence (Al) privacy
evaluation techniques and persistent investigations, future research can broaden its focus [19].
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Figure 3: - Simulation of Data Breach Due to Poor Privacy Practices

5. Conclusion

The study also finds that procedures for cybersecurity and
awareness among consumers are essential for reducing
privacy threats. Data breaches are less likely to happen for
those who possess knowledge of privacy preferences,
encryption of passwords, and multi-factor authentication,
according to studies. However, because privacy rules are
complex and time-consuming, many users disregard them,
which results in ignorant consent. Systematic reviews
demonstrate that consumer confidence can be substantially
grown by improving privacy communication and being
upfront in data handling. The results also show that
automated solutions that can identify personally identifiable
data, or PII, can help users become more conscious before
disclosing sensitive information. Additional levels of
defenses from abuse are offered by technological solutions
like localization safeguarding mechanisms and aggressive
security models [21].

Even so, technology alone won't solve privacy concerns in
the absence of business ethics and legal compliance.
Regulatory agencies' reports show that social media
companies need to answer for their unethical monitoring
methods. Therefore, to lower privacy hazards on social
media websites, a mix of information for users, strong
security frameworks, and successful authorities is required
[22]

The study's final decision is that future advancements in
online communication privacy should focus on striking a
balance between inventiveness and moral obligation.
Applying encryption-by-design guidelines would help
communication businesses make sure that user data is
acquired in a minimal, transparent, and consent-based
manner. In order to handle emerging problems like Al
spying, securing children's info, and international data flows,
regulatory structures should keep developing. To guarantee

ID: ]JTSRD101458 | Recent Advances in Computer Applications and Information Technology

Page 590



International Journal of Trend in Scientific Research and Development (IJTSRD) @ www.ijtsrd.com eISSN: 2456-6470

adherence to standards of privacy, states and oversight
organizations need to bolster the oversight systems. People
must also be proactive in safeguarding online identities by
updating confidentiality settings and using secure online
conduct. In helping in the creation of policies, academic
research should keep examining privacy sentiment analysis
and behavioral trends. Investigations conducted in everyday
life regarding improper use of kids' data and commercial
tactics to target show how urgently stronger safeguards are
needed [23]

In the end, working together involving users, platform
providers, government officials, and experts in cybersecurity
must happen to protect privacy on social media. Only when
privacy is viewed as a basic right rather than an optional
feature will a healthy digital ecology be realized.
Consequently, in order to guarantee a safe and reliable social
networking site environment for future generations, it is
necessary that all stakeholders accept joint responsibility.
Furthermore, constant progress with regard to security or
policies is necessary for longevity privacy protection. To
lower the risk caused by artificially intelligent systems,
social networking firms should make expenditures in ethical
Alimplementation, clear oversight of data mechanisms, and
frequent third-party security assessments. Digital literacy
must be emphasized in educational institutions in addition
to public awareness campaigns so that users can identify
phishing attacks, comprehend security settings, and make
informed consent decisions. To control cross-border data
flows and guarantee uniform enforcement of privacy norms,
governments must also work together internationally.
Future studies should investigate the combination of real-
time authorisation management software, Al intelligence-
powered detection of risk systems, and dynamic privacy
dashboards that let consumers keep an eye on how their
data is being used. Protecting vulnerable populations,
particularly children and teenagers, who are more
susceptible to manipulative websites and observation, must
additionally be a top priority. Recovering confidence in the
public is going to be greatly aided by bolstering
accountability mechanisms, enhancing transparency in
computational processing, and fostering moral business
practices [24].

In the digital age, ethical responsibility in marketing that is
data-driven is growing in significance. Large volumes of
personally identifiable information are being captured by
businesses in order to anticipate preferences, study
consumer behaviour, and create focused advertising
campaigns. The above techniques increase personalisation
and company effectiveness, but they also present significant
ethical issues. Corruption and a loss of trust can result from
improper utilisation of private information, the absence of
informed approval, and opaque data processing practices.
The extent to which personal data is tracked, stored, utilised,
and marketed is not widely known to customers.
Consequently, companies need to implement high levels of
ethics in their daily activities and go beyond simple
adherence to law. Ethical marketing requires responsible
algorithmic decision-making, transparent data collecting,
and clear privacy policies. Organisations must setup internal
systems of governance to keep watch on data usage and
guarantee fairness. Preventing discriminatory results that
might occur from biased algorithms is another aspect of
ethical responsibility. Organisations may create enduring

trust and long-term growth in the marketplace online by
putting consumer liberties and societal effect first. [25]

Preventing those who are at risk, particularly young kids,
from potential risks posed by Al and internet marketplaces
is a further critical problem in the digital ecosystem.
Youngsters frequently use digital devices without fully
comprehending the collection and analysis of personal data.
Because of this, they are especially susceptible to private
intrusions, targeted advertising, and profiles. If adequate
safety measures don't exist in place, algorithms used in
communities, hobbies, and education may unwittingly
expose kids to misuse. A rights-based strategy that
incorporates privacy, safety, and wellbeing into the
construction of systems from the start will be required when
safeguarding juvenile data. Age-specific permission systems,
stringent content and ad monitoring, and data management
are all essential. Technological companies, governments, and
schools must work together to make sure that digital
creativity doesn't compromise child welfare. [26]
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