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Abstract
The rapid proliferation of social media platforms has
drastically transformed global communication,

democratizing the sharing of information. However, this
significant digital expansion has catalyzed an alarming rise
in cyberbullying, hate speech, and toxic discourse.
Traditional manual moderation is no longer viable given the
sheer volume, velocity, and linguistic complexity of user-
generated data. Furthermore, the modern digital landscape
of 2026 is increasingly characterized by code-mixed
languages (such as Hinglish) and sophisticated obfuscation
techniques, which theoretically mimic the complexity of
LLM- generated toxicity, easily evading standard keyword-
based filters. This research presents the comprehensive
design, mathematical formulation, and implementation of an
advanced Al- based content moderation system tailored for
automated detection of hate speech and toxic language. The
study evaluates traditional machine learning algorithms
alongside modern multilingual baselines, such as IndicBERT,
against a novel hybrid DistilBERT-BiLSTM architecture. To
address the extreme class imbalance inherent in real-world
toxic comment datasets without corrupting discrete text
features, Class-Weighted Binary Cross-Entropy is applied.
The system’s performance is evaluated using advanced
metrics including Accuracy, F1-score, Matthews Correlation
Coefficient (MCC), and inference latency. Experimental
results across multiple random seeds demonstrate that the
proposed hybrid architecture achieves a mean MCC score of
0.904 + 0.003 and an F1-score of 0.913 + 0.002, with an
inference latency of 49.5 milliseconds, making it highly
suitable  for  real-time enterprise  deployment.
Comprehensive ablation studies and hyperparameter
optimizations  validate the architectural choices.
Additionally, integrating Explainable Al via SHAP enables
interpretable decision-making by identifying the specific
linguistic tokens responsible for toxicity predictions. The
research contributes a scalable, transparent, and high-
performance Al moderation framework that promotes safer
digital ecosystems while preserving freedom of expression
and adhering to India's stringent digital governance
frameworks.
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Speech Detection, Toxic Language Detection, Natural
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1. Introduction

In the contemporary digital era, social media platforms have
revolutionized human interaction, fostering connectivity
across geographical, cultural, and linguistic boundaries.
Platforms such as Facebook, X (formerly Twitter), Instagram,
WhatsApp, and emerging regional decentralized networks
have become the primary conduits for public discourse,
political campaigning, and social activism. While these
platforms provide immense socio-economic benefits, they
simultaneously serve as unregulated breeding grounds for
malicious behaviors, including hate speech, cyber
harassment, radicalization, and toxic communication.

1.1. The Evolution of Cyber-Toxicity and Moderation
Challenges in 2026

Traditional moderation systems rely heavily on human
moderators who manually review reported content.
However, the exponential growth of user-generated content
makes manual moderation mathematically and logistically
impossible. Billions of text-based interactions are generated
daily. Continuous exposure to disturbing, violent, or abusive
content causes severe psychological trauma to human
moderators, often resulting in severe cognitive fatigue,
burnout, and Post-Traumatic Stress Disorder (PTSD).
Consequently, Artificial Intelligence (AI) and Natural
Language Processing (NLP) have become indispensable tools
for scalable automated moderation.

Early algorithmic systems relied on simple keyword filtering
techniques (e.g., blacklisting profanity). However, malicious
users rapidly evolved to bypass such systems through
spelling manipulations, sarcasm, and coded language.
Furthermore, the advent of sophisticated Generative Al in
recent years has introduced a new threat paradigm: highly
articulate, grammatically flawless, yet psychologically
manipulative text generated by rogue Large Language
Models (LLMs). Modern moderation systems, therefore,
require a profound semantic understanding oflanguage that
theoretically extends to handling sophisticated Al-
obfuscated text beyond literal definitions.

1.2.The Linguistic
Subcontinent
Countries like India present a unique and highly complex
challenge for NLP models due to immense linguistic diversity
and the widespread use of code-mixed languages. "Hinglish,"
where users seamlessly intertwine Hindi vocabulary with
English grammar and Latin scripts, constitutes a vast
majority of the subcontinent's digital communication.
Furthermore, regional socio-political nuances and localized
slurs require deep contextual awareness. A standard
monolingual model trained on Western English corpora fails

Complexity of the Indian
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dramatically when parsing an offensive Hinglish sentence.
This research explicitly addresses these regional linguistic
challenges by designing an Al-driven moderation
architecture equipped with multilingual sub- word
tokenization and contextual embeddings capable of parsing
non-standard phonetic dialects.

1.3. Motivation

The primary motivation of this research is to architect an
automated moderation system that precisely balances
platform safety with the democratic right to freedom of
speech. Overly aggressive moderation algorithms suppress
legitimate discussion and silence marginalized groups whose
vernacular may be incorrectly classified as "toxic."
Conversely, weak moderation systems allow harassment to
flourish, alienating vulnerable user bases. An effective
system must therefore accurately detect obfuscated toxic
content, aggressively minimize false positives, support code-
mixed text, and provide mathematically interpretable,
transparent decisions that align with global digital policies
and localized digital laws.

1.4. Contributions
The major contributions of this research are multi-
dimensional:

1. Architectural Innovation: Comprehensive design and
mathematical formulation of a novel hybrid DistilBERT-
BiLSTM architecture that leverages both self-attention
and recurrent memory.

2. Data Pipeline Optimization: Development of a robust
preprocessing pipeline specifically tailored for noisy,
code-mixed social media text, including emoji-to-text
semantic translation.

3. Imbalance Rectification: Application of Class-Weighted
Binary Cross-Entropy to mathematically correct severe
dataset skewness, replacing fundamentally flawed
discrete oversampling methods.

4. Explainability: Integration of Explainable AI (XAI)
using SHAP values to eliminate black-box decision-
making and foster human trust.

5. Ablation and Evaluation: Comprehensive ablation
studies and performance evaluations using advanced,
imbalance-aware metrics including the Matthews
Correlation Coefficient (MCC), statistical significance
across multiple seeds, and real- time inference latency.

2. Related Work and Literature Review

Automated hate speech detection has evolved significantly
over the past decade. The trajectory of this evolution can be
classified into distinct academic eras, culminating in the
complex neural architectures of the present day.

2.1.Lexicon-Based and Rule-Based Systems

The earliest attempts at content moderation relied on static
dictionaries of offensive words. Researchers pioneered some
of the earliest models identifying offensive language using
predefined lexicons. While computationally inexpensive and
operating with near-zero latency, these rule-based systems
exhibited critical flaws. They failed completely in the
presence of sarcasm, context-dependent slurs, and
deliberate obfuscation. Furthermore, they generated massive
false-positive rates when profanity was used in a colloquial,
non-abusive context.

2.2.Traditional Machine Learning Approaches

To overcome the rigidness of lexicons, researchers
transitioned to statistical Machine Learning. Seminal studies
constructed foundational hate speech datasets that
separated hate speech from merely offensive language. They
applied Naive Bayes, Support Vector Machines (SVM), and
Logistic Regression utilizing Bag-of-Words (BoW) and N-
gram features. Similarly, TF-IDF (Term Frequency-Inverse
Document Frequency) became the standard for vectorizing
text. While these models achieved reasonable baseline
accuracy, they fundamentally lacked an understanding of
word order and sequential context.

2.3.Deep Learning and Sequential Neural Networks
The paradigm shifted with the introduction of Deep
Learning. Recurrent Neural Networks (RNNs), particularly
Long Short-Term Memory (LSTM) and Gated Recurrent Unit
(GRU) networks, were widely adopted because they capture
long-term dependencies within text sequences. Studies
demonstrated that coupling Convolutional Neural Networks
(CNNSs) and LSTMs with pre-trained GloVe (Global Vectors
for Word Representation) embeddings significantly
outperformed traditional ML. LSTMs effectively memorized
the sequence of words, resolving the contextual failures of
TF-IDF. However, LSTMs suffered from processing
bottlenecks, limiting parallel computing efficiency.

2.4. Transformer Architectures and Large Language
Models (LLMs)

The true breakthrough in modern NLP occurred with the
introduction of the Transformer architecture. Transformer-
based models, such as Google’s BERT (Bidirectional Encoder
Representations from Transformers), process entire
sentences simultaneously using multi-head self-attention
mechanisms. BERT generates deeply contextualized
embeddings that adapt dynamically to sentence structure.
DistilBERT, a distilled version of BERT, retains 97% of the
original model's understanding while being 60% faster and
lighter. To address code-mixed demographics specifically,
multilingual baselines like XLM-RoBERTa and IndicBERT
have emerged as robust modern standards. Comparing a
novel architecture against these modern multilingual
transformers is essential to validate performance gains over
traditional strawman baselines.

2.5. Code-Mixed Text and Explainable Al

Research addressing the Indian demographic specifically has
highlighted the inadequacies of monolingual models.
Identifying toxic Hinglish requires localized sub-word
tokenization strategies. Concurrently, researchers have
emphasized the critical importance of Explainable Al (XAI).
Using game-theoretic approaches like SHAP (SHapley
Additive exPlanations), researchers can ensure compliance
with modern digital governance laws, demanding
transparency in algorithmic censorship.

3. Proposed Methodology

3.1. Complete System Architecture

The architecture of the proposed Al-based content
moderation system follows a highly modular pipeline
designed for enterprise scalability, computational efficiency,
and legal interpretability. The framework consists of six
major layers:

» Datalngestion Layer: Captures streaming user data via
REST APIs.
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» Preprocessing Layer: Cleanses text, normalizes > Explainability Layer: Calculates SHAP values for
regional dialects, and translates visual semantics accountability.
emojis). - .
( jis) » Decision and Action Layer: Routes the output to
» Feature Representation Layer: Converts text into automated ban-lists or human review queues based on
dense vector spaces using multilingual models. confidence thresholds.
> Deep Learning Classification Engine: The core

DistilBERT-BiLSTM hybrid model.

Preprocessing Layer
(Noise Removal, Emoji Translation)

:

Feature Representation
(DistilBERT Tokenizer)

v

Deep Learning Engine

DistilBERT BiLSTM
(Self-Attention) (Sequential Memory)

:

Dense Classification Layer

.

Explainability (SHAP Values)

Action Layer

Automated Ban Human Review Publish

Fig. 1. High-Level System Architecture Block Diagram of the Proposed Hybrid Model

3.2.Advanced Data Preprocessing Pipeline

>

Social media text inherently contains massive amounts of digital noise. To prepare this unstructured data for neural
network ingestion without degrading the semantic integrity of the message, a multi-stage preprocessing pipeline is
executed.

Noise Removal: Regular expressions (RegEx) strip HTML tags, hyperlinks, special characters, and system-generated
artifacts. User mentions are generalized to a standard token to prevent the model from learning specific targeting biases.

Emoji Semantics Translation: Emojis frequently carry the primary emotional payload of a comment. Lexicon libraries
translate emojis into standardized text strings (e.g., an angry emoji becomes "face_with_symbols_on_mouth"), allowing the
NLP model to process visual emotion mathematically.

Tokenization and Stop-word Removal: Sentences are divided into individual word tokens. Standard stop-words ("is", "the",

"and") are removed; however, negation words ("not", "never") are strictly preserved.

Lemmatization: Complex, conjugated words are reduced to their base dictionary forms (lemmas) using WordNet
Lemmatization.
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Fig. 2. Comparison of raw code-mixed user input versus tokenized output after the preprocessing pipeline.
3.3. Handling Class Imbalance using Class-Weighted Loss

Toxicity datasets are notoriously skewed. In our integrated dataset of 194,000 comments, approximately 90% (174,600) of
comments are benign, while only 10% (19,400) are toxic. Training a model on such skewed data induces a statistical bias: the
network achieves 90% accuracy simply by predicting "Safe" every time, completely failing its primary objective.

While techniques like the Synthetic Minority Oversampling Technique (SMOTE) are popular in tabular data, applying SMOTE to
discrete text representations or dense embeddings is fundamentally mathematically unsound. Interpolating between text
embeddings creates unnatural, synthetic features that do not map to actual human linguistics.

To mathematically rectify this dataset skewness without inducing data leakage or feature corruption, a Class-Weighted Binary
Cross-Entropy loss function is utilized, formulated as:

1
L = — 5 X [Wros * yilog (1) + Wreg * (1 — y1) log (1 — 9]
i=1

By assigning a proportionally higher penalty weight (wpos) to misclassifications of the minority (Toxic) class, the network is
forced to prioritize toxic feature extraction, natively balancing the learning process during gradient descent.

3.4.Hybrid DistilBERT-BiLSTM Architecture and Mathematical Formulation

The proposed architecture represents a novel fusion of Transformer self-attention and Recurrent sequential memory.
Transformer Contextual Embeddings (DistilBERT):

Each input sentence is tokenized using WordPiece tokenization. The sequence =

{x1, x2, ..., xn} is passed into DistilBERT. The model applies Multi-Head Self-Attention, formulated as:
QKT

Attentio(Q, K, V) = softmax ( —)V

Vdk

Where Q, K, and V represent the Query, Key, and Value matrices, and d« is the scaling factor. DistilBERT maps the tokens into a
contextual hidden state matrix Hperr.

BILSTM Sequential Computation:

While DistilBERT excels at understanding relationships between distant words, recurrent networks are structurally superior at
capturing the grammatical flow and immediate sequential logic of human typing. The Hpzrr embeddings are fed sequentially
into a Bidirectional LSTM layer. The LSTM operates using distinct gates (Input i, Forget f+, and Output o:):

fe=(Wrs - [he-1, xt] + by)

it=(Wi- [he-1, x¢] + bi)

Ce=ft© Ce-1+ ic O tanh (W - [he-1, xt] + be)

0t = (Wo « [he-1, x¢] + bo) ht = ot © tanh (Ct)

The forward LSTM processes tokens left-to-right to produce k™=, while the backward LSTM

processes right-to-left to produce A", The final contextual state is the concatenation of both:
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Hfinal = h._)_’ @ h.(_)
Dense Classification Layer:

The concatenated representation passes through Dropoutlayers to prevent overfitting, before entering a fully connected dense
layer. The final toxicity probability P is calculated using a sigmoid activation function:

(y=11x)=0(W -Hfinal + b)

If P 2 0.5, the text is flagged as Toxic (Note: this 0.5 threshold is utilized as the baseline for evaluating statistical binary metrics,
while real-world deployment utilizes nuanced confidence bands discussed in Section 5). The model is optimized using Class-
Weighted Binary Cross- Entropy Loss combined with the AdamW optimizer to handle weight decay efficiently.

3.5.Explainable AI with SHAP

The black-box nature of deep neural networks is a major hurdle in enterprise and legal adoption. Explainability is critical to
proving that an algorithm is not censoring speech based on racial, political, or demographic biases.

SHAP (SHapley Additive exPlanations) is grounded in cooperative game theory. It calculates the marginal contribution of each
word to the model's final prediction by evaluating all possible combinations of words in the sentence. The Shapley value ¢: for a
word i is defined as:

[STHINT-IST-1)!

= > T [(S U {ih) — ()]

senyi}

where N is the total set of words, S is a subset of words, and v(S) is the model's prediction for that subset. Words that push the
prediction toward "Toxic" are assigned positive Shapley values and highlighted in red on the moderator's dashboard, while
words pushing toward "Safe" are assigned negative values and highlighted in blue.

[wser] you are such a (@losar face_with_symbols_on_mauth tmihari himimat kaisa hui
e e s =ty - = afcw
0.05 0.04 -0.05 +0.35 +8.25 0.10 0.02

Red: Pushes towards Toxic. Blue: Pushes towards Safe,

Fig. 3. SHAP Force Plot illustrating positive (red) and negative (blue) word-level feature contributions to the
toxicity prediction.

3.6. Proposed Algorithm

Algorithm 1: Hybrid Al Content Moderation Workflow

Input: Raw User Comment Text T

Output: Binary Toxicity Label L, SHAP Justification Array J

Step 1: Initialize API Listener to receive T.

Step 2: Execute Preprocessing (Remove noise, translate emojis, lemmatize).
Step 3: Iflength of Tokens is 0, return "Safe".

Step 4: Generate sub-word Embeddings using DistilBERT Tokenizer.

Step 5: Compute Attention Weights via DistilBERT to get Hgerr.

Step 6: Pass Hperr to BILSTM (Compute Forward and Backward sequences).
Step 7: Concatenate sequences to form H fina.

Step 8: Calculate Probability P using Sigmoid Activation.

Step 9: If P > 0.85, assign Label L = High Confidence Toxic.

Step 10: Else If P < 0.20, assign Label L = High Confidence Safe.

YV V. V V V V V V V VY

Step 11: Else (0.20 < P <0.85), assign Label L = Borderline and calculate SHAP values] to explain the prediction for human
review.
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» Step 12: Return L (and J if Borderline) to the Moderation Dashboard.

4. Experimental Setup & Results
4.1. Training Environment and Dataset Integration

The primary dataset utilized was the globally recognized Jigsaw Toxic Comment Classification Challenge dataset. However, to
ensure the model's robustness to the 2026 demographic context of India, an auxiliary dataset of 35,000 Hinglish code-mixed
offensive tweets was integrated. This auxiliary dataset was collected by scraping public X (formerly Twitter) posts and
manually annotated by three bilingual linguists, achieving a strong inter-annotator agreement (Cohen's Kappa = 0.82).

To absolutely prevent data leakage, the total dataset (comprising over 194,000 comments) was strictly split into an 80%
training set, 10% validation set, and 10% testing set prior to calculating the class weights for the loss function.

Furthermore, standard English tokenizers relentlessly shatter code-mixed words (e.g, "tumhari") into meaningless sub-tokens,
which degrades semantic learning. To handle the unique phonetics of Hinglish, the distilbert-base-multilingual-cased tokenizer
and model variant were explicitly utilized. Experiments were conducted on a high-performance cloud computing instance
equipped with an NVIDIA A100 Tensor Core GPU. The software environment utilized Python 3.10, TensorFlow, HuggingFace
Transformers, and the SHAP library.

4.2. Hyperparameter Optimization

To achieve maximum convergence without overfitting, rigorous hyperparameter tuning was conducted using Grid Search
methodologies. To ensure statistical significance, the model was trained across 5 different random seeds, with results reported
as the mean * standard deviation. The final parameters selected for the hybrid model included:

Learning Rate: 2 x 10-5

Batch Size: 32

LSTM Hidden Units: 128 (per direction)
Dropout Rate: 0.3

YV V V V

Optimizer: AdamW
» Epochs: 5 (Early stopping implemented based on validation loss)

4.3.Evaluation Metrics
Performance was evaluated using an extended suite of metrics. Relying purely on accuracy in an imbalanced scenario is
mathematically deceptive.

» Accuracy: Evaluates overall correctness.

Precision: Evaluates the false-positive rate.

» Recall: Evaluates the false-negative rate.
» F1 Score: The harmonic mean of Precision and Recall.
» Matthews Correlation Coefficient (MCC): The absolute gold standard for binary classification on imbalanced data. It

evaluates all four quadrants of the confusion matrix symmetrically.

(TP x TN) — (FP X FN)
Mcc =

V(TP t FP)(TP + FN)(TN + FP)(TN + FN)

4.4.Results and Comparative Analysis

Model Accuracy over Epochs Model Loss over Epochs

0.98 4

== Training Loss

Validation Loss

0.96

0.94 4 04

Accuracy
=3
i=]
5]

0.88

0.86

=8~ ‘Iraining Accuracy
Validation Accuracy

0.84

1 2 3 1 5 1 2 3 1 5
Epochs Epochs

Fig. 4. Proposed Hybrid Model training and validation accuracy (left) and loss (right) over 5 epochs.
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(Note: Figure 4: Proposed Hybrid Model training and validation accuracy (left) and loss (right) over 5 epochs remains structurally
identical)

As observed in Figure 4, the validation loss curve consistently tracks lower than the training loss curve. This visual effect is

mathematically expected and caused by the active Dropoutlayer (0.3) applying heavy regularization during training, which is
then disabled during validation inference.

Table 1. Performance results evaluation of the proposed models.

Model Architecture Feature Extraction F1 Score ROC McCC Inierence
AUC Latency
Naive Bayes BoW / TF- IDF 0.774 0.880 0.612 2.5ms
Logistic Regression BoW / TF- IDF 0.862 0.930 0.785 3.1ms
Standalone BiLSTM GloVe Embeddings 0.895 0.952 0.841 18.2 ms
IndicBERT (Baseline) ALBERT Context 0.898 0.960 0.885 42.0 ms
Standalone Multilingual DistilBERT WordPiece Context 0.901 0.975 0.890 45.0 ms
Proposed %’;?;‘lev'[) isUIBERT- | 1 1tilingual Context | 0.913 £0.002 | 0.988 | 0.904 +0.003 | 49.5 ms
16000
14000
Safe 150
12000
- 10000
&
3
e ]
= 8000
- 6000
Teaxie 200 1850 o
2000
Sa:lo Tn;cic o
Predicted Label

Fig. 5. Confusion Matrix for the DistilBERT-BiLSTM Hybrid model on the test dataset. (TN=17,200, TP=1,850,
FP=150, FN=200).

The empirical results demonstrate a significant measurable
gain in capability as model complexity increases. Statistical
algorithms (Naive Bayes, Logistic Regression) boast
phenomenal inference speeds (= 3 ms), making them
incredibly cheap to deploy. However, their MCC scores
expose a severe inability to balance false positives and false
negatives when faced with complex, sarcastic, or obfuscated
text.

ID: [JTSRD101430 | Innovationsin Computer Science and Applications

The standalone multilingual DistilBERT model demonstrated
excellent semantic understanding, pushing the MCC to 0.890.
However, the proposed Hybrid DistilBERT- BiLSTM
architecture consistently outperformed all baselines,
including the modern IndicBERT. By fusing the multi-head
attention embeddings of the transformer with the sequential
memory structure of the BiLSTM, the model achieved a high
mean MCC of 0.904 and an F1-Score of 0.913.
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Figure 6: Model Performance Comparison
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Fig. 6. Bar graph comparison of F1-Score and MCC across all evaluated machine learning architectures.

Crucially, the computational penalty for adding the BiLSTM layer to DistilBERT was minimal- increasing inference latency by
merely 4.5 milliseconds. A total inference time 0f49.5 ms per comment is vastly superior to standard massive LLMs and is well
within the acceptable threshold (< 100 ms) for real-time, enterprise-level streaming APIs.

Figure 7: Receiver Operating Characteristic (ROC) Curves

1.0 1 —
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0 ——— Standalone BILSTM (AUC = 0.952)
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Standalone DistilBERT (AUC = 0.975)
m—— Proposed Hybrid DistilBERT-BILSTM (AUC = 0.988)
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Fig. 7. Receiver Operating Characteristic (ROC) curve and AUC scores for the proposed models.

4.5. Ablation Study

An ablation study was conducted to mathematically justify the inclusion of each component in the proposed pipeline. Removing
the class-weighted balancing algorithm from the loss function caused the model's minority-class recall to collapse by 18%,
resulting in a system that favored the "Safe" class heavily. Removing the emoji-translation preprocessing step resulted in a 4%
drop in MCC. Finally, replacing multilingual DistilBERT with standard, uncompressed BERT yielded a negligible 0.005 increase
in MCC, but doubled the inference latency to 92 ms, proving that the distilled variant is optimal for real-time moderation.

4.6.Error Analysis and Edge Cases
Despite the results, manual error analysis of the False Positives (FP) and False Negatives (FN) revealed specific edge-case
limitations:

> Deep Contextual Sarcasm: Comments such as "Oh brilliant, another genius idea from a complete mastermind” were
occasionally classified as Safe (False Negative).
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» Reclaimed Slurs: Marginalized communities often "reclaim” derogatory terms and use them colloquially among peers as
terms of endearment. The model occasionally flagged these as Toxic (False Positive), lacking demographic metadata.

5. Discussion and Real-World Application
5.1.Enterprise Deployment Architecture

To operationalize this model in a real-world social media environment, a robust microservices architecture is required. The
deployment environment utilizes an API Gateway to receive high- throughput POST requests. The requests are passed to a
load-balanced Inference Server housing Dockerized instances of the Hybrid model. A Redis caching layer is implemented to
store hashes of frequently posted text (e.g., viral copy-pasta), allowing the system to bypass the neural network entirely for
recognized strings, further reducing server computational loads and energy consumption.

5.2. Human-in-the-Loop (HITL) Workflow

» Complete autonomous censorship is discouraged due to ethical implications. Therefore, the system utilizes confidence
thresholds to power a Human-in-the-Loop (HITL) workflow.

> High Confidence Toxic (P > 0.85): The comment is automatically shadow-banned or flagged for immediate removal.
> High Confidence Safe (P < 0.20): The comment is instantly published to the platform.

> Borderline/Ambiguous (0.20 < P < 0.85): The comment is published but sent to a human moderator queue alongside the
SHAP force plot, highlighting the exact words that confused the algorithm, dramatically accelerating the human review

process.
Model Toxicity Probability
P
P> 0.85 P<0.20 0.20=P=0.85
- . " . v Borderline: Route to Human
High Confidence Toxic: High Canfidence Safe:
Auto-Ban / Flagged Auto-Publish Monsrator Qleus »
B8 Attach SHAP Heatmap

Fig. 8. Human-in-the-loop (HITL) deployment architecture based on model confidence probability thresholds.

5.3.Legal, Policy, and Ethical Implications in India

Al moderation systems must strictly adhere to evolving digital governance laws. India's Digital Personal Data Protection
(DPDP) Act of 2023 [16] and updated IT Intermediary Guidelines mandate stringent grievance redressal mechanisms and
transparency for social media intermediaries. The integration of SHAP directly fulfills these legal mandates by providing
mathematical justifications for content takedowns, rather than relying on an opaque algorithm. Furthermore, utilizing diverse,
code-mixed training datasets proactively mitigates algorithmic bias, ensuring that users communicating in regional vernaculars
(like Hinglish, Tamil-English, or Bengali-English) are not unfairly censored compared to standard English speakers.

5.4. Adversarial Robustness and Generative Al Threats

Malicious actors continuously employ adversarial techniques, such as injecting invisible Unicode characters or utilizing
homoglyphs. The sub-word tokenization of the DistilBERT layer offers natural resilience against these minor typos. However, a
rapidly emerging threat in 2026 is Generative Al. Malicious actors now utilize jailbroken Large Language Models (LLMs) to
orchestrate mass cyberbullying campaigns using highly articulate, grammatically flawless text. Because LLMs rarely use
traditional profanity, keyword-based systems fail entirely. While the current dataset does not specifically isolate pure LLM-
generated texts, deep contextual models like the proposed hybrid architecture possess the semantic depth theoretically
required to map the underlying semantic hostility of these future Al-generated attacks.
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6. Conclusion and Future Work

This comprehensive research proposed, mathematically
formulated, and implemented a highly advanced Al-based
content moderation system capable of detecting toxic
language with high accuracy, interpretability, and real-time
efficiency. By executing a meticulous data preprocessing
pipeline equipped for modern digital linguistics-including
emoji semantics and code-mixed resilience-coupled with
class-weighted data balancing, the framework was primed
for robust neural learning.

The rigorous comparative analysis conclusively proved that
the novel Hybrid DistilBERT- BiLSTM architecture outpaces
traditional machine learning approaches and modern
multilingual baselines like IndicBERT. The fusion of
transformer self-attention and recurrent memory achieved a
mean Matthews Correlation Coefficient of 0.904 + 0.003 and
anF1-Score 0f0.913 + 0.002. Furthermore, the architecture
successfully navigated the complex trade-off between
predictive accuracy and computational cost, yielding an
inference latency of only 49.5 ms. The integration of SHAP
values elevated the system from an opaque statistical
classifier to a legally compliant, ethically transparent
moderation tool suited for the regulatory landscapes of
2026.

The future scope of this research is vast. Subsequent
iterations will seek to expand the framework into
Multimodal Deep Learning, combining the NLP architecture
with Convolutional Neural Networks (CNNs) and Vision
Transformers (ViTs) to analyze the complex interplay
between textual captions and visual data simultaneously,
thereby enabling the automated detection of toxic memes
and harmful deepfake video frames. Additionally, exploring
Federated Learning paradigms-where moderation models
continually update and learn internet slang directly on edge
devices (user smartphones) utilizing Differential Privacy
without transmitting raw personal data to centralized
servers-will form a critical vector for privacy-preserving Al
innovation. Finally, advanced research must be dedicated to
creating sub-models empirically tested and proven to detect
and neutralize polite but hostile zero-shot hate speech
generated by rogue Large Language Models.
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