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Abstract

The way people get information talk to each other. Do
financial things has changed a lot because of digital
technologies. Governments, businesses and people who
provide services are using platforms more and more to give
people important services like banking, healthcare and social
welfare programs. These new technologies have a lot of
things about them but they also make things hard for some
groups of people especially older people. So it is very
important that older people know how to use technologies
safely and understand how to protect themselves from cyber
threats. Older people often have trouble understanding and
using technologies, which makes them more likely to be
victims of cyber threats like online fraud, identity theft and
phishing scams.

Digital literacy is the ability to use technologies like
computers, smartphones and the internet. It includes skills
like navigating platforms talking to people through digital
tools managing online information and understanding how
to stay safe online. For people digital literacy is not just
about technology it is also about being part of society and
being independent. Many services like banking paying bills
and getting care are moving online so digital literacy helps
older people take care of themselves and be part of society.
However many older people struggle with technologies
because they do not have much experience with them they
do not get enough training they have cognitive challenges or
they are afraid of making mistakes. These things contribute
to a difference between younger and older people when it
comes to digital technologies.

One of the concerns about older people using digital
technologies is cybersecurity. Cybersecurity is the protection
of devices, networks and personal information from cyber
threats like hacking, phishing and financial fraud. Older
people are often seen as one of the vulnerable groups in
cyberspace because they may not know much about online
risks and safe digital practices. Cybercriminals often target
people through fake emails, fake investment schemes and
fraudulent phone calls. These scams often take advantage of
peoples trusting nature or their limited knowledge of digital
communication. In some cases cybercriminals create a sense
of urgency or fear which convinces victims to give out
information or send money. These attacks can result in
financial losses and emotional distress for older victims.

Another challenge that affects cybersecurity awareness
among people is the lack of knowledge about protective
measures like creating strong passwords using two-factor
authentication, safe browsing practices and recognizing
phishing attempts. Many older people use devices mainly to
talk to family members or do basic tasks like messaging and
browsing. As a result they may not fully understand the risks
that come with online activities. A study done in India found

that peoples limited knowledge of cybersecurity practices
makes them more vulnerable to financial scams and identity
theft. The study also showed that experiences of cyber fraud
can lead to stress and reduced confidence in using
technologies, among older people. Digital literacy and
cybersecurity awareness are very important for older people
to safely use technologies and protect themselves from cyber
threats. Older people need to know how to use technologies
and how to stay safe online to maintain their autonomy and
participate actively in society.

KEYWORDS: Cybersecurity Awareness, Senior Citizens, Older
Adults, Digital Inclusion, Online Safety, Cybercrime Prevention,
Internet Usage Among Elderly, Digital Divide, Information
Technology Adoption, Phishing and Online Fraud,
Cybersecurity Education, Digital Skills Training, Data Privacy
Protection, Technology Accessibility.

1. Introduction

The way people talk to each other and do things has changed
a lot because of technology. Senior citizens are using
platforms like Facebook and WhatsApp to stay in touch with
friends and family get medical help and do their banking.
These online tools make life easier. Give them more freedom.
They also make senior citizens targets for cyber threats that
they do not fully understand. Because they do not know
much about technology and have not had any formal
training, they are more likely to fall for things like fake
emails, online scams and identity theft. Sometimes
cybercriminals pretend to be companies like Amazon to trick
them. So it is really important that senior citizens know how
to use technology safely. This means they need to be able to
look at information and decide if it is true or not keep their
personal information private and be careful when they are
online.

If we want senior citizens to feel safe and confident when
they are online we need to teach them about cybersecurity. It
is also important for them to be able to use technology so
they are not left out of things. When senior citizens do not
know how to use technology they can feel lonely they might
not be able to get the help they need and they might not be
able to take part in their community.

Nowadays governments and other organizations are putting
more and more of their services online. So senior citizens
need to know how to use technology to get these services. If
they do not get the help they need they might feel
overwhelmed. Not want to use digital technology at all. This
would make it even harder for them to get the things they
need. At the time cybersecurity threats are getting more and
more complicated. Scammers are using things like fear and
trust to trick citizens into giving away personal information.
They send emails and make fake phone calls that look like
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they are from real organizations. So senior citizens need to
know how to spot these scams and keep themselves safe.

They need to know things like how to make passwords, how
to use two-factor authentication and how to keep their
devices up to date. To deal with these problems we need to
have a plan that includes teaching citizens about digital
technology getting their family and community involved and
making sure digital technology is easy for them to use.
Community centers and family members can play a role in
helping senior citizens feel confident when they are online. If
we teach citizens about digital technology in a way that is
easy for them to understand and give them plenty of time to
practice they will be better at using digital technology and
they will feel more confident.

If we encourage citizens to help each other learn about
digital technology they will be more likely to keep using

digital technology safely. We also need to make sure that
digital technology is easy for senior citizens to use. This
means making sure that the instructions are clear the
security features are easy to use and the textis large enough
to read. Technology companies should make their platforms
more inclusive by adding things like voice assistance and
simple privacy settings. Finally it is really important that
senior citizens keep learning about technology throughout
their lives. Cyber threats are always changing, Senior
citizens need to stay up, to date with the latest information
to stay safe. If we give citizens the knowledge they need they
will be able to protect themselves from online threats. They
will also feel independent their self-esteem will improve and
their overall quality oflife will be better. By teaching citizens
about digital technology getting their community involved
and making sure digital technology is easy to use we can help
them feel safe and confident when they are online.
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2. Literature Review

The existing literature shows that literacy and cybersecurity awareness among senior citizens are serious problems in modern
society which relies on digital technology. Digital literacy enables individuals to operate systems and cybersecurity awareness
enables users to understand internet threats and implement protective measures.

Research shows that older adults have digital skills like messaging and browsing but they find it hard to assess online content
and control their credential storage privacy settings and detect cyber threats. Their digital competence develops through their
background and past experiences and self-belief and social network assistance. Seniors face risks of cybercrimes like phishing
attacks and scams and identity theft because they lack security knowledge and display excessive trustand lack understanding
of technical security methods. People with digital literacy skills will practice safer online behavior because they know how to
use technology.

Customized training programs that combine exercises and user-friendly technology design lead to better digital abilities and
improved security practices. Older adults need education programs and learning spaces that help them learn safe digital
practices. Digital literacy and cybersecurity awareness among citizens remain serious problems in modern society which relies
on digital technology. Digital literacy enables individuals to operate systems and cybersecurity awareness enables users to
understand internet threats and implement protective measures.

Older adults have digital skills like messaging and browsing but they struggle with more advanced skills like evaluating online
content and managing credential storage privacy settings and detecting cyber threats. Their digital competence is shaped by
their background and past experiences and self-belief and social network assistance.

Seniors face risks of cybercrimes like phishing attacks and online scams and identity theft because they lack security
knowledge and display excessive trust and lack understanding of technical safeguards. People with digital literacy skills
practice safer online behavior because they know how to use technology.

Customized training programs that combine exercises and user-friendly technology design lead to better digital abilities and
improved security practices among older adults. Older adults need education programs and dedicated learning spaces like
community centers and libraries and senior clubs that provide safe environments where they can practice digital skills and ask
questions and receive peer or mentor support. These spaces also foster inclusion and reduce isolation and reinforce safe digital
habits.
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Older adults need education programs rather, than one-time interventions to adapt to evolving technologies and increasingly
sophisticated cyber threats. Dedicated learning spaces provide environments where older adults can practice digital skills at
their own pace and ask questions without embarrassment and receive peer or mentor support.The Pew Research Center did a
study on how older adults use technology. They found out that even though more seniors are using the internet now than they
were ten years ago a lot of them still have trouble understanding how to use tools and online services. Older adults usually use
devices to talk to their family members and friends. They like to send messages and make video calls.. They do not know how to
use the advanced features on their devices.

This means that older adults are more likely to get hurt by cyber threats and online fraud. They do not know how to stay online.

Some other researchers, Choi and DiNitto did a study in 2013 on adults who are low-income and homebound. They found out
that these older adults have limited skills and they do not have access to technology. This makes it hard for them to connect
with people and it also makes it hard for them to get the things they need. The researchers said that digital literacy is important
because it helps older adults navigate the internet safely. Older adults who are good at using devices can use online health
resources and government services. They can also use communication platforms to talk to their family members and friends.
The Pew Research Center study and the study by Choi and DiNitto both show that digital literacy is very important, for adults.

3. Research Methodology

This study is about the security risks that come with browser autofill functions and how websites store information on your
computer. The people who did this study wanted to see how autofill works and how it can be used to get information without
permission. They made a website to testhow autofill works and how it can be used to getinformation without people knowing.
To do this they made a website using HTML, CSS and JavaScript to see how autofill works. They stored information in the
browsers storage. Made the website fill in login fields automatically. They also made fields that could be filled in automatically
without people knowing. They wanted to see how scripts could get information that was stored in the browser.

The people who did this study looked at the behavioral risks of autofill. They found that autofill can be used to get information
without permission. They also found that people often do not know thatautofill is filling in hidden fields. This can be a problem
because people may think that only the fields they can see are being filled in. The study came up with some criteria to evaluate
the risks of autofill. They looked at how sensitive information could be filled in without permission how long hidden fields
could store information and how easily scripts could get information from autofill. They also looked at how different browsers
handle autofill. The study found that autofill can be triggered by actions like clicking on a page or selecting a field. They also
found that the layout of a website and the attributes of fields can affect how autofill works. They looked at how different
browsers handle autofill. Found that there is no standard way of doing it. The study says that the way browsers handle autofill
is not consistent. Some browsers are more aggressive in filling in fields while others are more careful. This can make it hard for
developers to make websites. The study also says that third party scripts and bad website design can make vulnerabilities
worse.

The study also looked at the factors involved in autofill risks. Many people do not know how autofill works and assume thatit
only fills in fields. This can create opportunities for attackers to get information without detection. The study says that we need
to make sure that people are aware of how autofill works and that we need to have safeguards to protect sensitive information.
The browser autofill functions are a problem because they can be used to get information without permission. The study says
that we need to have standards, for how browsers handle autofill and that we need to make sure that people are aware ofhow
it works. We also need to have safeguards to protect sensitive information.

The browser autofill functions need to be more secure. We need to make sure that people know how they work. Autofill
functions can be used to getinformation without people knowing. The study found that this is a problem and that we need to do
something about it. The browser autofill functions need to be more secure. We need to make sure that people are aware ofhow
they work. We need to have safeguards to protect sensitive information and we need to make sure that developers are aware of
the risks of autofill. The autofill functions are a problem. We need to fix them. Research methodology is the step-by-step
process used to gather analyze and understand data to answer research questions and meet study goals.

In this study on literacy and cybersecurity awareness among senior citizens we used a structured approach to find out how
much elderly individuals know about digital technology how they behave online and if they are aware of online risks. This
study is a research study because it aims to describe and analyze digital literacy and cybersecurity awareness among senior
citizens. Descriptive research helps identify patterns, behaviors and opinions about using technologies and online safety among
older adults.

The research design lets us collect data from participants and look at their experiences with devices, internet use and cyber
threats. We are focusing on literacy and cybersecurity awareness to understand how senior citizens use digital technology and
stay safe online. The study helps us learn more about literacy and cybersecurity awareness among senior citizens.We want to
know more about their experiences with devices and online safety practices. This will help us understand the level of
knowledge and online behavior, among elderly individuals.
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Elders and
Technology

These results show that although technology is
everywhere, it is not easy for everyone to use,
especially for elders.

O, of elders feel
66 06 2issss
technology

51 % are scared they may
make mistakes while
using digital devices

Many elders avoid using
smartphones, UPI apps because
of fear and lack of confidence

A large number still
rely on their children
or grandchildren for
help with digital tasks

Fig. 2 Digital struggles of Senior Citizens.

4. Result

The study shows that senior citizens are getting better at using things but they still do not understand how to keep themselves
safe online. Many senior citizens use things like smartphones and computers to do things like make phone calls send messages
use social media and do their banking. However they do not know much about the things they can do with these devices and
how to keep themselves safe. A lot of the people in the study said they learned how to use these things with the help of family
and friends than taking a class.

The study also found out that while most senior citizens know about the internet and basic things they do not know much
about the things that can happen online like fake emails, fake websites and people trying to steal their money. Many of the
people in the study could not tell when something was suspicious like a link or a fake message. Some of the people in the study
said they had been a victim of cyber fraud especially when they were using banking. This has made some senior citizens scared
to use banking and other digital things.

The study also says that senior citizens are not using things as much as they could be because they are afraid of making
mistakes and they do not feel confident. Some of the people in the study said they were worried about sharing their information
or losing money because of a scam.. The people who had taken a class to learn about digital things were better at keeping
themselves safe online like using strong passwords and being careful about the links they click on. Digital literacy is very
important, for citizens and it can help them use digital things safely like digital literacy can help them use strong passwords and
avoid bad links and digital literacy can help them understand how to use digital things safely.

The study tells us a lotabout how good senior citizensre at using digital things and if they know about cybersecurity. The study
looked at what senior citizens said in questionnaires and when they talked to people. It looked at how senior citizens use
devices if they know about online dangers and if they can be safe online.

The study found out that a lot of citizens use digital devices, especially smartphones. Most of the people in the study said they
use smartphones to talk to people send messages and use things like media or video calls to talk to their family. Some senior
citizens use laptops or computers to look at the internet read news or use government services. This means that senior citizens
are using things more and more but they do not use advanced digital tools very much.

Cybersecurity Awareness and Practices

Percentage (%)

Fig. 3 Cybersecurity Awareness and Practices.
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5. Conclusion

The findings of this research indicate that senior citizens are
increasingly engaging with technologies compared to
previous years. Many older adults now use smartphones and
the internet as part of their routines mainly for
communication and accessing information. However their
digital skills generally remain limited to functions such as
using smartphones sending and receiving emails browsing
the internet and interacting on social media platforms.
Senior citizens are participating in the environment but
more complex digital tasks still present significant
challenges. Operations such as banking, managing digital
security settings installing applications or navigating
advanced computer features often require a level of
technical understanding that many older users have not yet
developed.

As aresult their interaction with technology tends to remain
limited to activities that are easy to learn and repeat, like
senior citizens using digital tools. Another important
observation from the research is the lack of cybersecurity
practices among many senior citizens. Although some
participants are aware that online risks exist their overall
security awareness remains relatively low. Many seniors do
not regularly update their passwords enable security
features or verify the authenticity of messages or links. This
lack of precaution makes them particularly vulnerable to
cyber threats, including phishing emails, fraudulent
messages, financial scams and identity theft. Cybercriminals
often target citizens because they may be less familiar with
recognizing deceptive online behavior. The research also
shows that several sociodemographic factors play a role in
shaping digital literacy and cybersecurity behavior among
senior citizen. Age, education level, exposure to technology
and the availability of social or family support significantly
influence how comfortably seniors use digital tools. Older
participants, those aged 75 years and above generally
showed lower levels of digital confidence and skill. Many
individuals in this age group did not grow up with
technologies and therefore had fewer opportunities to
develop familiarity with computers or the internet earlier in
life. In contrast seniors with levels of education or prior
work experience involving technology tended to
demonstrate better digital literacy and stronger awareness
of online security practices. In addition family members
younger relatives often play a supportive role by helping
seniors navigate digital devices, install applications or
resolve technical problems. Motivation also plays a role in
encouraging older adults to use digital technologies. Many
participants reported that their primary reasons for going
include maintaining contact with family and friends
accessing health-related information and purchasing
products or services through online platforms. Social
communication in particular has become a factor in reducing
feelings of isolation among older adults. Despite these
motivations several barriers continue to limit the
participation of senior citizens in digital environments. One
of the frequently mentioned challenges is the fear of making
mistakes while using digital devices.

Many seniors worry that pressing the button or selecting the
wrong option may cause problems such as losing important
information or damaging the device. Rapid changes in
technology interfaces also create difficulties as updates or
redesigns of applications can make learned skills less useful.
The findings of this research are consistent with theoretical

frameworks that explain differences in technology access
and adoption. Digital Divide Theory helps explain how
unequal access to resources, knowledge and digital skills can
create gaps between different groups of people. The Unified
Theory of Acceptance and Use of Technology (UTAUT)
provides insight into the factors that influence technology
adoption among adults. Based on these findings the research
emphasizes the importance of implementing targeted
interventions that address the needs of senior citizens. Age-
appropriate training programs designed with explanations,
practical demonstrations and interactive learning methods
can significantly improve both digital literacy and
cybersecurity awareness. Technology companies also have a
responsibility in creating digital environments that are
easier for seniors to use.

Empowering individuals through digital literacy education
and cybersecurity awareness programs can have significant
benefits for both individuals and society. When seniors feel
comfortable using technology they gain access, to
information healthcare services, financial tools and social
networks. This increased digital participation can improve
their independence strengthen connections and enhance
overall quality of life. At the time improved cybersecurity
awareness helps protect them from online fraud and other
digital risks protecting senior citizens. Video calls, messaging
applications, and social networking platforms allow seniors
to stay connected with relatives and friends, even when they
live far away. At the same time, access to online healthcare
information, appointment scheduling systems, and digital
payment options has increased the practical value of digital
tools for everyday life.

Despite these motivations, several barriers continue to limit
the full participation of senior citizens in digital
environments. One of the most frequently mentioned
challenges is the fear of making mistakes while using digital
devices. Many seniors worry that pressing the wrong button
or selecting the wrong option may cause problems such as
losing important information or damaging the device. Rapid
changes in technology interfaces also create difficulties, as
updates or redesigns of applications can make previously
learned skills less useful. Additionally, technical terminology
and complicated instructions can be confusing for
individuals who do not have a technical background. As a
result, many seniors rely heavily on assistance from family
members, friends, or community support programs when
using digital tools.

The findings of this research are consistent with several
theoretical frameworks that explain differences in
technology access and adoption. Digital Divide Theory helps
explain how unequal access to technological resources,
knowledge, and digital skills can create gaps between
different groups of people. In the context of this study, the
digital divide appears not only in terms of access to
technology but also in the ability to use it safely and
effectively. Some seniors may have access to devices and
internet connections but still lack the necessary knowledge
to protect themselves from online risks. Similarly, the
Unified Theory of Acceptance and Use of Technology
(UTAUT) provides insight into the factors that influence
technology adoption among older adults. According to this
framework, elements such as performance expectancy, effort
expectancy, and social influence affect how individuals
decide to adopt and continue using technology. For many
seniors, technology becomes more appealing when it clearly
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improves daily activities and when the effort required to
learn it is manageable.

Based on these findings, the research emphasizes the
importance of implementing targeted interventions that
address the specific needs of senior citizens. Age-appropriate
training programs designed with simple explanations,
practical demonstrations, and interactive learning methods
can significantly improve both digital literacy and
cybersecurity awareness. Community centers, libraries, and
educational institutions can play an important role in
providing training sessions that help seniors build
confidence in using digital devices. In addition, government
agencies and non-profit organizations can support digital
inclusion initiatives that focus on older populations.

Technology companies also have animportant responsibility
in creating digital environments that are easier for seniors to
use. Designing age-friendly interfaces, using clear
instructions, providing larger text options, and simplifying
navigation can greatly improve accessibility for older users.
Public awareness campaigns about cybersecurity risks
should also be developed in ways that are easy for seniors to
understand. When these efforts are combined with
continuous support systems, seniors are more likely to
develop confidence in their digital abilities and become
active participants in online environments.
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