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Abstract 

Enterprise Resource Planning (ERP) systems have become 

essential tools for managing organizational resources and 

processes in both business and educational environments. 

The development and deployment of student management 

systems have become more practical and scalable for 

institutions through the introduction of cloud technologies 

which incorporate frameworks like React and Node.js. This 

research paper explores the process of building a website for 

an ERP-based integrated student management system using 

these technologies and deploying it on the Amazon Web 

Services (AWS) cloud. The paper examines how ERP systems 

transform through modernization and cloud implementation 

which affects their architectural design and operational 

execution. The study analyzes how user experience data 

security and operational efficiency are impacted by current 

standards in ERP and cloud computing and web application 

development. The system connects different institutional 

modules through its main function which handles student 

enrollment and attendance tracking and examination 

management and fee processing and role-based dashboard 

access. The three-tier architectural model separates 

presentation application and data layers which leads to 

better system maintenance and scalability [1] 

The system uses security measures which include role-based 

access control and encrypted communication and secure 

authentication protocols to safeguard sensitive academic 

information. With the rapid expansion of digital education 

ecosystems, scalable and secure management systems have 

become essential for institutional governance. This research 

presents a cloud-native ERP-Based Student Management 

System designed using modern full-stack technologies. The 

frontend is developed using React, while backend services 

are implemented using Node.js and RESTful APIs. The 

system is deployed on Amazon Web Services to leverage 

infrastructure scalability, high availability, and automated 

backups. A three-tier architecture ensures modular design 

and maintainability. The system incorporates role-based 

access control and encrypted communication mechanisms to 

enhance data security. Experimental results indicate that the 

cloud-based ERP model provides improved scalability, 

reduced infrastructure cost, and better performance under 

concurrent user loads. The study demonstrates that cloud 

  

computing significantly enhances the effectiveness of ERP 

systems in educational institutions [2]. 
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1. Introduction 

Modern educational institutions need to manage their 

academic and administrative functions through digital 

systems that require effective management. The unified 

student management system which operates according to 

Enterprise Resource Planning (ERP) standards solves these 

problems by delivering a central platform that enables 

departments to manage their data and operational 

workflows. The combination of React and Node.js 

technologies with HTML and CSS core web languages 

enables systems to achieve required performance standards 

for their complex requirements. The system achieves better 

reliability and security through its cloud deployment on AWS 

platforms which also provides scalability benefits. The 

research paper documents the development process for a 

website that implements an ERP-based student management 

system through React and Node.js for application 

development and HTML and CSS for content presentation 

while using AWS cloud infrastructure for system deployment 

[3]. 

The implementation of these technologies brings 

contemporary updates to the ERP system while following 

established digital transformation procedures that current 

research identifies as effective methods for ERP system 

modernization through cloud-based solutions (Rawat, 2023; 

Zhang, 2022). The paper investigates the factors that drive 

system development for cloud deployment while identifying 

the challenges which arise during system development and 

deployment. The paper investigates three core aspects which 

include system integration, security measures and user 

experience design[4]. 
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Fig-1 diagram for cover page for the website 

2. Literature Review 

Enterprise Resource Planning (ERP) systems have traditionally been used by large organizations to consolidate their primary 

business operations into a single system which boosts productivity while enabling better access to data (Al-Mashari & Zairi, 

2000). The implementation of ERP solutions has grown in educational institutions because they help solve problems which 

stem from data being stored in different locations and students' information needing to be recorded through physical methods 

and institutions not having access to real-time data (Assemi & Jazzi, 2012). The student management system which operates on 

an ERP platform brings together all essential functions such as admissions, attendance tracking, grading processes, timetable 

management, and administrative duties to create a unified system which allows different departments to share information 

while making operational decisions (Yadav & Rathore, 2017). The core functions of modern ERP systems now depend on web 

technologies. The advantages of building interactive user interfaces through component-based front-end frameworks which 

include React become clear through research on web application frameworks (Krochmal, 2018). React provides developers 

with tools to create UI components which can be reused together with state management functions and virtual DOM 

optimization, which enables developers to build applications that respond quickly while being easy to maintain. Node.js has 

emerged as a popular backend technology because it uses an event-driven system with non-blocking I/O capabilities that 

enable it to process many concurrent users, which makes it perfect for developing web applications which need to 

accommodate multiple users (Tinkov & Vinoski, 2010) [5]. 

The research which compares server-side technologies shows that Node.js provides an effective method to manage real-time 

data transfer, which modern ERP systems need to communicate with their API-based systems (Bhardwaj & Navet, 2020). Web 

interfaces rely on HTML and CSS to create their front-end markup and styling, which allows users to access various devices 

through responsive design principles(Marcotte, 2010). The front-end and back-end components of the system connect through 

RESTful APIs which enable their integration. VWith the emergence of cloud computing, ERP deployment models have shifted 

from on-premises infrastructure to scalable cloud environments. Cloud platforms such as Amazon Web Services provide 

elasticity, high availability, and cost-effective resource management, making ERP systems more accessible to small and 

medium-sized institutions. Research indicates that cloud-based ERP systems reduce capital expenditure while improving 

system reliability and disaster recovery capabilities. Recent advancements in web technologies have further influenced the 

development of modern student management systems. Frontend frameworks like React enable responsive and interactive user 

interfaces, while backend environments such as Node.js support scalable API-driven architectures. Studies emphasize that 

integrating these technologies enhances system performance, modularity, and maintainability. However, literature also 

identifies ongoing challenges related to data security, user adoption, and performance optimization, indicating the need for 

secure, scalable, and cost-efficient ERP models tailored specifically for educational institutions [6]. 

3. Research Methodology 

Frontend Development: React was used to build the essential user interface components of the application. The application 

shared state through React hooks and Redux which developers used for state management. The design created a user interface 

that worked well on both desktop and mobile platforms.  

Backend Development: The developers created RESTful APIs through Node.js and Express to handle system functions including 

user login, student registration, attendance submission, and grade entry. The system used JSON as the standard data format for 

exchanging information between the frontend and backend systems [7] 

Database Integration: AWS RDS provided a cloud-based MySQL database that was set up for use. The database schema included 

tables which stored information about users, students, classes, attendance records, grades, and logs. The team improved SQL 

query performance through optimization techniques.  
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Cloud Deployment: The application used AWS Elastic Beanstalk for its deployment because it provided necessary scalability. 

The team developed automated testing and deployment processes through continuous integration and deployment pipelines 

which they created using AWS Code Pipeline and Code Build [8]. 

The system underwent evaluation through a usability study that included a sample group of stakeholders. The study measured 

four essential metrics which included time taken to complete tasks, number of mistakes made by users, user satisfaction 

measured through Likert scale surveys, and system performance during simulated load testing. The team used participant 

feedback to make improvements to the user interface design and optimize system performance. The development of the ERP-

Based Integrated Student Management System followed a structured and iterative approach which used the Agile software 

development methodology as its foundation. The analysis of institutional administrative processes served as the basis for 

system requirements gathering which identified essential functional modules that included student registration and attendance 

tracking and examination management and fee processing. The requirements established for the project led to the creation of a 

three-tier system architecture which used presentation and application and data layers. The frontend interface was built with 

React to create an interface that users can interact with easily and which adapts to different device types. The backend of the 

system used Node.js to create RESTful APIs which handled business logic and allowed communication with databases [9]. 

The relational database system was developed to store academic and administrative records in an organized manner while 

using normalization methods for data management. The system used Amazon Web Services cloud infrastructure for 

deployment because it provided the necessary components to support system growth and system dependability and system 

protection of customer information. The testing procedures included three testing types which were unit testing and 

integration testing and performance evaluation testing to assess how the system worked and how it protected data and how it 

managed multiple users at the same time. The ERP solution development process created a modular system which educational 

institutions could use because it provided secure features and scalable capabilities. The proposed ERP-Based Integrated 

Student Management System development process used a structured software engineering method which started with 

requirement analysis and system planning. The researchers examined institutional workflows to determine essential 

components which included student registration and attendance tracking and examination processing and fee management. 

The system used three-tier architecture to divide its components into presentation layer and application logic and database 

sections. The development team used React to build the frontend because it enables users to interact with the application in a 

responsive and dynamic manner while Node.js handled backend operations through business logic implementation and API 

dispatching [10]. 

The system used Amazon Web Services cloud infrastructure for deployment because it provided advantages in scalability and 

reliability and secure data storage. The testing process included functional tests and performance tests to confirm that the 

system operated efficiently and maintained stable performance. The development team built the proposed system through an 

iterative Agile development process which allowed them to create flexible systems that could undergo ongoing improvements. 

The development team created smaller development cycles from which they built separate modules that underwent 

independent design work, implementation processes, and testing activities before the team conducted systemwide testing. The 

development team built the frontend interface through a component-based architectural system, which improved system 

maintainability, while the backend system used RESTful APIs to support efficient communication between its different system 

components. The organization set up cloud deployment to enable automatic system scaling and to protect data through secure 

management practices. The testing process used three testing methods which included unit testing and integration testing and 

load testing to verify both the system's functional performance and its ability to handle actual user scenarios [11]. 

 
Fig-2 Block diagram of ERP management system 
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+Security Implementation: The implementation of authentication and authorization security measures used JSON Web Tokens 

(JWT) as the authentication method. The combination of AWS security groups and IAM roles created access restrictions that 

protected cloud resources from unauthorized access.  

4. Result  

The literature identifies these factors as essential components which must be present to achieve successful implementation of 

an ERP-based integrated student management system operated through cloud technology. The new system must achieve 

technical compatibility by establishing links with its existing components and all historic data systems (Rawat 2023). The 

institution needs to implement system best practices for process alignment to avoid expensive custom development work. The 

organization should view modernization as a perpetual operation that requires continuous system updates and user feedback 

evaluation. The presence of a strong executive leadership team combined with an established change management framework 

enables organizations to decrease resistance while achieving successful implementation. The system usage becomes more 

effective through the establishment of precise performance targets and the delivery of complete training resources to users 

[12]. 

 
Fig-3 Above image represent the output of the website 

5. Conclusion 

The implementation process of an ERP-based student management system demonstrates The combination of web technologies 

with cloud-based systems enables institutions to develop operational systems which secure their operations and provide users 

with simple access and expandable functions. The literature shows that successful outcomes depend on organizations that 

study their integration challenges and security needs and their requirements for stakeholder involvement how digital 

transformation has transformed educational technology through its use of current React and Node.js and AWS technologies. 

The combination of web technologies with cloud-based systems enables institutions to develop operational systems which 

secure their operations and provide users with simple access and expandable functions. 

The literature shows that successful outcomes depend on organizations that study their integration challenges and security 

needs and their requirements for stakeholder involvement. The AWS cloud services provide both enhanced system reliability 

The literature shows that successful outcomes depend on organizations that study their integration challenges and security 

needs and their requirements for stakeholder involvement. The AWS cloud services provide both enhanced system reliability 

and scalability benefits while delivering advanced security features and monitoring tools. Educational institutions use 

technology as a means to fulfill the current requirements of students and educators who operate in digital environments [13].  

 
Fig – 4. Diagram for ERP 
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