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ABSTRACT

Cloud computing is a new paradigm of shift
resources over the network so that the user casss
the resources over the network. The resomainly
consists of Platform as a service, Software as@®l
and infrastructure as a service. Cloud computing
basically internet based computing where the ses
are provided on pay as you go model. The consu
pay for the services they want i services are
provided to them on cloud. Since cloud u
distributed resourcing scheme it is important
provide security in the cloud. And we also knowti
security is the main problem in cloud. It is maitihg
loop hole in cloud which requires sers attention. In
this paper we have described the scheme to imple
security in cloud using finger print reader and G
module. In this paper first we have discussed
security issues and security problem and we |
enlighten the steps to increase #exurity in cloud
Our methodology mainly focuses on finger p
scanner and GSM module.

Keyword: Cloud Computing, Utility computing, Risk,
Finger print scanner, GSM module

INTRODUCTION

Cloud computing provides infrastructure, platfo
and software as services, which delivered
consumers to the basis of pay as you go model.€l
services are respectively referred to in industsy
Infrastructure as a Service (laaS), Platform &
Senice (PaaS), and Software as a Service (S
Clouds aim to power the next generation data ce
by architecting them as a network of virtual sezg
(hardware, database, useterface, application logic
so that users are able to deploy and ac
apdications globally and on demand at competi
costs depending on users QOS (Quality of Sen
requirements. Developers with innovative ideas
new Internet services no longer require large ah
outlays in hardware to deploy their service, or bBn

expense to operate it. It offers significant bentefilT
companies by freeing them from the low level tak
setting up basic hardware (servers) and soft
infrastructures, and thus enabling more focus
innovation and creating business value their
services.

Before the invention of cloud the users have to
the infrastructure and software to carry out thiyc
basis work, which is very costly and not affordafole
the common users and small enterprises. The «
solved this major proble of purchasing and
managing the whole system and infrastruc

Despite of the facts the cloud has develc
efficiently and advanced rapidly there is still Gop
hole in the cloud. The security of the cloud is ae
strong as it is considered.

Becausethe services are delivered over the netw
the chances of getting hacked and attacked
enormous. That's why we have to increase
security of the cloud. Several methodologies
provided to increase the security of the cloud. A&
are going to propose one.

CLOUD COMPUTING ARCHITECTURE:-

The major providers of the cloud are providing tl
resources i.e. software as a service, infrastracigre
service and platform as a service to the custoued:
consumers over the internet. The major provi
include Amazon, Google, yahcMicrosoft.
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The services provided by the cloud are ma
platform as a service software as a service a
infrastructure as a service.

The three main services are discussed b~
Software as a service:-

In this type of service the cloud provides the s
ability to use the software that basically owned by
cloud. There are many instances of the software
the end users and consumers uses the instance
software.

The main example of the software as a servic
salesforce.com

Platform asa service:-

In this type of the service the cloud provides
user’'s ability to program theiown software. Thi
cloud provides the users the software to carrytloeit
instructions and execute them. In this type
consumer can make the program according ta
software provided by the cloud.

For example some clouds give the users platforn
the development of software only in C# or only
java or only in C or assembly. There are diffel
platforms provided by different cloud compan

Saas

Software as a Service

laas
In_frastructure as a Sgrvice.

Infrastructure as a service (laaS):-

Infrastructure as a service provides the usertahii
store and compute capabilities over the netw
Different type of routers, switches hard drivesyses
are pooled together and made available to the s
the users can usedtim on pay as you go services. T
is the most expensive and difficult type of senticat
Is provided to users by the cloud.

Cloud computing deployment:-

Cloud computing is basically divided into four tg-

Public cloud:-

In this type of cloud the services are pooled toge
and provided to the consumeais single virtualize
services They are delivered publically and on -
common bases so there is no private portion for
one. This type of cloud is basically providby the

government or the big corporations and the comys:
so that employees or public use the

Public cloud is usually implemented wh-

1. There are lot of people that need to access
cloud.

2. You need to testify and program application c

3. You needncremental capacit

4. You are doing big collaborative proje

They are typically largethar other type of clouds.
And they can handle larger m

Private cloud:-

Provide a dedicated instance of these servicegolar
exclusive use and, as a resulan be secured and
accessed privately.

Private cloud is a cloud that is hold by a parae
organization.

There are basically two flavors of this type of

cloud:

1: On premise private clow
This type of cloud is maintained within
organization ownfacility. They are of best us
when you require complete control over
configurability and securit

2. Externally hosted private clot-
This type of cloud is maintained within
organization but is maintained and setup t

party.

Hybrid cloud:-

Hybrid cloud is a cloud that is a combination obji

and private cloud. Both type of clouds are ren

distinct but are bound together by offering

advantage of multiple deployment mor

When to use the hybrid clot

1. The company wants to use tSAAS service but
there are security issues, then hybrid cloud isti
suitable.

2. You want to provide the public cloud to users
the public while maintaining a private cloud -
the internal company.

Hybrid
Cloud

Public

Clouds
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Characteristics of acloud:-
There are several chatadstics of a cloud. Some
them are given below:

» Scalability and elasticity:-

Clouds aremore scalable and have more elasti
than conventional computingCapabilities can b
rapidly and elastically provisioned, in some ce
automatically, to quickl scale out and rapid
released to quickly scale in. To the consumer,
capabilities available for provisioning often app&a
be unlimited and can be purchased in any quanti
any time.

* Availability and reliability:-

Cloud are readily available anmiore reliable tha
conventional computing in a way that they
accessed anywhere and anytime. Availability is
significant characteristics of a cloud.

» Manageability and inter operability:-
Manageability is also the main feature of the clc
They aremanageable in case some error occurs.
they are interoperable, so that the user can €
operate the cloud without having any probl

» Performance and optimization:-

Clouds holdthe pool of powerful devices that
responsible for providing the germance to the use
The cloud should also be optimized so that they
able to provide the resources to the user on ra
bases.

Scale and

Cost °

Security

Cloud
Computing

Next-

Reliability
° Generation [N
Architectures

» Portability and accessibility:-

Clients and consumers should be able to use thel
and access the cloud with only b browser ant
nothing else. They are easily accessible and ¢
should be portable.

Our methodology:-

To enhance the security in the cloud we are u
finger print scanner and @SM module. The bas
concept behind out methodology is that when

users accesthe cloud he or she is required to pl
the password. But as we know the password ce
hacked, key logged and can be stolen. So we ang

finger print of the user instead of the passw
Instead of the password the user is asked to e

thumb on the device (finger print scanner) and

device scans the thumb of the user then check
with the database that either the user is authem
not. If yes the user is authentic the system veilicsa
password to the user cell phone using GSM

module. Then the user will enter the passw
received on the cell phone on the required field

then accesses the cloud.

Only the finger print scanner is sufficient but
GSM module is used to ensure the security of
cloud.

i . 4

Password Fingerprin

There ardasically three phases of the proc
We will discuss each phase brie-

1% phase:-

This is the first phase. In this phase the fingamtps
recorded by the finger print scanner. The use
prompted to place the finger on the device so tia
device can get the image of the finger. The imax
then saved in to the database if it's not tf

2" phase -

In this phase the image of the finger received fthe
device is checked with the image placed in
database. Basically it matches theth images and
find similarity between them. If the image pasdes
test then the process is passed to the third pHass.
the message will be prompted that the user is
authentic.

34 phase:-

In the third phase the, system will send a messa
the user cell phone that is basically a code
accessing the system. The user has to enter tea
code on the required field to use or enter thedtldu
this phase our GSM module is us
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Cloud Server

_.J_ = i T
Read Fingerprint Process Fingerprint Matching Fingerprint In Cloud

Computing server

Maohile Phone

CONCLUSION:-

We have used finger print scanner and GSM rle
to enhance and ameliorate the security of the cl
We have devised a system of finger print detedtic
which system and cloud will be accessed using
scheme we have devised. First the user place
finger on the device, the device then scale finger
print and checks with the database that the givern
either exists in database or not. If the print &xia
the database the system will send the user a
enter the cloud. The user is then asked to plae:
code on the required fieldf the code matches the
user will be given permission to enter the cli

Futurework:-

In future some other techniques can be devisedy!
our methodology as a paragon.

Some techniques can be

» Iris detection

» Face detection

Some other modules can alke integrated with ot
proposed model to enhance the security in ¢
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