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ABSTRACT

Almost every electronic device is connected to
internet today. We have different mechanisms
connecting the devices for feasible communica
that maybe wired or wireless. Alsajrelesses LAN:
are most populaand frequently used because of t
cost effectiveness, easy  deployment
configuration. A lot of data is being generated
transferred every day, which includes sensi
information. Network security consists of varic
policies and practices whichrevent and monitc
proper safeguard of network systems against mi
unauthorized access of the information. Thc
different security technigues are implemented
protect this kind of information, but the threat
hackers is always lurking there,itdgercept or intrud:
the security by finding loopholes in the wirels
communication. This paper focuses on the exi
wireless security protocokuch as Wired Equivale
Piracy(WEP), WiFi Protected Access(WPA), \-Fi
Protected Access 2(WPA2) and th&gcurity issue

Keywords: |EEE802.11; WEP; Wireless-security;
Wireless-attacks; WPA; WPA2

INTRODUCTION

Wi-Fi is technology developer radio wireless loce
area networking of devices which are based or
IEEE 802.11 standards. Wi-ks a trademark of th
Wi-Fi Alliance, which doesn’t allow the use of t
word Wi-Fi Certified to products that successfu
complete interoperability certification procedt [1].
Wi-Fi is most used wireless networking technique
implements radio waweto produce wireless hi-
speed internet and network communication. It iset
on IEEE 802.11 standard. Devices like pers:
computer, gameeonsole, smartphone, etc. use-Fi

to connect to a network resource such as the igit
with the help of a revork access point. Wirele:
LANs are one of the dominant network topologie:
the present world. With increase in the use of
technologies the nowired network communicatio
setup is preferable. Wireless LANs are u
everywhere in college campusin office buildings,
and in many public areas. There are diffe
standards used by IEEE802.11 such as 802
802.11b, 802.11c, 820.1lac, 802.11n, 802.1
802.11g etc. All operate as per different bandvé
and transfer limits. Security concern iways there
while developing certain communication protoc
such as maintaining confidentiality, integrity &
authentication. WFi security means preventing a
kind of unauthorized access or breach in the netv
and protect network accessible reses from any
damage. Some wellnown wireless security metho
are Wired Equivalent Privacy (WEP), -Fi Protected
Access (WPA). WEP is a weak security standard
is not recommended for practical use. WPA
developed as an alternative to improve sey over
WEP. WPA2 forms the current standard for-Fi
security, and is used widely over the former -
standards. It uses an encryption that supportsot
key size of 256-bit.

WIRELESS COMMUNICATION

Four major components of wireless communicat

are:

» Distribution system- used to forward frames
their respective destinatio

» Access Points- is a networking device whic
connects different Wk devices to a wire
network.
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» Stations- devices having Wi-Fi interface whichalgorithm over radio signals. RC4 algorithm is used
enables them to communicate with other devicésr encryption in WEP and uses two key sizes: 40 bi
with same features via an Access point. and 104-bit, to which we add a 24-bit initializatio

» Wireless medium- the medium in between thevector (IV) which is directly transmitted. The piai
stations responsible for transferring data frames text is XOR’ed with the key at the transmitter side

generated after (key-scheduling algorithm) KSA and

WIRELESS SECURITY PROTOCOLS: (Pseudo Random Generation Algorithm)PRGA

Traffic flows via radio waves in wireless networks, process of RC4 and cipher text is obtained. WER use

it is quite easy for hackers to monitor and attadRRC-32 algorithm for data integrity [7]. Input or

without the need to connect to a network physicallplain-text is provided which along with the inteyri

Attackers can launch attacks over the internetiar@yt check (CRC-32). Which calculates the IC value, this

and can gain access to a network by being withén thialue is later used as cross reference for data

range of an unprotected wireless network. The bestlidation. Initialization vector (random numbes i

approach is to encrypt the information. calculated and merged along with the shared key
respectively. Here IV is sent as a plain text. 8tar

Various wireless Encryption techniques include: key and IV are first passed through RC4 encryption

» WEP (which is a shared key stream cipher algorithmjs It

» WPA based on symmetric key encryption. The values from

» WPA2 plain-text, IC value and IV, shared key is then

» WPA2 Enterprise XOR’ed to from cipher-text. WEP uses 24-bit IV in

» PSK (Pre-shared Key) both 40 and 104-bit operation.

» TKIP (Temporal Key Integrity Protocol)

» AES (Advanced Encryption Standard) WEP DECRYPTION:

» EAP (Extensible Authentication Protocol) At destination the other user receives preshared IV
» RADIUS (Remote Authentication Dial-In Useralong with cipher text. Two modes of operations are
Service) applied to the received message for decryptiorst Rir
» VPN (Virtual Private Network) is passed through RC4 algorithm mechanism, and
» Other 3rd party encryption and authenticatiothen XOR’ed with the received 1V, cipher text. The
systems (Biometric system, Kerberos etc.) result yields the plain-text, whose integrity isenh

checked via CRC32 and the IC value. If the values a
WIRED EQUIVALENT PIRACY (WEP): matching the message is unaltered.

It was developed as the first-generation security

standard for the |IEEE 802.11 Wireles{A\TTACKING A WEP NETWORK:

communication. However, its use is noFlaws presentin the WEP made it vulnerable to many
recommended, as it has been cracked already. Wa&iRacks. The encrypted packet along with IV is sent
was the only encryption protocol convenient tplain text. Thus, the information which is out imet
802.11a and 802.11b devices built before the WRdr-ware can be easily cracked by anyone and can
standard, which was applicable only for 802.1llgack the secret key. During few iterations KSA and
devices. However, some 802.11b devices were |aBIRGA leak information of their algorithm. With the
provided with firmware or software updates to eeabhelp of XOR which a simple process is used to deduc
WPA, and later devices had it built in. [2]. WEPsvaunknown value if the other two values are knowre Th
appended as the privacy component of the origifakmat is (B+3, 255, x) where B is the byte of the
IEEE 802.11 standard approved in 1997 [3][4]. WES&ecret key being cracked. It needs lot of patigoce
uses the stream cipher (Rivest Cipher 4) RC4 forack the WEP key by simply listening of the netiwor
confidentiality [5], and the (cyclic redundancy cke traffic and saving them. The process injectiongsdu
CRC-32 checksum for integrity. Its use wa$o speed up the process. Injection involves resendi
disapproved in 2004 and is registered in the ctirrevperations repeatedly very rapidly. Thus, in a shor

standard [6]. period of time we can capture many IVs, after
determining the IVs we use this IVs to determine th
WEP ENCRYPTION: WEP key [8]. Another drawback is that IV is sent in

WEP is an encryption algorithm. The securityith clear-text, making it easier for the attacker
between two end users of a WLAN is an aim of WERcover the actual key based on the rotating 24bit
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After certain number of frames, the IVs are revisestream. The result is then used to encrypt datéhea

(interesting IV’s). It makes cracking WEP keyRC4. MAC service Data unit (MSDU) and message
network easy [9]. Keys are static, no replay pricdec integrity check) are merged via Michael algorithm.
and the WEP checksum is linear and predictabl&hich is then combined with the CRC32 checksum.
Thus, WEP is considered cryptographically a weakhe RC4, key stream and Mac service data unit

algorithm. (MPDU), Integrity Check Value (ICV) are XOR’ed to
form the Cipher text. The final packet to be
Wi-Fi PROTECTED ACCESS (WPA): transmitted contains Mac header, IV, KID, EIV,

WPA came into existence due to the limitations fburCipher text. Temporal keys are entitled during the
in WEP. It is the part of the IEEE’s 802.11i/D3.Gour-way handshake phase. It is used in both WPA
wireless security specification and overcomes tlaand WPAZ2.
weaknesses of WEP. Many changes were made in this
security technique such as use of Temporal K&/PA DECRYPTION:
Integrity Protocol (TKIP), also increasing the siie The WPA decryption process can be described as
IV and use of mix functions. For authenticationses follows: The IV is extracted from the IV and extexd
EAP and 802.1x. The Temporal Key IntegrityV fields. The IV, DA and the Data encryption keyga
Protocol (TKIP) was developed and practiced farsed as the input for the key mixing function to
WPA. WEP uses a 64-bit or 128-bit encryption kegroduce the per-packet key. IV and per packet key a
that is manually entered on wireless access pamis used as the input for RC4 PRNG (pseudo random
devices and remains same throughout the processmber generator) function to generate key strem o
TKIP employs a per-packet key, meaning that ihe same size as the encrypted data, MIC and ICV.
dynamically generates a new 128-bit key for eacdfhe key stream is then XORed with the encrypted
packet and thus prevents the types of attacks tkiata, MIC and ICV to produce unencrypted ICV, MIC
compromised WEP [10]. However, TKIP itself is n@and the data.ICV is calculated and compared wigh th
longer considered as a strong security protocal,isn value of unencrypted ICV [11] [12]. The
use was discontinued in the 2012 revision of thmessage(data) is thereby validated.
802.11 standard.

Wi-Fi PROTECTED ACCESS 2(WPA?2):

WPA can be implemented as: Current I[EEE 802.11/D9.0 standard security
» WPA PSK (Pre-shared Mode) mechanism used world -wide. Developed by Wi-Fi
» WPA Enterprise Alliance, with strong security features and better
» WPS (Wi-Fi Protected Setup) encryption technique. But it requires hardware
upgrade to support WPA2. Like WPA, it also has two
WPA ENCRYPTION: modes of operation WPA2 PSK and WPA2
WPA requires following values to encrypt a wirelesEnterprise. WPA2 protects the network better bezaus
data frame [11]: its layer 2 based. But WPA2 alone can't provide
» Initialization vector (1V) Enterprise security. Most security concerns can be
» Data encryption key eliminated by combining WPA2 with IEEE 802.1X
» Source and destination addresses (SA, DA) (port-based authentication protocol for access
» Priority field value control). WPA2 uses a new encryption method called
» Data integrity key Counter mode with CBC mac protocol(CCMP) which

is based on Advanced Encryption Standard (AES). A
It uses the existing WEP hardware and runs as s W&PRnger algorithm than RC4. WPA2 personal
sub-component. It uses RC4 and TKIP as encryptigenerates a 256-bit key from a plain text passpehras
algorithm with IV size of 48-bit. The encrypted keyvhich is called pre-shared key. The PSK in
length is 128-bit, followed by integrity checkconjunction with service set identifier and SSID
mechanism of Michael algorithm plus CRC-32. Thikength form the mathematical basis for the pairewis
procedure never uses the same key twice, after somaster key(PMK), that is used to initiate the foway
data transfer the key keeps on changing based landshake protocol to generate session key between
TKIP. At input key mixing (TKIP, transmit addressclient and the access point. It uses an AES type
IV, Extended Initialization Vector) which is thensymmetric encryption which works on blocks of data
combined with clients MAC address to create a kegstead of stream. Also, it operates on 128,192,256
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bits key lengths. The encryption mechanisms take To discover if the data is valid, compare the

place in many rounds depending upon key length. unencrypted MIC with the calculated value of

CCMP (CCM mode Protocol) is an encryption MIC. If the values do not match, WPA2 discards

protocol adopted for Wireless LAN devices that data [15].

involves the standards of the IEEE 802.11i rulethéo

original IEEE 802.11 standard. CCMP is better dat@PA/WPA2 Enterprise implements RADIUS or EAP

cryptographic encapsulation mechanism develop@gxtensible Authentication Protocol) for centratize

for data confidentiality and based upon the Countelient authentication via other authentication sobs,

Mode with CBC-MAC (CCM) of the AES standard. ltlike Kerberos, token cards, authentication cesdifs

was created to address the vulnerabilities showed dtc. Users are given login credentials which igrlat

WEP, a dated, insecure protocol [13]. required to connect the network. It provides extra
layer of authentication security as compared to the

ADD (additional authentication data, temporal keWPA personal mode.

and nonce along with CCMP are used for data

encryption. Also, an aligned 48-bit packet numba@rarious Security Issuesin WPA/WPA2:

(PN) is used to build nonce. Cipher Block ChaininBrute Force method: Weak passwords are generally

Message Authentication Code (CBCMAC) is used fatulnerable to these types of attacks. Various tbkds

integrity (instead of Michael's algorithm).CCM =Air-crack, Airgeddon etc. intercepts the secure

CTR + CBC-MAC for confidentiality and integrity session, by sending re-authentication packets. The

[14]. IV size used here is 48-bit and CBC-MAC focaptured data is then tested for cracking methaoals v

integrity check mechanisms. The WPA2 mac fransme dictionary. This attack generally takes some

consists of MAC header, CCMP header, encryptéitne.

data and encrypted MIC. Overall, WPA/WPA2

enables protection against forgery and replay kdtac Packet spoofing and decryption: Mathy Vanhoef
and Frank Piessens improved on the WPA-TKIP

WPA2 ENCRYPTION: attacks of Erik Tews and Martin Beck. They showed

» Encrypt starting 128-bit block with data integrityhow to inject an arbitrary number of packets, with

key and AES, derived from a passphrase of 8 émch packet containing at most 112 bytes of payload

63 ASCII characters. This was determined by using a port scanner, which
» In the next step, XOR Resultl with next 128-bitan be executed against any client using WPA-TKIP.
block to render XResult1. Moreover, they showed how to decrypt arbitrary
» Encrypt XResultl with AES and data integritypackets sent to a client. They specified thatd¢his be
key. used to hijack a TCP connection, enabling an attack
» XOR Result2 and the next 128-bit block of dateo inject malicious JavaScript when the victim td@sa
[15]. website. In contrast, the Beck-Tews attack coully on
decrypt short packets with mostly known content,
WPA2 DECRYPTION: such as ARP messages, and only enabled injection of

Decryption process can be formulated in thesepbkste3 to 7 packets of at most 28 bytes. The Beck-Tews
» Find the value of the starting counter from valuesttack also needed Quality of Service (as defimed i
in 802.11 header and MAC header. 802.11e) to be implemented, while the Vanhoef-
» The starting counter value and the encrypteRiessens attack doesn’t require as such. Not either
portion of the 802.11 payload are used as an in@itackslead to recovery of the shared session key
for the AES counter mode decryption algorithnbetween the client and Access Point. The authors sa
with the data encryption key. using a short rekeying interval can restrain some
» The result is the decrypted data and MIC. To yielattacks but not all, and strongly advised switching
the decrypted data block, AES counter modeom TKIP to AES-based CCMP [16] [17] [18].
XORs the encrypted counter value with the
encrypted data block. WPS Pin: A more concerning security flaw was
» The starting block, 802.11 MAC header, CCMevealed in December 2011 by Stefan Viehbdck that
header, data length, and padding fields are usedraftuences wireless routers with the Wi-Fi Protecte
an input for the AES CBC-MAC algorithm with Setup (WPS) feature, regardless of which encryption
the data integrity key to calculate a MICmethod they use. Most models (modems) have this
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feature and enable it by default. Many Wi-Fi devicedlPA/WPA2, AES, TKIP, VPN etc. are highly
manufacturers had taken steps to eradicate {hmcticable, there is a need for creating public
potential of weak passphrase choices by providirgvareness for the importance of security. The four-
other methods of automatically generating anslay handshake, one of the dominant security
distributing strong keys when users cast a ngwocedure for many years, until recently its flawsw
wireless adapter or product to a network. The$eund in WPA/WPA2.Not everything is fully secure
techniques incorporate pushing a button on tlwer the internet, but with the right security prees
devices or entering an 8-digit PIN. The Wi-Five can minimize the threat/attack. Knowing aboet th
Alliance standardized these methods as Wi-Bitacks and their prevention, is of no use untdliao
Protected Setup. While the PIN feature as extehsiveractically i.e. Keeping the devices up to
implemented, received a considerable new securdgte(patching), configuring network devices properl
loophole. This flaw facilitates remote attacker tas per strong policies, following the new trends in
recover the WPS PIN and, with it, the routersechnologies, software and hardware protectioni{Ant
WPA/WPAZ2 password in a few hours [19] [20]. Itsviruses).

recommended to disable this feature on network
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