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ABSTRACT 
Social networking has become a popular way for 
users to meet and interact online. Users spend a 
significant amount of time on popular social network 
platforms (such as Facebook, Myspace, or Twitter), 
storing and sharing a wealth of personal information. 
This information, as well as the pos
contacting thousands of users, also attracts the in
of cybercriminals. For example, cybercriminals might
exploit the implicit trust relationships between users 
in order to lure victims to malicious websites.
 
This invention relates to the field of Social Media 
where a system is built to restrict scammers from 
creating fake profiles or pages. If misbehave is 
occurred by any account user the social media
to track and identify the user easily as its information 
is stored in database. As there are many social media 
around us, but none of them assured to have verified 
user. To make the user verified or authenticate this 
system is implemented. 
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I. INTRODUCTION 

A. About social media. 
Over the last few years, social networking sites have 
become one of the main ways for users to keep track 
and communicate with their friends online. Sites such 
as Facebook, Myspace, and Twitter are consistently 
among the top 20 most-viewed web sites of the 
Internet. Moreover, statistics show that, on average, 
users spend more time on popular social networki
sites than on any other site. Most so
provide mobile platforms that allow users to
Permission to make digital or hard copies of all or part 
of this work for personal or classroom use is granted 
without fee provided that copies are not made or 
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where a system is built to restrict scammers from 
creating fake profiles or pages. If misbehave is 
occurred by any account user the social media is able 
to track and identify the user easily as its information 
is stored in database. As there are many social media 
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Over the last few years, social networking sites have 
come one of the main ways for users to keep track 

nds online. Sites such 
Myspace, and Twitter are consistently 

viewed web sites of the 
show that, on average, 

social networking 
Most social networks 

provide mobile platforms that allow users to 
Permission to make digital or hard copies of all or part 
of this work for personal or classroom use is granted 
without fee provided that copies are not made or 

distributed for profit or commercial advantage and 
that copies bear this notice and the full citation on the 
first page. The tremendous increase in popularity of 
social networking sites allows them to collect a huge 
amount of personal information about the users, their 
friends, and their habits. Unfortunately, this wealth of 
information, as well as the ease with which one can 
reach many users, also attracted the interest of 
malicious parties. In particular, spammers are always 
looking for ways to reach new victims with their 
unsolicited messages. This is shown by a market 
survey about the user perception of spam over social 
networks, which shows that, in 2008, 83% of the users 
of social networks have received at least one 
unwanted friend request or message
 

B. Problem to be solved. 
Now days everyone is using social media like 
Whatsapp, Facebook and Instagram etc. Many of us 
are feeling unsecure while using social media, some 
of them are facing harassment using social media. 
Creating fake profiles and pages is now days so easy 
as we able to provide fake information.
The information which is provided by the user is not 
verified by anyone so it is not possible to trust anyone 
on social media. Scammers can used information and 
try to damage the image of the victim. Social media 
designed multiple technique for solving problem of 
the authenticate user, none of them are promised to 
give the verified users only. Mobile authenticate, 
Email authenticate etc. are the ways to authenticate 
user but this information can be stolen or can be used 
fake mobile no or email. With this system, a planned 
operation is designed where the drawbacks of the 
previous system related to fake ids, misbehavior and 
scamming have to be resolved. Here finger print is 
used for unique identification. Finger print is matched 
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to the database of adharcard, if the finger print 
matches to the database of the adharcard then only the 
user able to create the account on the social media. 

C. Objective of project. 
The aim of the invention is to offer a system, which 
eliminates drawbacks of the prior solutions and 
provide authenticate user to the society. The user’s 
finger print will match using algorithm which is resent 
in the bit image for in the database. The objective of 
the project is to restrict the scammer to creating of the 
fake profiles or pages. It is very easy to create fake ids 
on the Facebook.  Scammer can easily stole 
information and harass the user of the social media. 
As it is so easy for scammer to do this, to avoid 
scamming by the scammer the project is implemented. 
Further another objective of the project is the as we 
are using the finger print scanner, which is used as 
hardware device to store the finger print in the 
database. To make the device more feasible we can 
use the retina in future. It will be used for the 
authentication of the users.  
 
The other objective is the categorized social media. In 
which it provides the users to choose in which 
category the user wants to be. Category can be 1.VIPs 
2.FriendZone 3.Public which provides facility as we 
choose it. If the user having millions followers or 
celebrity it can be VIP account we provide some more 
feature. If the user wants to see only the things which 
are related to the friends of the user only then it will 
be in FriendZone.If the user loves to make friends 
from anywhere then the user can choose Public 
category. 

II. RELATED WORK 

The success of social networks has attracted the 
attention of security researchers. Since social 
networks are strongly based on the notion of a 
network of trust, the exploitation of this trust might 
lead to significant consequences. In 2008, a Sophos 
experiment showed that 41% of the Facebook users 
who were contacted acknowledged a friend request 
from a random person . Bilge et al.  show that after an 
attacker has entered the network of trust of a victim, 
the victim will likely click on any link contained in 
the messages posted, irrespective of whether she 
knows the attacker in real life or not. Another 
interesting finding was reported by Jagatic et al. . The 
authors found that phishing attempts are more likely 
to succeed if the attacker uses stolen information from 
victims’ friends in social networks to craft their 
phishing emails. There are also botnets that target 

social networks, such as koobface .Brown et al.  
showed how it would be possible for spammers to 
craft targeted spam by leveraging the information 
available in online social networks. As for Twitter, 
Krishnamurthy et al. studied the network, providing 
some characterization of Twitter users . Yardi et al.  
ran an experiment on Twitter spam. They created a 
popular hashtag on Twitter, and observed that 
spammers started using it in their messages. They also 
discuss some features that might allow one to 
distinguish a spammer from legitimate users, such as 
node degree and frequency of messages. Another 
work that studied social network spam using honey-
profiles was conducted by Webb et al. in 2008 . For 
this experiment, 51 profiles were created on 
MySpace, which was the largest social network at the 
time. The study showed a significant spam activity. 
The honey-profiles were contacted by 1,570 spam 
bots over a five-month period. Compared to their 
work, our study is substantially larger in size and 
covers three major social networks, and the honeypot 
population we used is representative of the average 
population of these networks, both from an age and 
nationality point of view. Moreover, we leverage our 
observation to develop a system able to detect 
spammers on social networks. This system has 
detected thousands of spam accounts on Twitter, 
which have been subsequently deleted. 
 

D.  Background of social networks  
 
Social networks offer a way for users to keep track of 
their friends and communicate with them. This 
network of trust typically regulates which personal 
info rmation is visible to whom. In our work, we 
looked at the different ways in which social networks 
manage the network of trust and the visibility of 
information between users. This is important because 
the nature of the network of trust provides spammers 
with different options for sending spam messages, 
learning information about their victims, or 
befriending someone (to appear trustworthy and make 
it more difficult to be detected. 
 

CONCLUSION 
Social networking sites have millions of users from all 
over the world. The ease of reaching these users, as 
well as the possibility to take advantage of the 
information stored in their profiles, attracts spammers 
and other malicious users. 
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In this paper we have solved the problem of spam 
accounts by preventing the creation of spam accounts 
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